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This document contains the conformance test instantiation, 
verification, and reporting scenarios for the methods comprising the 
Java language binding of the Basic Services Interface of version 2.1 
of the Government Smart Card Interoperability Specification (GSC-
IS), as contained in NIST Interagency Report 6887 – 2003 Edition. 
 
The 23 sections of this document correspond to the 23 sections in 
the Java Binding Conformance Test Assertions document. 
 
Appendix A contains the list of constant variables (symbolic 
constants) used in this document.  A constant variable is indicated 
by a leading underscore (e.g., _PIN). 
 
Appendix B contains a description of a set of three cards that would 
be sufficient for the testing of candidate BSI implementations, when 
using test suites built according to these scenarios. 
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1. gscBsiUtilAcquireContext() 
 
 
Starting State for Each Test: 

1. A card that claims conformance to the GSC-IS is in a reader, 
connected with handle hCard0100. 

 
2. There is no authenticated session established with any 

container on the connected card 
 

3. There exists a container on the connected card for which  
• readTagListACR is PIN Protected 
• the value of the PIN is _PIN 
• the container is represented by AID value == _goodGSCAID1 

(GSC) or _goodCACAID1 (CAC). 
 

4. There does not exist a container on the card with AID value == 
_badGSCAID (GSC) or _badCACAID (CAC). 

 
5. There exists a Vector strctAuthenticator0100 with one element, 

the BSIAuthenticator object BSIAuthenticator0100.  This object 
has fields 

 • accessMethodType == BSI_AM_PIN 
• keyIDOrReference == _keyIDOrReference1 
• authValue == _goodAuthValue1. 

 
6. There exists a Vector tagArrayA0100.  

 
 
Test for Assertion 1.1 
 
The method is tested using valid parameters. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilAcquireContext(). 

 
2. (Pre) Print "Testing of Assertion 1.1". 

 
3. Make a gscBsiUtilAcquireContext() call to the SPS, using 

 • hCard == hCard0100 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• strctAuthenticator == strctAuthenticator0100. 

 
Verification Goal: 
To verify the Expected Results: 

1. The call returns 
• the return code BSI_OK (no BSIException is thrown) or 

BSI_TERMINAL_AUTH (a BSIException is thrown, with 
BSIException.getErrorCode returning BSI_TERMINAL_AUTH). 

 
2. An authenticated session is established with the target 

container. 
 
Perform this verification by issuing a call to 
gscBsiGcReadTagList(). 
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Verification and Reporting Scenario: 

1. : If the gscBsiUtilAcquireContext() call returns the 
, then verify that an 

    
0100 = gscBsiGcReadTagList() call to the 

SPS, using 

 (GSC) or _goodCACAID1 (CAC). 
 

Cas code 

 because a subsequent call to 

 
a TagList() call does not return 

BSI_OK, then print 

use a subsequent call to 
 

 
Case ot return 

. 

 
 
Test for Assertion 1.2 

ng a bad handle. 

Case 1
code BSI_OK or BSI_TERMINAL_AUTH
authenticated session has indeed been established with the 
target container. 

Make a tagArrayA

• hCard == hCard0100 
• AID == _goodGSCAID1

e 1.1: If the gscBsiGcReadTagList() call returns the 
BSI_OK, then print 

"gscBsiUtilAcquireContext() called with valid parameters 
has been verified
gscBsiGcReadTagList() was successful, indicating that an 
authenticated session had been established. 
Status: Test 1.1 Passed." 

C
th
se 1.2: If the gscBsiGcRead
e code 
"gscBsiUtilAcquireContext() called with valid parameters 
has not been verified beca
gscBsiGcReadTagList() was unsuccessful, indicating that an
authenticated session had not been established. 
Status: Test 1.1 Failed." 

Context() call does n2: If the gscBsiUtilAcquire
the code BSI_OK, then print 

"gscBsiUtilAcquireContext() called with valid parameters 
returned an incorrect code
Status: Test 1.1 Failed." 

 
The method is tested usi
 
 
stantiation ScenarioIn : 
1. (Pre) Construct the Starting State for the testing of 

ntext(). 

2. tion 1.2

gscBsiUtilAcquireCo
 

 (Pre) Print "Testing of Asser ". 

 the SPS, using 
• hCard /= hCard0100 

 
Verifica o

 
3. Make a gscBsiUtilAcquireContext() call to

• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
= strctAuthenticator0100. • strctAuthenticator =

ti n Goal: 
he Expected Results: To verify t

ns 
D_HANDLE (a BSIException is thrown, 
ErrorCode returning BSI_BAD_HANDLE). 

 

1. The call retur
• the return code BSI_BA

ption.getwith BSIExce
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2. An u
conta

rf
gscBsiGcReadTagList(). 

 a thenticated session is not established with the target 
iner. 

 
Pe orm this verification by issuing a call to 

 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiUtilAcquireContext()
code BSI_BAD_HANDLE, then: 

 call returns the 

: 
 

l to the 

 
eadTagList() call returns the 

cod

 
Ca
return the code BSI_ACCESS_DENIED, then print 

 

 
Case 2: If the gscBsiUtilAcquireContext() call does not return 
the code BSI_BAD_HANDLE, then print 

 
 
Test for

ing a bad AID value. 

 
Perform Test for Assertion 9.1.2.1. 
 
Verify that an authenticated session has not been 
established with the target container

Make a tagArrayA0100 = gscBsiGcReadTagList() cal
SPS, using 

• hCard == hCard0100 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

Case 1.1: If the gscBsiGcR
e BSI_ACCESS_DENIED, then print 
"gscBsiUtilAcquireContext() called with a bad handle 
has been verified because a subsequent call to 
gscBsiGcReadTagList() resulted in a denial of access, 
indicating that an authenticated session had not been 
established. 
Status: Test 1.2 Passed." 

se 1.2: If the gscBsiGcReadTagList() call does not 

"gscBsiUtilAcquireContext() called with a bad handle 
has not been verified because a subsequent call to 
gscBsiGcReadTagList() did not result in a denial of
access, indicating that an authenticated session had 
been established. 
Status: Test 1.2 Failed." 

"gscBsiUtilAcquireContext() called with a bad handle 
returned an incorrect code. 
Status: Test 1.2 Failed." 

 Assertion 1.3 
 
The method is tested us
 
stantiation ScenarioIn : 
1. (Pre) Construct the Starting State for 

gscBsiUtilAcquireContext(). 
the testing of 

 
2. (Pre) Print "Testing of Assertion 1.3". 

Make a gscBsiUtilAcquireContext() call to the SPS, using 
 

3. 
• hCard == hCard0100 
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• AID == _badGSCAID (GSC) or _badCACAID (CAC) 

 
Verifica o

• strctAuthenticator == strctAuthenticator0100. 

ti n Goal: 
To verif t

1. The c
n code BSI_BAD_AID (a BSIException is thrown, 

ErrorCode returning BSI_BAD_AID). 

Veri

y he Expected Results: 
all returns 

• the retur
with BSIException.get

 
ficat oi n and Reporting Scenario: 

e 1: If the gscBsiUtilAcquireContext() call returns the 
BSI_BAD_AID, then: 

1. Cas  
code 

 a bad AID value 
h  

us: Test 1.3 Passed." 

Case  
the code BSI_BAD_AID, then print 

alled with a bad AID value 

 
 
Test for

e method is tested using an authentication method that is not 

 
Perform Test for Assertion 9.1.3.1 using 

• hCard == hCard0100. 
 

Print 
" c t() called withgs BsiUtilAcquireContex
as been verified. 
Stat

 
2: If the gscBsiUtilAcquireContext() call does not return

"gscBsiUtilAcquireContext() c
returned an incorrect code. 
Status: Test 1.3 Failed." 

 Assertion 1.4 
 
Th
available on the card. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilAcquireContext(). 

 
3.  gscBsiGetChallenge() call to the 

 
4. strctAuthenticator0104 with the 

element BSIAuthenticator0104. The BSIAuthenticator object 
BS u

 
Note: The gscBsiGetChallenge() call was issued because the call 
itself may be required by an implementation prior to an 

 BSIAuthenticator0104 is unimportant. 

 
2. (Pre) Declare an array of bytes challenge0104. 

 (Pre) Make a challenge0104 ==
SPS, using 

• hCard == hCard0100 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

 (Pr )e  Construct a Vector 

IA thenticator0104 has fields 
• accessMethodType == BSI_AM_XAUTH 
• keyIDOrReference == _keyIDOrReference1 
• authValue == challenge0104. 

gscBsiUtilAcquireContext() call; the actual content of challenge0104 
in
 

5. (Pre) Print "Testing of Assertion 1.4". 
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6. Make a gscBsiUtilAcquireContext() call to the SPS, using 

• hCard == hCard0100 
CAID1 (CAC) 

 
Verifica o

• AID == _goodGSCAID1 (GSC) or _goodCA
• strctAuthenticator == strctAuthenticator0104. 

ti n Goal: 
To verif t

1. Th c
• eption is 

with BSIException.getErrorCode returning 
). 

conta
 
rform thi  a call to 
cB

 
rifi eporting Scenario

y he Expected Results: 
e all returns 

the return code BSI_ACR_NOT_AVAILABLE (a BSIExc
thrown, 
BSI_ACR_NOT_AVAILABLE

 
2. An ua thenticated session is not established with the target 

iner. 

s verification by issuingPe
gs siGcReadTagList(). 

cation and RVe :  
call returns the 

.4.1 using 

 
sion has not been 

 
Make a tagArrayA0100 = gscBsiGcReadTagList() call to the 

oodCACAID1 (CAC). 
 

en print 

 not been 

 
Ca
re

 called with an 
is not available on the card 

 
sion had 

 
Case 2: If the gscBsiUtilAcquireContext() call does not return 
the cod

1. Case 1: If the gscBsiUtilAcquireContext() 
code BSI_ACR_NOT_AVAILABLE, then: 

 
Perform Test for Assertion 9.1

• hCard == hCard0100. 

Verify that an authenticated ses
established with the target container: 

SPS, using 
• hCard == hCard0100 
• AID == _goodGSCAID1 (GSC) or _g

Case 1.1: If the gscBsiGcReadTagList() call returns the 
cod Be SI_ACCESS_DENIED, th

"gscBsiUtilAcquireContext() called with an 
authentication method that is not available on the card 
has been verified because a subsequent call to 
gscBsiGcReadTagList() resulted in a denial of access, 
indicating that an authenticated session had
established. 
Status: Test 1.4 Passed." 

se 1.2: If the gscBsiGcReadTagList() call does not 
turn the code BSI_ACCESS_DENIED, then print 
"gscBsiUtilAcquireContext()
authentication method that 
has not been verified because a subsequent call to 
gscBsiGcReadTagList() did not result in a denial of

saccess, indicating that an authenticated se
been established. 
Status: Test 1.4 Failed." 

e BSI_ACR_NOT_AVAILABLE, then print 

 -7-



"gscBsiUtilAcquireContext() called with an authentication 

 
 
Test for

e method is tested with another application having established a 

 implementations that allow multiple 
 

e method is tested using a bad authenticator. 

method that is not available on the card returned an 
incorrect code. 
Status: Test 1.4 Failed." 

 Assertion 1.5 
 
Th
transaction lock. 
 
te: Until we encounterNo

simultaneous applications, I don't think we need to worry about this
assertion. 
 
 
Test for Assertion 1.6 
 
Th
 
Verification Goal: 
To verify Expected Result 2: "An authenticated session is not 

ation by issuing a call to 

stantiation Scenario

established with the target container." 
 
Perform this verific
gscBsiGcReadTagList(). 
 
In :  

 testing of 
ontext(). 

ctor strctAuthenticator0106 with the 
ct 

ds 

 
3. (Pre) Print "Testing of Assertion 1.6

1. (Pre) Construct the Starting State for the
gscBsiUtilAcquireC

 
2. (Pre) Construct a Ve

element BSIAuthenticator0106. The BSIAuthenticator obje
BSIAuthenticator0106 has fiel

• accessMethodType == BSI_AM_PIN 
• keyIDOrReference == _keyIDOrReference1 
• authValue == _badAuthValue. 

". 

4. Make a gscBsiUtilAcquireContext() call to the SPS, using 
• 

CAID1 (CAC) 
ator0106. 

 
Veri

•  

hCard == hCard0100 
• AID == _goodGSCAID1 (GSC) or _goodCA
 trctAuthenticator == strctAuthentic• s

ficat oi n Goal: 
To verif t

1. Th c
 thrown, 

Exception.getErrorCode returning BSI_BAD_AUTH). 

not established with the target 

 
rform thi
cBsiGcReadTagList(). 

 

y he Expected Results:  
e all returns 
• the return code BSI_BAD_AUTH (a BSIException is

with BSI
 

session is 2. An authenticated 
con at iner. 

s verification by issuing a call to Pe
gs
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Verification and Reporting Scenario: 
1. Case 1: If the gscBsiUtilAcquireContext() call returns the 

code BSI_BAD_AUTH, then: 

r Assertion 9.1.6.1 using 
• hCard == hCard0100. 

rget container: 

ist() call to the 
S ,

• hCard == hCard0100 
(CAC). 

 
: If the gscBsiGcReadTagList() call returns the 

ilAcquireContext() called with a bad 
verified because a subsequent 

 

 
Cas
ret

een verified because a 
ReadTagList() did not result 

cated 

 
Case 2: If the gscBsiUtilAcquireContext() call does not return 
the code

"gscB
retur
Statu

 
Test f
 
The method is tested with a card that has been removed. 
 
stantiation Scenario

 
Perform Test fo

 
Verify that an authenticated session has not been 
established with the ta

 
Make a tagArrayA0100 = gscBsiGcReadTagL
PS  using 

• AID == _goodGSCAID1 (GSC) or _goodCACAID1 

Case 1.1
code BSI_ACCESS_DENIED, then print 

"gscBsiUt
authenticator has been 
call to gscBsiGcReadTagList() resulted in a denial of
access, indicating that an authenticated session had 
been not established. 
Status: Test 1.6 Passed." 

e 1.2: If the gscBsiGcReadTagList() call does not 
urn the code BSI_ACCESS_DENIED, then print 
"gscBsiUtilAcquireContext() called with a bad 
authenticator has not b
subsequent call to gscBsiGc
in a denial of access, indicating that an authenti
session had been established. 
Status: Test 1.6 Failed." 

 BSI_BAD_AUTH, then print 
siUtilAcquireContext() called with a bad authenticator 
ned an incorrect code. 
s: Test 1.6 Failed." 

 

or Assertion 1.7 

In :  

ontext(). 

 of Assertion 1.7

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilAcquireC

 
2. (Pre) Remove the connected card from the reader. 

 
3. (Pre) Print "Testing ". 

 
ng 

C) 

 

4. Make a gscBsiUtilAcquireContext() call to the SPS, usi
• hCard == hCard0100 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CA
• strctAuthenticator == strctAuthenticator0100. 
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Verification Goal: 
To v

1. Th c
is 
 

o

erify the Expected Results:  
e all returns 
• the return code BSI_CARD_REMOVED (a BSIException 

ngthrown, with BSIException.getErrorCode returni
BSI_CARD_REMOVED). 

 
 
Veri ing Scenarification and Report : 

 
code 

"gscBsiUtilAcquireContext() called with the connected card 
removed has been verified. 
Status: Test 1.7 Passed." 

rn 

 
 
Test f
 
The meth
 
stanti

1. Cas  e 1: If the gscBsiUtilAcquireContext() call returns the
BSI_CARD_REMOVED, then print 

 
Case 2: If the gscBsiUtilAcquireContext() call does not retu
the code BSI_CARD_REMOVED, then print 

"gscBsiUtilAcquireContext() called with the connected card 
removed returned an incorrect code. 
Status: Test 1.7 Failed." 

or Assertion 1.8 

od is tested with a blocked PIN. 

In ation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

ontext(). 

ticator0108 with one 
 BSIAuthenticator0108. 

8 has fields 

thValue2. 

1 (CAC) 
0108 

where N is the maximum number of incorrect PIN tries allowed 

 
4. ssertion 1.8

gscBsiUtilAcquireC
 

2. (Pre) Construct a Vector strctAuthen
element, the BSIAuthenticator object
BSIAuthenticator010

• accessMethodType == BSI_AM_PIN 
• keyIDOrReference == _keyIDOrReference2 
• authValue0108 == _goodAu

 
3. (Pre) Make N gscBsiUtilAcquireContext() calls to the SPS, 

using 
 • hCard == hCard0100 
• AID == _goodGSCAID1 (GSC) or _goodCACAID

icator• strctAuthenticator == strctAuthent

by the implementation. 

 (Pr )e  Print "Testing of A ". 
 

5. Make a gscBsiUtilAcquireContext() call to the SPS, using 

== strctAuthenticator0100. 

ri

• hCard == hCard0100 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• strctAuthenticator 

 
Ve fication Goal: 
To verify the Expected Results:  

1. The call returns 
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• the return code BSI_PIN_BLOCKED (a BSIException
with BSIException.getErrorCode returning 

 is thrown, 

BLOCKED). 

 not established with the target 

 
Perform this verification by issuing a call to 
cBsiGcRead

Verification and Reporting Scenario

BSI_PIN_
 

ession is2. An authenticated s
co ant iner. 

TagList(). gs
 

: 
Case 1: If the gscBsiUtilAcquireContext() call returns the 1. 

SPS, using 

(CAC). 
 

 
Ca
re

se a subsequent call to 

d 

 
Case 2: If the gscBsiUtilAcquireContext() call does not return 
the cod

"gscBsiUtilAcquireContext() called with a blocked PIN 
retur
Statu

code BSI_PIN_BLOCKED, then: 
 

Perform Test for Assertion 9.1.8.1 using 
• hCard == hCard0100. 

 
Verify that an authenticated session has not been 
established with the target container: 
 

Make a tagArrayA0100 = gscBsiGcReadTagList() call to the 

• hCard == hCard0100 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 

Case 1.1: If the gscBsiGcReadTagList() call returns the 
code BSI_ACCESS_DENIED, then print 

"gscBsiUtilAcquireContext() called with a blocked PIN 
has been verified because a subsequent call to 
gscBsiGcReadTagList() resulted in a denial of access, 
indicating that an authenticated session had not been 
established. 
Status: Test 1.8 Passed." 

se 1.2: If the gscBsiGcReadTagList() call does not 
turn the code BSI_ACCESS_DENIED, then print 
"gscBsiUtilAcquireContext() called with a blocked PIN 
has not been verified becau
gscBsiGcReadTagList() did not result in a denial of 
access, indicating that an authenticated session ha
been established. 
Status: Test 1.8 Failed." 

e BSI_PIN_BLOCKED, then print 

ned an incorrect code. 
s: Test 1.8 Failed." 
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2. gscBsiUtilConnect() 
 
 
Starting State for Each Test: 

1. There exists a card reader, whose name is represented by the 
String readerName0200, available to the candidate 
implementation. 

 
2. There exists an int hCard0200. 

 
 
Test for Assertion 2.1 
 
The method is tested using valid parameters, with a good card 
inserted into a specified reader. 
 
Instantiation Scenario:  

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilConnect(). 

 
2. (Pre) Insert a card that claims conformance to the GSC-IS into 

the reader readerName0200. 
 

3. (Pre) Print "Testing of Assertion 2.1". 
 

4. Make an hCard0200 = gscBsiUtilConnect() call to the SPS, with 
• readerName == readerName0200. 

 
Verification Goal: 
To verify the Expected Results:  

1. The call returns 
• the return code BSI_OK (no BSIException is thrown) 
• hCard0200 == a valid handle. 

 
2. The card is connected, with handle hCard0200, to the reader 

readerName0200. 
 
Perform this verification by issuing a call to 
gscBsiUtilGetCardStatus(). 
 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiUtilConnect() call returns the code 
BSI_OK, then verify that the card is indeed connected: 

 
Make a gscBsiUtilGetCardStatus() call to the SPS, using 

• hCard == hCard0200. 
 

Case 1.1: If gscBsiUtilGetCardStatus() returns the code 
BSI_OK, then print 

"gscBsiUtilConnect() called with valid parameters has been 
verified because a subsequent call to 
gscBsiUtilGetCardStatus() was successful, indicating that 
the card had been connected. 
Status: Test 2.1 Passed." 
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Case 1.2: If gscBsiUtilGetCardStatus() does not return the 
code BSI_OK, then print 

"gscBsiUtilConnect() called with valid parameters has not 
been verified because a subsequent call to 
gscBsiUtilGetCardStatus() was unsuccessful, indicating 
that the card had not been connected. 
Status: Test 2.1 Failed." 

 
Case 2: If the gscBsiUtilConnect() call does not return the 
code BSI_OK, then print 

"gscBsiUtilConnect() called with valid parameters with a 
good card inserted into a specified reader returned an 
incorrect code. 
Status: Test 2.1 Failed." 

 
 
Test for Assertion 2.2 
 
The method is tested using valid parameters, with a good card 
inserted into a non-specified reader.  
 
Instantiation Scenario:  

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilConnect(). 

 
2. (Pre) Insert a card that claims conformance to the GSC-IS into 

the reader readerName0200. 
 

3. (Pre) Print "Testing of Assertion 2.2". 
 

4. Make an hCard0200 = gscBsiUtilConnect() call to the SPS, with 
• readerName == "". 

 
Verification Goal: 
To verify the Expected Results:  

1. The call returns 
• the return code BSI_OK (no BSIException is thrown) 
• hCard0200 == a valid handle. 

 
2. The card is connected, with handle hCard0200, to the first 

available reader. 
 
Perform this verification by issuing a call to 
gscBsiUtilGetCardStatus(). 
 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiUtilConnect() call returns the code 
BSI_OK, then verify that the card is indeed connected: 

 
Make a gscBsiUtilGetCardStatus() call to the SPS, using 

• hCard == hCard0200. 
 

Case 1.1: If gscBsiUtilGetCardStatus() returns the code 
BSI_OK, then print 

"gscBsiUtilConnect() called with valid parameters has been 
verified because a subsequent call to 
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gscBsiUtilGetCardStatus() was successful, indicating that 
rd had been connected. the ca

Status: Test 2.2 Passed." 
 

Case 1.2: If gscBsiUtilGetCardStatus() does not return the 
code BSI_OK, then print 

"gscBsiUtilConnect() called with valid parameters has not 
been verified because a subsequent call to 
gscBsiUtilGetCardStatus() was unsuccessful, indicating 
that the card had not been connected. 
Status: Test 2.2 Failed." 

 
Case 2: If the gscBsiUtilConnect() call does not return the 
code BSI_OK, then print 

"gscBsiUtilConnect() called with valid parameters with a 
good card inserted into a non-specified reader returned an 

ect code. incorr
Status: Test 2.2 Failed." 

  
 
Test for Assertion 2.3 
 
The method is tested using a bad reader name. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilConnect(). 

 
2. (Pre) Insert a card that claims conformance to the GSC-IS into 

the reader readerName0200. 
 

3. (Pre) Print "Testing of Assertion 2.3". 
 

4. Make an hCard0200 = gscBsiUtilConnect() call to the SPS, with 
• readerName == _badReaderName. 

 
Verification Goal: 
To verify the Expected Results:  

1. The call returns 
• the return code BSI_UNKNOWN_READER (a BSIException is 

thrown, with BSIException.getErrorCode returning 
BSI_UNKNOWN_READER). 

 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiUtilConnect() call returns the code 
BSI_UNKNOWN_READER, then print 

"gscBsiUtilConnect() called with a bad reader name has been 
verified. 
Status: Test 2.3 Passed." 

 
Case 2: If the gscBsiUtilConnect() call does not return the 
code BSI_UNKNOWN_READER, then print 

"gscBsiUtilConnect() called with a bad reader name returned 
an incorrect code. 
Status: Test 2.3 Failed." 
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Test for Assertion 2.4 
 
The method is tested with no card in the reader. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilConnect(). 

 
2. (Pre) Manually ensure that there is no valid card in the 

particular reader represented by the String readerName0200. 
 

3. (Pre) Print "Testing of Assertion 2.4". 
 

4. Make an hCard0200 = gscBsiUtilConnect() call to the SPS, with 
• readerName == the String readerName0200. 

 
Verification Goal: 
To verify the Expected Results: 

1. The call returns 
• the return code BSI_CARD_ABSENT (a BSIException is thrown, 

with BSIException.getErrorCode returning 
BSI_CARD_ABSENT). 

 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiUtilConnect() call returns the code 
BSI_CARD_ABSENT, then print 

"gscBsiUtilConnect() called with no card in the reader has 
been verified. 
Status: Test 2.4 Passed." 
 

Case 2: If the gscBsiUtilConnect() call does not return the 
code BSI_CARD_ABSENT, then print 

"gscBsiUtilConnect() called with no card in the reader 
returned an incorrect code. 
Status: Test 2.4 Failed." 

 
 
Test for Assertion 2.5 
 
The method is tested using a bad inserted card. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilConnect(). 

 
2. (Pre) Insert a card that does not claim conformance to the 

GSC-IS into the reader readerName0200. 
 

3. Make an hCard0200 = gscBsiUtilConnect() call to the SPS, with 
 • readerName == the String readerName0200. 

 
Verification Goal: 
To verify the Expected Results:  

1. The call returns 
• the return code BSI_CARD_ABSENT or BSI_UNKNOWN_ERROR (a 

BSIException is thrown, with BSIException.getErrorCode 
returning either BSI_CARD_ABSENT or BSI_UNKNOWN_ERROR). 
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Verification and Reporting Scenario:  

1: If the gscBsiUtilConnect() call returns the code 1. Case 
BSI_CARD_ABSENT or the code BSI_UNKNOWN_ERROR, then print 

th a bad inserted card has 

Ca
code BSI_CARD_ABSENT or the code BSI_UNKNOWN_ERROR, then print 

"gscBsiUtilConnect() called wi
been verified. 
Status: Test 2.5 Passed." 

 
se 2: If the gscBsiUtilCon ect() call does not return the n

"gscBsiUtilConnect() called with a bad inserted card 
returned an incorrect code. 
Status: Test 2.5 Failed." 
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3. gscBsiUtilDisconnect() 
 
 
Starting State for Each Test: 

1. A card that claims conformance to the GSC-IS is in a 
particular reader available to the candidate implementation. 

 
2. The card is not connected. 

 
3. The name of the reader is represented by the String 

readerName0300. 
 

4. There exists an int hCard0300. 
 

5. Make an hCard0300 = gscBsiUtilConnect() call to the SPS, with 
• readerName == readerName0300. 

 
 
Test for Assertion 3.1 
 
The method is tested using valid parameters. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilDisconnect(). 

 
2. (Pre) Print "Testing of Assertion 3.1". 

 
3. Make a gscBsiUtilDisconnect() call to the SPS, with 

• hCard == hCard0300. 
 
Verification Goal: 
To verify the Expected Results: 

1. The call returns 
 • the return code BSI_OK (no BSIException is thrown). 

 
2. The card is disconnected. 

 
Perform this verification by issuing a call to 
GscBsiUtilGetCardStatus(). 
 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiUtilDisconnect() call returns the code 
BSI_OK, then verify that the card is indeed disconnected: 

 
Make a gscBsiUtilGetCardStatus() call to the SPS, using 

• hCard == hCard0300. 
 

Case 1.1: If gscBsiUtilGetCardStatus() does not return the 
code BSI_OK, then print 

"gscBsiUtilDisconnect() called with valid parameters has 
been verified because a subsequent call to 
gscBsiUtilGetCardStatus() was not successful, indicating 
that the card was no longer connected. 
Status: Test 3.1 Passed." 
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Case 1.2: If gscBsiUtilGetCardStatus() returns the code 
BSI_OK, then print 

"gscBsiUtilDisconnect() called with valid parameters has 
not been verified because a subsequent call to 
gscBsiUtilGetCardStatus() was successful, indicating that 
the card was still connected. 
Status: Test 3.1 Failed." 

 
Case 2: If the gscBsiUtilDisconnect() call does not return the 
code BSI_OK, then print 

"gscBsiUtilDisconnect() called with valid parameters 
returned an incorrect code. 
Status: Test 3.1 Failed." 

 
 
Test for Assertion 3.2 
 
The method is tested using a bad handle. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilDisconnect(). 

 
2. Make a gscBsiUtilDisconnect() call to the SPS, using 

•  hCard /= hCard0300. 
 
Verification Goal: 
To verify the Expected Results: 

1. The call returns 
• the return code BSI_BAD_HANDLE (a BSIException is thrown, 

with BSIException.getErrorCode returning BSI_BAD_HANDLE). 
 

2. (Pre) Print "Testing of Assertion 3.2". 
 

3. The card is still connected. 
 
Perform this verification by issuing a call to 
GscBsiUtilGetCardStatus(). 
 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiUtilDisconnect() call returns the code 
BSI_BAD_HANDLE, then: 

 
Perform Test for Assertion 9.3.2.1 using 

• hCard == hCard0300. 
 

Verify that the card is still connected: 
 

Make a gscBsiUtilGetCardStatus() call to the SPS, using 
• hCard == hCard0300. 

 
Case 1.1: If gscBsiUtilGetCardStatus() returns the code 
BSI_OK, then print 

"gscBsiUtilDisconnect() called with a bad handle has 
been verified because a subsequent call to 
gscBsiUtilGetCardStatus() was successful, indicating 
that the card was still connected. 
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Status: Test 3.2 Passed." 
 

Case 1.2: If gscBsiUtilGetCardStatus() does not return the 
code BSI_OK, then print 

"gscBsiUtilDisconnect() called with a bad handle has 
not been verified because a subsequent call to 
gscBsiUtilGetCardStatus() was unsuccessful, indicating 

he card was no longer connected. that t
Status: Test 3.2 Failed." 

 
Case 2: If the gscBsiUtilDisconnect() call does not return the 
code BSI_BAD_HANDLE, then print 

"gscBsiUtilDisconnect() called with a bad handle returned an 
ect code. incorr

Status: Test 3.2 Failed." 
 
 
Test for Assertion 3.3 
 
The method is tested with a card that has been removed. 
 
Instantiation Scenario:  

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilDisconnect(). 

 
2. (Pre) Remove the connected card from the reader. 

 
3. (Pre) Print "Testing of Assertion 3.3". 

 
4. Make a gscBsiUtilDisconnect() call to the SPS, with 

• hCard == hCard0300. 
 
Verification Goal: 
To verify the Expected Results: 

1. The call returns 
• the return code BSI_CARD_REMOVED (a BSIException is 

thrown, with BSIException.getErrorCode returning 
BSI_CARD_REMOVED). 

 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiUtilDisconnect() call returns the code 
BSI_CARD_REMOVED, then print 

"gscBsiUtilDisconnect() called with the connected card 
removed has been verified. 
Status: Test 3.3 Passed." 
 

Case 2: If the gscBsiUtilDisconnect() call does not return the 
code BSI_CARD_REMOVED, then print 

"gscBsiUtilDisconnect() called with the connected card 
removed returned an incorrect code. 
Status: Test 3.3 Failed." 
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4. gscBsiUtilBeginTransaction() 
 
 
Starting State for Each Test:  

1. A card that claims conformance to the GSC-IS is in a reader, 
connected with handle hCard0400. 

 
 
Test for Assertion 4.1 
 
The method is tested as a blocking transaction call, with no 
existing transaction lock, using valid parameters. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilBeginTransaction(). 

 
2. (Pre) Print "Testing of Assertion 4.1". 

 
3. (Pre) Ensure that there is no existing transaction lock: 

 
Make a gscBsiUtilEndTransaction() call to the SPS, with 

• hCard == hCard0400. 
 

Case 1: If the gscBsiUtilEndTransaction() call returns 
either of the codes BSI_OK or BSI_NOT_TRANSACTED, then 
continue with 4. 

 
Case 2: If the gscBsiUtilEndTransaction() call does not 
return either of the codes BSI_OK or BSI_NOT_TRANSACTED, 
then print 

"It cannot be assured that there is no existing 
transaction lock.  Assertion 4.1 of 
gscBsiUtilBeginTransaction() cannot be tested." 

End Test for Assertion 4.1. 
 

4. Make a gscBsiUtilBeginTransaction() call to the SPS, with 
• hCard == hCard0400 
• blType == true. 

 
Verification Goal: 
To verify the Expected Results:  

1. The call returns 
 • the return code BSI_OK (no BSIException is thrown) or the 
return code BSI_NO_SPSSERVICE (a BSIException is thrown, 
with BSIException.getErrorCode returning 
BSI_NO_SPSSERVICE). 

 
2. If the return code is BSI_OK, then a transaction is 

established with the smart card. 
 
Perform this verification by issuing a call to 
gscBsiUtilEndTransaction(). 
 
Verification and Reporting Scenario: 
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1. Case 1: If the gscBsiUtilBeginTransaction() call returns the 
code BSI_OK, then verify that a transaction has indeed been 
started: 

 
Make a gscBsiUtilEndTransaction() call to the SPS, with 

• hCard == hCard0400. 
 

Case 1.1: If gscBsiUtilEndTransaction() returns the code 
BSI_OK, then print 

"gscBsiUtilBeginTransaction() tested as a blocking 
transaction call, with no existing transaction lock, using 
valid parameters, has been verified because a subsequent 
call to gscBsiUtilEndTransaction() was successful, 

ting that a transaction had been started. indica
Status: Test 4.1 Passed." 
 

Case 1.2: If gscBsiUtilEndTransaction() does not return the 
code BSI_OK, then print 

"gscBsiUtilBeginTransaction() tested as a blocking 
transaction call, with no existing transaction lock, using 
valid parameters, has not been verified because a 
subsequent call to gscBsiUtilEndTransaction() was 
unsuccessful, indicating that a transaction had not been 

d. starte
Status: Test 4.1 Failed." 

 
Case 2: If the gscBsiUtilBeginTransaction() call returns the 
code BSI_NO_SPSSERVICE, then print 

"gscBsiUtilBeginTransaction() is not supported. 
Status: Test 4.1 Not Supported." 

 
Case 3: If the gscBsiUtilBeginTransaction() call does not 
return the code BSI_OK or the code BSI_NO_SPSSERVICE, then 
print 

"gscBsiUtilBeginTransaction() tested as a blocking 
transaction call, with no existing transaction lock, using 
valid parameters, returned an incorrect code. 
Status: Test 4.1 Failed." 

 
 
Test for Assertion 4.2 
 
The method is tested as a non-blocking transaction call, with no 
existing transaction lock, using valid parameters. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilBeginTransaction(). 

 
2. (Pre) Print "Testing of Assertion 4.2". 

 
3. (Pre) Ensure that there is no existing transaction lock: 

 
Make a gscBsiUtilEndTransaction() call to the SPS, with 

• hCard == hCard0400. 
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Case 1: If the gscBsiUtilEndTransaction() call returns 
either of the codes BSI_OK or BSI_NOT_TRANSACTED, then 
continue with 4. 

 
Case 2: If the gscBsiUtilEndTransaction() call does not 
return either of the codes BSI_OK or BSI_NOT_TRANSACTED, 
then print 

"It cannot be assured that there is no existing 
transaction lock.  Assertion 4.2 of 
gscBsiUtilBeginTransaction() cannot be tested." 

End Test for Assertion 4.2. 
 

4. Make a gscBsiUtilBeginTransaction() call to the SPS, with 
• hCard == hCard0400 
• blType == false. 

 
Verification Goal: 
To verify the Expected Results:  

1. The call returns 
• the return code BSI_OK (no BSIException is thrown) or the 

return code BSI_NO_SPSSERVICE (a BSIException is thrown, 
with BSIException.getErrorCode returning 
BSI_NO_SPSSERVICE). 

 
2. If the return code is BSI_OK, then a transaction is 

established with the smart card. 
 
Perform this verification by issuing a call to 
gscBsiUtilEndTransaction(). 
 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiUtilBeginTransaction() call returns the 
code BSI_OK, then verify that a transaction has indeed been 
started: 

 
Make a gscBsiUtilEndTransaction() call to the SPS, with 

• hCard == hCard0400. 
 

Case 1.1: If gscBsiUtilEndTransaction() returns the code 
BSI_OK, then print 

"gscBsiUtilBeginTransaction() tested as a non-blocking 
transaction call, with no existing transaction lock, using 
valid parameters, has been verified because a subsequent 
call to gscBsiUtilEndTransaction() was successful, 
indicating that a transaction had been started. 
Status: Test 4.2 Passed." 
 

Case 1.2: If gscBsiUtilEndTransaction() does not return the 
code BSI_OK, then print 

"gscBsiUtilBeginTransaction() tested as a non-blocking 
transaction call, with no existing transaction lock, using 
valid parameters, has not been verified because a 
subsequent call to gscBsiUtilEndTransaction() was 
unsuccessful, indicating that a transaction had not been 
started. 
Status: Test 4.2 Failed." 
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Case 2
code BSI_NO_SPSSERVICE, then print 

"gscBsiUtilBeginTransaction() is 

: If the gscBsiUtilBeginTransaction() call returns the 

not supported. 

: If the gscBsiUtilBeginTransaction() call does not 

BsiUtilBeginTransaction() tested as a non-blocking 
ng 

 

g 

ounter implementations that allow multiple 
t this 

e method is tested as a blocking transaction call, with another 

we encounter implementations that allow multiple 
t this 

 

e method is tested as a non-blocking transaction call using valid 

stantiation Scenario

Status: Test 4.2 Not Supported." 
 

Case 3
return the code BSI_OK or the code BSI_NO_SPSSERVICE, then 
print 

"gsc
transaction call, with no existing transaction lock, usi
valid parameters, returned an incorrect code. 
Status: Test 4.2 Failed." 

 
Test for Assertion 4.3 
 
The method is tested as a non-blocking transaction call, with 
another application having established a transaction lock, usin
valid parameters. 
 
te: Until we encNo

simultaneous applications, I don't think we need to worry abou
assertion. 
 
 
Test for Assertion 4.4 
 
Th
application having established a transaction lock, using valid 
parameters. 
 
te: Until No

simultaneous applications, I don't think we need to worry abou
assertion. 

 

Test for Assertion 4.5 
 
Th
parameters, after the current application establishes a transaction 
lock. 
 
In : 

 Starting State for the testing of 

 
2. 

1. (Pre) Construct the
gscBsiUtilBeginTransaction(). 

(Pre) Print "Testing of Assertion 4.5". 
 

3. (Pre) Establish a transaction lock: 

Make a gscBsiUtilBeginTransaction() call to the SPS, with 

ther of the codes BSI_OK or BSI_NOT_TRANSACTED, then 
continue with 4. 

 

• hCard == hCard0400. 
• blType == false. 
 
se 1: If the gscBsiUtilBeginTransaction() call returns Ca

ei
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he codes BSI_OK or BSI_NOT_TRANSACTED, 

lBeginTransaction() cannot be tested." 
En

 
4. Make a gscBsiUtilBeginTransaction() call to the SPS, with 

• blType == false. 
 
Verifica o

Case 2: If the gscBsiUtilBeginTransaction() call does not
return either of t
then print 

"It cannot be assured that there is an existing 
transaction lock.  Assertion 4.5 of 
gscBsiUti
d Test for Assertion 4.5. 

• hCard == hCard0400 

ti n Goal: 
To verify the Expected Results:  

1. The call returns the return code BSI_NOT_TRANSACTED (a 
s thrown, with BSIException.getErrorCode 

). 

Veri

BSIException i
returning BSI_NOT_TRANSACTED

 
fication and Reporting Scenario: 
 Case 1: If the gscBsiUtilBeginTransaction() call return
code BSI_NOT_TRANSACTED, then: 

1. s the 

ent application has established a transaction lock, 

 
Case 
return the code BSI_NOT_TRANSACTED, then print 

ent 
 an 

 
 
Test for

 a blocking transaction call using valid 
rrent application establishes a transaction 

 
Perform Test for Assertion 9.4.5.1 using 

• hCard == hCard0400. 
 

Print 
"gscBsiUtilBeginTransaction(), tested as a non-blocking 
transaction call, using valid parameters, after the 
curr
has been verified. 
Status: Test 4.5 Passed." 

2: If the gscBsiUtilBeginTransaction() call does not 

"gscBsiUtilBeginTransaction(), tested as a non-blocking 
transaction call, using valid parameters, after the curr
application has established a transaction lock, returned
incorrect code. 
Status: Test 4.5 Failed." 

 Assertion 4.6 
 
The method is tested as
parameters, after the cu
ck. lo

 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilBeginTransaction(). 

 
2. (Pre) Print "Testing of Assertion 4.6". 

 
3. (Pre) Establish a transaction lock: 

 
Make a gscBsiUtilBeginTransaction() call to the SPS, with 
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• hCard == hCard0400. 
• blType == false. 
 

ilBeginTransaction() call returns Case 1: If the gscBsiUt
BSIeither of the codes 

tinue with 4. 
_OK or BSI_NOT_TRANSACTED, then 

n
 

, 

 
4. Make a gscBsiUtilBeginTransaction() call to the SPS, with 

Ver

co

Case 2: If the gscBsiUtilBeginTransaction() call does not 
return either of the codes BSI_OK or BSI_NOT_TRANSACTED
then print 

"It cannot be assured that there is an existing 
transaction lock.  Assertion 4.6 of 
gscBsiUtilBeginTransaction() cannot be tested." 

End Test for Assertion 4.6. 

• hCard == hCard0400 
• blType == true. 

 
ifica oti n Goal: 

To verify the Expected Results:  
1. The call returns the return code BSI_NOT_TRANSACTED (a 

s thrown, with BSIException.getErrorCode 
). 

Ver

BSIException i
returning BSI_NOT_TRANSACTED

 
ification and Reporting Scenario: 

Case 1: If the gscBsiUtilBeginTransaction() call returns
code BSI_NOT_TRANSACTED, then: 

1.  the 

s a blocking 

ent application has established a transaction lock, 

 
Case 
return the code BSI_NOT_TRANSACTED, then print 

"gscBsiUtilBeginTransaction(), tested as a blocking 
ent 
 an 

 
 
Test for

e method is tested as a blocking transaction call, with no 
k, with a bad handle. 

 
Perform Test for Assertion 9.4.6.1 using 

• hCard == hCard0400. 
 

Print 
" c ion(), tested ags BsiUtilBeginTransact
transaction call, using valid parameters, after the 
curr
has been verified. 
Status: Test 4.6 Passed." 

2: If the gscBsiUtilBeginTransaction() call does not 

transaction call, using valid parameters, after the curr
application has established a transaction lock, returned
incorrect code. 
Status: Test 4.6 Failed." 

 Assertion 4.7 
 
Th
existing transaction loc
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilBeginTransaction(). 
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2. (Pre) Print "Testing of Assertion 4.7". 
 

3. (Pre) Ensure that there is no existing transaction lock: 

 to the SPS, with 
• hCard == hCard0400. 

 

con

 

 Assertion 4.7. 
 

4. Make a gscBsiUtilBeginTransaction() call to the SPS, with 
• 

Ver

 
Make a gscBsiUtilEndTransaction() call

Case 1: If the gscBsiUtilEndTransaction() call returns 
either of the codes BSI_OK or BSI_NOT_TRANSACTED, then 

tinue with 4. 
 

Case 2: If the gscBsiUtilEndTransaction() call does not 
return either of the codes BSI_OK or BSI_NOT_TRANSACTED,
then print 

"It cannot be assured that there is no existing 
transaction lock.  Assertion 4.7 of 
gscBsiUtilBeginTransaction() cannot be tested." 

End Test for

hCard /= hCard0400 
• blType == true. 

 
ification Goal: 

To verify the Expected Results:  
1. Th c

• 
Exception.getErrorCode returning BSI_BAD_HANDLE) 

_NO_SPSSERVICE (a BSIException is 
ion.getErrorCode returning 

 
2. No tr

 
Perform thi
cBsiUtilE

ri

e all returns 
the return code BSI_BAD_HANDLE (a BSIException is thrown, 
with BSI
or the return code BSI

 BSIExceptthrown, with
BSI_NO_SPSSERVICE). 

ansaction lock is established with the smart card. 

s verification by issuing a call to 
ndTransaction(). gs

 
Ve fication and Reporting Scenario: 

1. Case 1: If the gscBsiUtilBeginTransaction(
code BSI_BAD_HANDLE, then: 
 

) call returns the 

4.7.1 using 

n lock has been established: 
 

to the SPS, with 

 
code 

 no existing transaction lock, 

 a transaction had not 
been started. 

Perform Test for Assertion 9.
• hCard == hCard0400. 

 
Verify that no transactio

M e saction() call ak  a gscBsiUtilEndTran
• hCard == hCard0400. 

Case 1.1: If gscBsiUtilEndTransaction() returns the 
BSI_NOT_TRANSACTED, then print 

ction(), tested as a blocking "gscBsiUtilBeginTransa
transaction call, with
with a bad handle, has been verified because a 
subsequent call to gscBsiUtilEndTransaction() was 
unsuccessful, indicating that
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Status: Test 4.7 Passed." 
 
se 1.2: If gscBsiUtilEndTransaction() returns th
I_OK, then print 
"gscBsiUtilBeginTransaction(), tested as a blocking 
transaction cal

Ca e code 
BS

l, with no existing transaction lock, 
been verified because a 

 
Case 2: If the gscBsiUtilBeginTransaction() call returns the 
code BS

"gscB
Statu 7 Not Supported." 

ng 
 transaction lock, with a 

with a bad handle, has not 
subsequent call to gscBsiUtilEndTransaction() was 
successful, indicating that a transaction had been 
started. 
Status: Test 4.7 Failed." 

I_NO_SPSSERVICE, then print 
siUtilBeginTransaction() is not supported. 
s: Test 4.

 
Case 3: If the gscBsiUtilBeginTransaction() call does not 
return the code BSI_BAD_HANDLE or the code BSI_NO_SPSSERVICE, 
then print 

"gscBs
transaction call, with no existing

iUtilBeginTransaction(), tested as a blocki

bad handle, returned an incorrect code. 
Status: Test 4.7 Failed." 
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5. gscBsiUtilEndTransaction() 
 
 
Starting State for Each Test:  

1. A card that claims conformance to the GSC-IS is in a reader, 
connected with handle hCard0500. 

 
 
Test for Assertion 5.1 
 
The method is tested with an existing transaction lock, using valid 
parameters. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilEndTransaction(). 

 
2. (Pre) Print "Testing of Assertion 5.1". 

 
3. (Pre) Establish a transaction lock: 

 
Make a gscBsiUtilBeginTransaction() call to the SPS, with 

• hCard == hCard0500. 
• blType == true. 

 
Case 1: If the gscBsiUtilBeginTransaction() call returns 
either of the codes BSI_OK or BSI_NOT_TRANSACTED, then 
continue with 4. 

 
Case 2: If the gscBsiUtilEndTransaction() call does not 
return either of the codes BSI_OK or BSI_NOT_TRANSACTED, 
then print 

"It cannot be assured that there is an existing 
transaction lock.  Assertion 5.1 of 
gscBsiUtilBeginTransaction() cannot be tested." 

End Test for Assertion 5.1. 
 

4. Make a gscBsiUtilEndTransaction() call to the SPS, with 
• hCard == hCard0500. 

 
Verification Goal: 
To verify the Expected Results:  

1. The call returns 
• the return code BSI_OK (no BSIException is thrown) or the 

return code BSI_NO_SPSSERVICE (a BSIException is thrown, 
with BSIException.getErrorCode returning 
BSI_NO_SPSSERVICE). 

 
2. If the return code is BSI_OK, then the previously existing 

transaction lock is ended. 
 
Perform this verification by issuing a call to 
gscBsiUtilBeginTransaction(). 
 
Verification and Reporting Scenario: 
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1. Case 1: If the gscBsiUtilEndTransaction() call returns the 
code BSI_OK, then verify that the existing transaction has 
indeed ended: 

 
Make a gscBsiUtilBeginTransaction() call to the SPS, with 

• hCard == hCard0500 
• blType == true. 

 
Case 1.1: If gscBsiUtilBeginTransaction() returns the code 
BSI_OK, then print 

"gscBsiUtilEndTransaction() called with an existing 
transaction lock and valid parameters has been verified 
because a subsequent call to gscBsiUtilBeginTransaction() 
was successful, indicating that the previous transaction 

en ended. had be
Status: Test 5.1 Passed." 
 

Case 1.2: If gscBsiUtilEndTransaction() does not return the 
code BSI_OK, then print 

"gscBsiUtilEndTransaction() called with an existing 
transaction lock and valid parameters has not been 
verified because a subsequent call to 
gscBsiUtilBeginTransaction() was unsuccessful, indicating 

he previous transaction had not been ended. that t
Status: Test 5.1 Failed." 

 
Case 2: If the gscBsiUtilEndTransaction() call returns the 
code BSI_NO_SPSSERVICE, then print 

"gscBsiUtilEndTransaction() is not supported. 
Status: Test 5.1 Not Supported." 

 
Case 3: If the gscBsiUtilBeginTransaction() call does not 
return the code BSI_OK or the code BSI_NO_SPSSERVICE, then 
print 

"gscBsiUtilEndTransaction() called with an existing 
transaction lock and valid parameters returned an incorrect 
code. 
Status: Test 5.1 Failed." 

 
 
Test for Assertion 5.2 
 
The method is tested with no existing transaction lock. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilEndTransaction(). 

 
2. (Pre) Print "Testing of Assertion 5.2". 

 
3. (Pre) Ensure that there is no existing transaction lock: 

 
Make a gscBsiUtilEndTransaction() call to the SPS, with 

• hCard == hCard0500. 
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Case 1: If the gscBsiUtilEndTransaction() call returns 
either of the codes BSI_OK or BSI_NOT_TRANSACTED, then 
continue with 4. 

 
Case 2: If the gscBsiUtilEndTransaction() call does not 
return either of the codes BSI_OK or BSI_NOT_TRANSACTED, 
then print 

"It cannot be assured that there is no existing 
transaction lock.  Assertion 5.2 of 
gscBsiUtilBeginTransaction() cannot be tested." 

End Test for Assertion 5.2. 
 
4. Make a gscBsiUtilEndTransaction() call to the SPS, with 

• hCard == hCard0500. 
 
Verification Goal: 
To verify the Expected Results: 

1. The call returns 
• the return code BSI_NOT_TRANSACTED (a BSIException is 

thrown, with BSIException.getErrorCode returning 
BSI_NOT_TRANSACTED) or the return code BSI_NO_SPSSERVICE 
(a BSIException is thrown, with BSIException.getErrorCode 
returning BSI_NO_SPSSERVICE). 

 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiUtilEndTransaction() call returns the 
code BSI_NOT_TRANSACTED, then: 
 

Perform Test for Assertion 9.5.2.1 using 
• hCard == hCard0500. 

 
Print 

"gscBsiUtilEndTransaction() called with no existing 
transaction lock and valid parameters has been verified. 
Status: Test 5.2 Passed." 

 
Case 2: If the gscBsiUtilEndTransaction() call returns the 
code BSI_NO_SPSSERVICE, then print 

"gscBsiUtilEndTransaction() is not supported. 
Status: Test 5.2 Not Supported." 

 
Case 3: If the gscBsiUtilEndTransaction() call does not return 
the code BSI_NOT_TRANSACTED or the code BSI_NO_SPSSERVICE, 
then print 

"gscBsiUtilEndTransaction() called with no existing 
transaction lock and valid parameters returned an incorrect 
code. 
Status: Test 5.2 Failed." 

 
 
Test for Assertion 5.3 
 
The method is tested with an existing transaction lock, using a bad 
handle. 
 
Instantiation Scenario: 
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1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilEndTransaction(). 

 
2. (Pre) Print "Testing of Assertion 5.3". 

 
3. (Pre) Establish a transaction lock: 

 
Make a gscBsiUtilBeginTransaction() call to the SPS, with 

• hCard == hCard0500. 
• blType == true. 

 
Case 1: If the gscBsiUtilBeginTransaction() call returns 
either of the codes BSI_OK or BSI_NOT_TRANSACTED, then 
continue with 4. 

 
Case 2: If the gscBsiUtilEndTransaction() call does not 
return either of the codes BSI_OK or BSI_NOT_TRANSACTED, 
then print 

"It cannot be assured that there is an existing 
transaction lock.  Assertion 5.3 of 
gscBsiUtilBeginTransaction() cannot be tested." 

End Test for Assertion 5.3. 
 

4. Make a gscBsiUtilEndTransaction() call to the SPS, with 
• hCard /= hCard0500. 

 
Verification Goal: 
To verify the Expected Results:  

1. The call returns 
• the return code BSI_BAD_HANDLE (a BSIException is thrown, 

with BSIException.getErrorCode returning BSI_BAD_HANDLE) 
or the return code BSI_NO_SPSSERVICE (a BSIException is 
thrown, with BSIException.getErrorCode returning 
BSI_NO_SPSSERVICE). 

 
2. If the return code is BSI_BAD_HANDLE, then the previously 

existing transaction lock remains in effect. 
 
Perform this verification by issuing a call to 
gscBsiUtilBeginTransaction(). 
 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiUtilEndTransaction() call returns the 
code BSI_BAD_HANDLE, then: 
 

Perform Test for Assertion 9.5.3.1 using 
• hCard == hCard0500. 

 
Verify that the existing transaction is still in effect: 

 
Make a gscBsiUtilBeginTransaction() call to the SPS, with 

• hCard == hCard0500 
• blType == true. 

 
Case 1.1: If gscBsiUtilBeginTransaction() returns the code 
BSI_NOT_TRANSACTED, then print 
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"gscBsiUtilEndTransaction() called with an existing 
transaction lock and a bad handle has been verified 
because a subsequent call to 
gscBsiUtilBeginTransaction() was unsuccessful, 
indicating that the previous transaction had not been 
ended. 
Status: Test 5.3 Passed." 
 

Case 1.2: If gscBsiUtilEndTransaction() returns the code 
BSI_OK, then print 

"gscBsiUtilEndTransaction() called with an existing 
transaction lock and a bad handle has not been verified 
because a subsequent call to 
gscBsiUtilBeginTransaction() was successful, indicating 

hat the previous transaction had been ended. that t
Status: Test 5.3 Failed." 

 
Case 2: If the gscBsiUtilEndTransaction() call returns the 
code BSI_NO_SPSSERVICE, then print 

"gscBs
Status: Test 5.3 Not Supported." 

iUtilEndTransaction() is not supported. 

 
Case 3: If the gscBsiUtilBeginTransaction() call does not 
return the code BSI_BAD_HANDLE or the code BSI_NO_SPSSERVICE, 
then print 

"gscBsiUtilEndTransaction() called with an existing 
transaction lock and a bad handle returned an incorrect 
code. 
Status: Test 5.3 Failed."
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6. gscBsiUtilGetVersion() 
 
 
Test for Assertion 6.1 
 
The method is tested using valid parameters. 
 
Instantiation Scenario: 

1. (Pre) Print "Testing of Assertion 6.1". 
 

2. Make a String version0600 = gscBsiUtilGetVersion() call to the 
SPS. 

 
Verification Goal: 
To verify the Expected Results: 

1. The call returns 
• the return code BSI_OK (no BSIException is thrown) 
• version0600 == the BSI implementation version of the SPS. 

 
Perform this verification by inspection. 
 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiUtilGetVersion() call returns the code 
BSI_OK, then manually inspect the String version0600. 

Case 1.1: If version0600 represents the BSI implementation 
version of the SPS, then print 

"gscBsiUtilGetVersion() called with valid parameters has 
been verified by inspection. 
Status: Test 6.1 Passed." 
 

Case 1.2: If version0600 does not represent the BSI 
implementation version of the SPS, then print 

"gscBsiUtilGetVersion()called with valid parameters has 
not been verified by inspection. 
Status: Test 6.1 Failed." 

 
Case 2: If the gscBsiUtilGetVersion() call does not return the 
code BSI_OK, then print 

"gscBsiUtilGetVersion() called with valid parameters 
returned an incorrect code. 
Status: Test 6.1 Failed." 
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7. gscBsiUtilGetCardProperties() 
 
 
Starting State for each Test: 

1. A card that claims conformance to the GSC-IS is in a reader, 
connected with handle hCard0700. 

 
2. There exists a CardProperties object cardProps0700, with 

fields 
• protected int        cardCapability0700 
• protected byte[]     CCCUniqueID0700. 

 
 
Test for Assertion 7.1 
 
The method is tested using valid parameters. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilGetCardProperties(). 

 
2. (Pre) Print "Testing of Assertion 7.1". 

 
3. Make a cardProps0700 = gscBsiUtilGetCardProperties() call to 

the SPS, using 
• hCard == hCard0700. 

 
Verification Goal: 
To verify the Expected Results: 

1. The call returns 
 • the return code BSI_OK (no BSIException is thrown) or the 
return code BSI_NO_CARDSERVICE (a BSIException is thrown, 
with BSIException.getErrorCode returning 
BSI_NO_CARDSERVICE). 

 
2. If the return code is BSI_OK, then 

 • cardCapability0700 == one of the recognized bitwise masks 
identifying the provider of the connected card  

• CCCUniqueID0700 == the Card Capability Container ID. 
 
Perform this verification by inspection. 
 
Verification and Reporting Scenario:  

1. Case 1: If the gscBsiUtilGetCardProperties() call returns the 
code BSI_OK, then manually inspect cardCapability0700 and 
CCCUniqueID0700. 

 
Case 1.1: If cardCapability0700 is one of  

• 00000001 
• 00000002 
• 00000004 

and CCCUniqueID0700 is the Card Capability Container ID, 
then print 

"gscBsiUtilGetCardProperties() called with valid 
parameters has been verified by inspection. 
Status: Test 7.1 Passed." 
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Case 1.2
above masks or CCCUniqueID0700 is not the Card Capability 
Container ID, then print 

"gscBsiUtilGetCardProperties() called with valid 

: If either cardCapability0700 is not one of the 

 

not supported. 

BsiUtilGetCardProperties() called with valid parameters 

stantiation Scenario

parameters has not been verified by inspection. 
Status: Test 7.1 Failed." 

Case 2
code BSI_NO_CARDSERVICE, then print 

"gscBsiUtilGetCardProperties() is 

: If the gscBsiUtilGetCardProperties() call returns the 

Status: Test 7.1 Not Supported." 
 

Case 3
return the code BSI_OK or the code BSI_NO_CARDSERVICE, then 
print 

"gsc

: If the gscBsiUtilGetCardProperties() call does not 

returned an incorrect code. 
Status: Test 7.1 Failed." 

 
 
Test for Assertion 7.2 
 
The method is tested using a bad handle. 
 
In : 

 
2. 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilGetCardProperties(). 

(Pre) Print "Testing of Assertion 7.2". 
 

3. Make a cardProps0700 = gscBsiUtilGetCardProperties() call to 

Card0700. 
 
rificatio

the SPS, using 
•  hCard /= h

Ve n Goal: 
To verify the Expected Results: 

D_HANDLE (a BSIException is thrown, 

 
rificatio io

1. The call returns 
de BSI_BA• the return co

with BSIException.getErrorCode returning BSI_BAD_HANDLE) 
or the return code BSI_NO_CARDSERVICE (a BSIException is 
thrown, with BSIException.getErrorCode returning 
BSI_NO_CARDSERVICE). 

n and Reporting ScenarVe : 
Properties() call returns the 

i  
BsiUtilGetCardProperties () called with a bad handle 

 
Case dProperties() call returns the 
code BSI_NO_CARDSERVICE, then print 

1. Case 1: If the gscBsiUtilGetCard
code BSI_BAD_HANDLE, then: 
 

Perform Test for Assertion 9.7.2.1 using 
• hCard == hCard0700. 

 
Pr nt

"gsc
has been verified. 
Status: Test 7.2 Passed." 

2: If the gscBsiUtilGetCar
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"gscBsiUtilGetCardProperties() is not supported. 
Status: Test 7.2 Not Supported." 

 
Ca oes not 

E, 

 

st for 

h a card that has been removed. 

se 3: If the gscBsiUtilGetCardProperties () call d
return the code BSI_BAD_HANDLE or the code BSI_NO_CARDSERVIC
then print 

"gscBsiUtilGetCardProperties () called with a bad handle 
returned an incorrect code. 
Status: Test 7.2 Failed." 

 
Te Assertion 7.3 
 
The method is tested wit
 
Instantiation Scenario:  

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilGetCardProperties(). 

 
2. from the reader.  (Pre) Remove the connected card 

 
3. (Pre) Print "Testing of Assertion 7.3". 

 
4. Make a cardProps0700 = gscBsiUtilGetCardProperties() call to 

the SPS, with 

 
Verifica o

• hCard == hCard0700. 

ti n Goal: 
he Expected Results:To verify t  

ns 
RD_REMOVED (a BSIException is 
tion.getErrorCode returning 

ICE 
rCode 

 
Verificatio

1. The call retur
• the return code BSI_CA

 BSIExcepthrown, with
BSI_CARD_REMOVED) or the return code BSI_NO_CARDSERV
(a BSIException is thrown, with BSIException.getErro
returning BSI_NO_CARDSERVICE). 

n and Reporting Scenario: 
1: If the gscBsiUtilGetCardPrope1. Case rties() call returns the 

t 

 
Ca perties() call returns the 

 
Ca oes not 
return the code BSI_CARD_REMOVED or the code 

 
 
st for

code BSI_CARD_REMOVED, then prin
"gscBsiUtilGetCardProperties ()called with the connected 
card removed has been verified. 
Status: Test 7.3 Passed." 

ardProse 2: If the gscBsiUtilGetC
code BSI_NO_CARDSERVICE, then print 

"gscBsiUtilGetCardProperties() is not supported. 
Status: Test 7.3 Not Supported." 

se 3: If the gscBsiUtilGetCardProperties () call d

BSI_NO_CARDSERVICE, then print 
"gscBsiUtilGetCardProperties () called with the connected 
card removed returned an incorrect code. 
Status: Test 7.3 Failed." 

Te  Assertion 7.4 
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The method is tested with another application having established a 
ansaction lock. 

cations, I don't think we need to worry about this 

tr
 
Note: Until we encounter implementations that allow multiple 
multaneous applisi

assertion. 
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8. gscBsiUtilGetCardStatus() 
 
 
Starting State for Each Test:  

1. A card that claims conformance to the GSC-IS is in a reader, 
connected with handle hCard0800. 

 
 
Test for Assertion 8.1 
 
The method is tested using valid parameters. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilGetCardStatus(). 

 
2. (Pre) Print "Testing of Assertion 8.1". 

 
3. Make a gscBsiUtilGetCardStatus() call to the SPS, using 

• hCard == hCard0800. 
 
Verification Goal: 
To verify the Expected Results: 

1. The call returns 
• the return code BSI_OK (no BSIException is thrown). 

 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiUtilGetCardStatus() call returns the code 
BSI_OK, then print 

"gscBsiUtilGetCardStatus() called with valid parameters has 
been verified. 
Status: Test 8.1 Passed." 
 

Case 2: If the gscBsiUtilGetCardStatus() call does not return 
the code BSI_OK, then print 

"gscBsiUtilGetCardStatus() called with valid parameters 
returned an incorrect code. 
Status: Test 8.1 Failed." 

 
 
Test for Assertion 8.2 
 
The method is tested using a bad handle. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiUtilGetCardStatus(). 

 
2. (Pre) Print "Testing of Assertion 8.2". 

 
3. Make a gscBsiUtilGetCardStatus() call to the SPS, using 

 • hCard /= hCard0800. 
 
Verification Goal: 
To verify the Expected Results: 

1. The call returns 
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• the return code BSI_BAD_HANDLE (a BSIException is thrown, 

 
rification

with BSIException.getErrorCode returning BSI_BAD_HANDLE). 

 and Reporting ScenarioVe : 
1. Case 1: If the gscBsiUtilGetCardStatus() call returns the code 

i  
BsiUtilGetCardStatus() called with a bad handle has 

Case 2:

 

  

t for Assertion 8.3 

th a card that has been removed. 

BSI_BAD_HANDLE, then: 
 

Perform Test for Assertion 9.8.2.1 using 
• hCard == hCard0800. 

 
Pr nt

"gsc
been verified. 
Status: Test 8.2 Passed." 

 
 If the gscBsiUtilGetCardStatus() call does not return 

the code BSI_BAD_HANDLE, then print 
"gscBsiUtilGetCardStatus() called with a bad handle returned
an incorrect code. 
Status: Test 8.2 Failed." 

 
sTe

 
e method is tested wiTh

 
stantiation ScenarioIn :  
1. (Pre) Construct the Starting State for the testing of 

 
2. 

gscBsiUtilGetCardStatus(). 

(Pre) Remove the connected card from the reader. 
 

3. (Pre) Print "Testing of Assertion 8.3". 
 

4. Make a gscBsiGetCardStatus() call to the SPS, with 
• hCard == hCard0800. 

 
rificatioVe n Goal: 

To verify the Expected Results: 

RD_REMOVED (a BSIException is 

 
rificatio ario

1. The call returns 
de BSI_CA• the return co

thrown, with BSIException.getErrorCode returning 
BSI_CARD_REMOVED). 

n and Reporting ScenVe : 
Status() call returns the code 

Ca ardStatus() call does not return 

1. Case 1: If the gscBsiUtilGetCard
BSI_CARD_REMOVED, then print 

"gscBsiUtilGetCardStatus() called with the connected card 
removed has been verified. 
Status: Test 8.3 Passed." 
 
 2: If the gscBsiUtilGetCse

the code BSI_CARD_REMOVED, then print 
"gscBsiUtilGetCardStatus() called with the connected card 
removed returned an incorrect code. 
Status: Test 8.3 Failed. 

 -39-



 
9. gscBsiUtilGetExtendedErrorText() 
 
Test for Assertion 9.X.Y.1 
 
The method is tested using valid parameters. 
 
Instantiation Scenario: 

1. (Pre) Print "Testing of Assertion 9.X.Y.1". 
 

2. Make a String errorText0900 = gscBsiUtilGetExtendedErrorText 
call to the SPS, using 

• hCard == hCard0X00 (X<9) or hCardX00 (X>9). 
 
Verification Goal: 
To verify the Expected Results: 

1. The call returns 
• either the return code BSI_OK (no BSIException is thrown) 

or the return code BSI_NO_TEXT_AVAILABLE (a BSIException 
is thrown, with BSIException.getErrorCode returning 
BSI_NO_TEXT_AVAILABLE) 

• if BSI_OK is the code returned, then ErrorText0900 == an 
extended error message 

• if BSI_NO_TEXT_AVAILABLE is the code returned, then 
ErrorText0900== "". 

 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiGetExtendedErrorText() call returns the 
code BSI_OK, then print 

"gscBsiUtilGetExtendedErrorText() called with valid 
parameters has been verified (text returned). 
Status: Test 9.X.Y.1 Passed." 

 
Case 2: If the gscBsiGetExtendedErrorText() call returns the 
code BSI_NO_TEXT_AVAILABLE, then print 

"gscBsiUtilGetExtendedErrorText() called with valid 
parameters has been verified (no text available). 
Status: Test 9.X.Y.1 Passed." 

 
Case 3: If the gscBsiGetExtendedErrorText() call returns a 
code other than BSI_OK or BSI_NO_TEXT_AVAILABLE, then print 

"gscBsiUtilGetExtendedErrorText() called with valid 
parameters returned an incorrect code. 
Status: Test 9.X.Y.1 Failed." 
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10. gscBsiUtilGetReaderList() 
 
 
Test for Assertion 10.1 
 
The method is tested using valid parameters. 
 
Instantiation Scenario: 

1. (Pre) Print "Testing of Assertion 10.1". 
 

2. Make a Vector vReaderList1000 = gscBsiUtilGetReaderList() call
to the SPS. 

 

 
rificatioVe n Goal: 

To verify the Expected Results: 

 (no BSIException is thrown) 

 
Perform this verification by inspection. 
 
Verificatio

1. The call returns 
de BSI_OK• the return co

• vReaderList1000 == a Vector of Strings representing the 
available readers. 

n and Reporting Scenario: 
1. Ca  code 

BSI_OK, then manually inspect the Strings constituting the 
returned Vector vReaderList1000. 

eters 

 

eters 

 
n 

se 1: If the gscBsiUtilGetReaderList() call returns the 

 
Case 1.1: If the collection of Strings does represent the 
collection of available readers, then print  

"gscBsiUtilGetReaderList() called with valid param
has been verified by inspection. 
Status: Test 10.1 Passed." 

Case 1.2: If the collection of Strings does not represent 
the available readers, then print  

"gscBsiUtilGetReaderList() called with valid param
has not been verified by inspection. 
Status: Test 10.1 Failed." 

Case 2: If the gscBsiUtilGetReaderList() call does not retur
the code BSI_OK, then print 

ers "gscBsiUtilGetReaderList() called with valid paramet
returned an incorrect code. 
Status: Test 10.1 Failed." 
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11. gscBsiUtilPassthru() 
 
 
Starting State for Each Test: 

esponse1100. 
 

st
 
e method is tested with valid parameters. 

1. A card that claims conformance to the GSC-IS is in a reader, 
connected with handle hCard1100. 

 
2. There is declared an array of bytes cardR

 
Te  for Assertion 11.1 

Th
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gs s

 
2. (Pre) Print "Testing of Assertion 11.1

cB iUtilPassthru(). 

". 
 

3. Make a cardResponse1100 = gscBsiUtil
SPS, using 

Passthru() call to the 

 
Verifi

• hCard == hCard1100 
• cardCommand == _goodCardCommand. 

cation Goal: 
ify ected Results: To ver

1. Th

 

 
rificat

 the Exp
e call returns 
• the return code BSI_OK (no BSIException is thrown) 
• cardResponse1100 == an array of bytes containing the APDU

response from the connected card. 

Ve ion and Reporting Scenario: 
1. Ca

BS
 

Ca
_g

 

 

been verified. 
Status: Test 11.1 Failed." 

 
Case 2: If the gscBsiUtilPassthru() call does not return the 
code BSI_OK, then print 

"gscBsiUtilPassthru() called with valid parameters returned 
an incorrect code. 
Status: Test 11.1 Failed." 

 
 
 

se 1: If the gscBsiUtilPassthru() call returns the code 
I_OK, then: 

se 1.1: If cardResponse1100 == one of the elements of 
oodCardResponse, then print 
"gscBsiUtilPassthru() called with valid parameters has 
been verified. 
Status: Test 11.1 Passed." 

Case 1.2: If cardResponse1100 /= one of the elements of 
nt_goodCardResponse, then pri

"gscBsiUtilPassthru() called with valid parameters has not 
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Test for Assertion 11.2 
 
The method is tested using a bad handle. 

Inst
 

antiation Scenario: 
 (Pre) Construct the Starting State1.  for the testing of 
gscBsiUtilPassthru(). 

2. (Pre) Print "Testing of Assertion 11.2
 

". 

1100 = gscBsiUtilPassthru() call to the 
SPS, using 

Veri

 
3. Make a cardResponse

• hCard /= hCard1100 
• cardCommand == _goodCardCommand. 

 
fication Goal: 

To verify the Expected Results: 
1. The call returns 

Exception is thrown, 

 
Verification and Reporting Scenario

• the return code BSI_BAD_HANDLE (a BSI
with BSIException.getErrorCode returning BSI_BAD_HANDLE). 

: 
1. Passthru() call returns the code 

BS B
 

t for Assertion 9.11.2.1 using 
. 

S

e 

assthru() called with a bad handle returned an 

 
 
Test for As

e meth
 
Instanti

Ca  se 1: If the gscBsiUtil
I_ AD_HANDLE, then: 

Perform Tes
• hCard == hCard1100

 
Print 

"gscBsiUtilPassthru() called with a bad handle has been 
verified. 
tatus: Test 11.2 Passed." 

 
Case 2: If the gscBsiUtilPassthru() call does not return th
code BSI_BAD_HANDLE, then print 

"gscBsiUtilP
incorrect code. 
Status: Test 11.2 Failed." 

sertion 11.3 
 
Th od is tested using a bad cardCommand. 

ation Scenario: 
 Construct the Starting State for the testing of 1. (Pre)

gscBs

2. (Pre) There exists an int cardCommand1103 == _badCardCommand. 
 

3. 

iUtilPassthru(). 
 

(Pre) Print "Testing of Assertion 11.3". 
 

4. Make a cardResponse1100 = gscBsiUtilPassthru() call to the 
SP

• hCard == hCard1100 
• cardCommand == _badCardCommand. 

S, using 
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Verification Goal: 
To verify the Expected Results: 

1. The call returns 
• the return code BSI_BAD_PARAM (a BSIException is thrown, 

with BSIException.getErrorCode returning BSI_BAD_PARAM). 
 
Verification and Reporting Scenario: 

1. 

rd == hCard1100. 

fied. 
ed." 

code 
"gs

 
 
Test f
 
The method is tested with another application having established a 
transaction lock. 
 
Note: Until
simultaneous applications, I don't think we need to worry about this 
assertion. 
 
 
Test f
 
The method is tested with a card that has been removed. 

stantiation Scenario

Case 1: If the gscBsiUtilPassthru() call returns the code 
BSI_BAD_PARAM, then: 
 

Perform Test for Assertion 9.11.3.1 using 
• hCa

 
Print 

"gscBsiUtilPassthru() called with a bad card command has 
been veri
Status: Test 11.3 Pass

 
Cas  e 2: If the gscBsiUtilPassthru() call does not return the 

BSI_BAD_PARAM, then print 
cBsiUtilPassthru () called with a bad card command 

returned an incorrect code. 
Status: Test 11.3 Failed." 

or Assertion 11.4 

 we encounter implementations that allow multiple 

or Assertion 11.5 

 
In :  

 Starting State for the testing of 
). 

reader. 

1. (Pre) Construct the
gscBsiUtilPassthru(

 
2. (Pre) Remove the connected card from the 

 
3. (Pre) Print "Testing of Assertion 11.5". 

 Make a cardResponse1100
 

4.  = gscBsiUtilPassthru() call to the 

r

SPS, using 
• hCard == hCard1100 
• cardCommand == goodCardCommand. 

 
Ve ification Goal: 

verify the Expected Results: 
 The c

To 
1.  all returns 
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• the return code BSI_CARD_REMOVED (a BSIException is 
tion.getErrorCode returning 

Verifica o

thrown, with BSIExcep
BSI_CARD_REMOVED). 

 
ti n and Reporting Scenario: 

1: If the gscBsiUtilPassthru() call returns the code 1. Case 
BSI_CARD_REMOVED, then print 

with the connected card removed 

 not return the 
code BSI_CARD_REMOVED, then print 

s s led with the connected card 
 returned an incorrect code. 

 

"gscBsiUtilPassthru() called 
has been verified. 
Status: Test 11.5 Passed." 
 

Case 2: If the gscBsiUtilPassthru() call does

"g cB iUtilPassthru () cal
removed
Status: Test 11.5 Failed." 
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12. gscBs
 
 
arting Sta

iUtilReleaseContext() 

te for Each TestSt : 
1. A card that claims conformance to the GSC-IS is in a reader, 

2. 
wh

tected 

 

 
3. There does not exist a container on the card with AID value == 

_badGSCAID (GSC) or _badCACAID (CAC). 

4. There exists a Vector strctAuthenticator1200 with one element, 
the BSIAuthenticator object BSIAuthenticator1200.  This object 
has fields 

• accessMethodType == BSI_AM_PIN 
• keyIDOrReference == _keyIDOrReference1 
• authValue == _goodAuthValue1 

 
5. There exists a Vector tagArrayA1200. 

 
6. There is an authenticated session established with the target 

container on the card: 
 

Make a gscBsiUtilAcquireContext() call to the SPS, using 
• hCard == hCard1200 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• strctAuthenticator == strctAuthenticator1200. 

 
Case 1: If the gscBsiUtilAcquireContext() call returns the 
code BSI_OK, then continue with step 3 of the Instantiation 
Scenario. 
 
Case 2: If gscBsiUtilGetCardStatus() does not return the 
code BSI_OK, then print 

"A session cannot be established.  
gscBsiUtilReleaseContext() cannot be tested". 

End current test. 
  
 
Test for Assertion 12.1 
 
The method is tested with valid parameters. 
 
Instantiation Scenario

connected with handle hCard1200. 
 

There exists a target container on the connected card for 
ich  
• readTagListACR is PIN Pro
• the value of the PIN is _PIN 
• the container is represented by AID value == _goodGSCAID1

(GSC) or _goodCACAID1 (CAC). 

 

: 
1. (Pre) Print "Testing of Assertion 12.1". 

 
2. (Pre) Construct the Starting State for the testing of 

gscBsiUtilReleaseContext(). 
 

3. Make a gscBsiUtilReleaseContext() call to the SPS, using 
• hCard == hCard1200 
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• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

rification Goal
 
Ve : 

 

IException is thrown). 
 

h 
et container. 

 
Perform this verification by issuing a call to 
gscBsiGc a
 
rificatio

To verify the Expected Results:
1. The call returns 

• the return code BSI_OK (no BS

2. There is no longer an authenticated session established wit
the targ

Re dTagList(). 

n and Reporting ScenarioVe :  
1. Case 1: If the gscBsiUtilReleaseContext() call returns the 

code BSI_OK, then verify that there is no longer an 
authenticated session established with the target container: 

CAID1 (CAC). 
 

List() call does not return 

d with valid parameters 

ession had been terminated. 

Cas  code 
BSI

"gscBsiUtilReleaseContext() called with valid parameters 

Test 12.1 Failed." 
 

Ca rn 
th

"gscBsiUtilReleaseContext() called with valid parameters 

ailed." 

 
Make a tagArrayA1200 = gscBsiGcReadTagList() call to the 
SPS, using 

• hCard == hCard1200 
• AID == _goodGSCAID1 (GSC) or _goodCA

Case 1.1: If the gscBsiGcReadTag
the code BSI_OK, then print 

"gscBsiUtilReleaseContext() calle
has been verified because a subsequent call to 
gscBsiGcReadTagList() was unsuccessful, indicating that 
the authenticated s
Status: Test 12.1 Passed." 

 
e 1.2: If the gscBsiGcReadTagList() call returns the
_OK, then print 

has not been verified because a subsequent call to 
gscBsiGcReadTagList() was successful, indicating that the 
authenticated session had not been terminated. 
Status: 

se 2: If the gscBsiUtilReleaseContext() call does not retu
e code BSI_OK, then print 

ect code. returned an incorr
Status: Test 12.1 F

 
 
st for Assertion 12.2 Te

 
e method is tested using a bad handle. Th

 
Instantiation Scenario: 

1. (Pre) Print "Testing of Assertion 12.2". 
 

2. (Pre) Construct the Starting State for the testing of 
gscBsiUtilReleaseContext(). 

 
3. Make a gscBsiUtilReleaseContext() call to the SPS, using 
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• hCard /= hCard1200 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

 
Verification Goal: 
To verify the Expected Results: 

1. The call returns 
 • the return code BSI_BAD_HANDLE (a BSIException is thr
with BSIException.getErrorCode returning BSI_BAD_HAN

own, 
DLE). 

er. 

 
2. There continues to be an authenticated session established 

with the target contain
 
Perform this verification by issuing a call to 
cBsiGcReadTagList(). gs

 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiUtilReleaseContext() call returns the 
code BSI_BAD_HANDLE, then: 
 

Perform Test for Assertion 9.12.2.1 using 
• hCard == hCard1200. 

 
Verify that there continues to be an authenticated session 
est

 
rns the 

 
 not 

 print 

at 

." 

Case 2: If the gscBsiUtilReleaseContext() call does not return 
NDLE, then print 
seContext() called with a bad handle 

st

The 
 

ablished with the target container: 
 
Make a tagArrayA1200 = gscBsiGcReadTagList() call to the 
SPS, using 

• hCard == hCard1200 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

adTagList() call retuCase 1.1: If the gscBsiGcRe
code BSI_OK, then print 

"gscBsiUtilReleaseContext() called with a bad handle 
has been verified because a subsequent call to 
gscBsiGcReadTagList() was successful, indicating that 
the authenticated session had not been terminated. 
Status: Test 12.2 Passed." 

adTagList() call doesCase 1.2: If the gscBsiGcRe
return the code BSI_OK, then

"gscBsiUtilReleaseContext() called with a bad handle 
has not been verified because a subsequent call to 
gscBsiGcReadTagList() was unsuccessful, indicating th
the authenticated session had been terminated. 

dStatus: Test 12.2 Faile
 

the code BSI_BAD_HA
"gscBsiUtilRelea
returned an incorrect code. 
Status: Test 12.2 Failed." 

 
 
Te
 

 for Assertion 12.3 

method is tested using a bad AID value. 
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Instantiation Scenario: 
1. (Pre) Print "Testing of Assertion 12.3". 

 
2. (P )

gscBsiUtilReleaseContext(). 

text() call to the SPS, using 

 
rificatio

re  Construct the Starting State for the testing of 

 
3. Make a gscBsiUtilReleaseCon

d1200 • hCard == hCar
• AID == _badGSCAID (GSC) or _badCACAID (CAC). 

n GoalVe : 
To v

_AID (a BSIException is thrown, 
ning BSI_BAD_AID). 

 be an authenticated session established 

Perf
gscBsi
 
Verifica

erify the Expected Results: 
1. The call returns 

• the return code BSI_BAD
with BSIException.getErrorCode retur

 
2. There continues to

with the target container. 
 

orm this verification by issuing a call to 
ReadTagList(). Gc

tion n a d Reporting Scenario:  
1. Ca  aseContext() call returns the 

co
 

g 

 
Verify that there continues to be an authenticated session 
estab
 

 
Ca
co

called with a bad AID value 

at 

 
Ca
re

called with a bad AID value 

 
Ca seContext() call does not return 
the code BSI_BAD_AID, then print 

"gscBsiUtilReleaseContext() called with a bad AID value 
returned an incorrect code. 

se 1: If the gscBsiUtilRele
de BSI_BAD_AID, then: 

P form Test for Assertion 9.12.3.1 usiner
• hCard == hCard1200. 

lished with the target container: 

Make a tagArrayA1200 = gscBsiGcReadTagList() call to the 
SPS, using 

• hCard == hCard1200 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

se 1.1: If the gscBsiGcReadTagList() call returns the 
de BSI_OK, then print 
"gscBsiUtilReleaseContext() 
has been verified because a subsequent call to 
gscBsiGcReadTagList() was successful, indicating th
the authenticated session had not been terminated. 
Status: Test 12.3 Passed." 

se 1.2: If the gscBsiGcReadTagList() call does not 
rint turn the code BSI_OK, then p

"gscBsiUtilReleaseContext() 
D has not been verified because a subsequent call to 
gscBsiGcReadTagList() was unsuccessful, indicating that 
the authenticated session had been terminated. 
Status: Test 12.3 Failed." 

se 2: If the gscBsiUtilRelea
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Status: Test 12.3 Failed." 

The method is tested with another application having established a 
ansaction lock. 

 
Note: Until we encounter implementations that allow multiple 
mult  think we need to worry about this 
se

 
 
st for As

that has been removed. 

Inst

 
 
st for Assertion 12.4 Te

 

tr

si
as

aneous applications, I don't
rtion. 

Te sertion 12.5 
 
The method is tested with a card 
 

anti iat on Scenario: 
 Print "Testing of Assertion 12.51. (Pre) ". 

 
2. (Pre) Construct the Starting State for the testing of 

gscBsiUtilReleaseContext(). 
 

3. (Pre) Remove the connected card from the r
 

4. Make a gscBsiUtilR

eader. 

eleaseContext() call to the SPS, using 

 
Verifi

• hCard == hCard1200 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

tion Goalca : 
To ver

1. Th
the return code BSI_CARD_REMOVED (a BSIException is 

 
Verificati

ify the Expected Results: 
e ca  ll returns 
• 

thrown, with BSIException.getErrorCode returning 
BSI_CARD_REMOVED). 

on and Reporting Scenario: 
1: If the gscBsiUtilReleaseContext() call returns the 1. Case 

code BSI_CARD_REMOVED, then print 
"gscBsiUtilReleaseContext() called with the connected card 
remov
St
 

Case 
the cod

"gscB
remov
Statu

ed has been verified. 
atus: Test 12.5 Passed." 

2: If the gscBsiUtilReleaseContext() call does not return 
e BSI_CARD_REMOVED, then print 
siUtilReleaseContext() called with the connected card 
ed returned an incorrect code.  
s: Test 12.5 Failed." 
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13. gsc ataCreate() 
 
 
Starti

BsiGcD

ng State for Each Test: 
1. There exists a Vector strctAuthenticator1300 with one element, 

the BSIAuthenticator object BSIAuthenticator1300.  This object 
has fields 

pe == BSI_AM_PIN 
ce == _keyIDOrReference1 

• authValue == _goodAuthValue1. 

ared an array of bytes dValue1300. 

e method is tested using valid parameters. 

• accessMethodTy
• keyIDOrReferen

 
2. There is decl

 
 
Test for Assertion 13.1 
 
Th
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiGcDataCreate(). 

 
2. (Pre) A card that claims conformance to t

reader, connected with handle hCard1301. 
he GSC-IS is in a 

card 
:  

• the ACR for the gscBsiGcDataCreate() service has the value 

• the value of the PIN is _PIN 

with tag  

iner can accommodate the data item 

 
3. (Pre) There exists a target container on the connected 

with the following properties

BSI_ACR_PIN 

• the container is represented by the AID value == 
or _goodCACAID1 (CAC) _goodGSCAID1 (GSC) 

• there does not exist a data item in the container 
== _newTag1301 

• the conta
_newDvalue1301. 

 
4. (Pr )e  Print "Testing of Assertion 13.1". 

iner on the card: 

 
5. (Pre) Establish an authenticated session with the target 

conta

 
uireContext() call returns the 

Assertion 13.1 of 
ot be tested". 

End Test for Assertion 13.1. 
 

6. Make a gscBsiGcDataCreate() call to the SPS, using 

 
Make a gscBsiUtilAcquireContext() call to the SPS, using 

• hCard == hCard1301 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• strctAuthenticator == strctAuthenticator1300. 

Case 1: If the gscBsiUtilAcq
code BSI_OK, then continue with 6. 
 
Case 2: If gscBsiUtilAcquireContext() does not return the 
code BSI_OK, then print 

blished.  "A session cannot be esta
gscBsiGcDataCreate() cann

 -51-



• hCard == hCard1301 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• tag == _newTag1301 

301. 
 
Verifi

• value == _newDvalue1

cation Goal: 
To verify the Expected Results:  

1. Th c
is thrown) or the 
ception is thrown, 

 returning 

2. If the return code is BSI_OK, then the data value 
tored, with tag == _newTag1301, in the 

er structure of the 

Perform this verification by issuing a call to gscBsiGcReadValue(). 

ri

e all returns 
• the return code BSI_OK (no BSIException 

 (a BSIExreturn code BSI_NO_CARDSERVICE
with BSIException.getErrorCode
BSI_NO_CARDSERVICE). 

 

_newDvalue1301 is s
target container. 

 
3. No other changes are made to the contain

connected card. 
 

 
Ve fication and Reporting Scenario: 

1. Case 1: If the gscBsiGcDataCreate() call returns the code 
BSI_OK, then verify that that the specified data value has 

    
a

) 

 
as ns 

_newDvalue1301 

id parameters has 

he 
e was correctly created. 

 
Case

subsequent call to 

 
oes not return 

indeed been stored, with the specified tag, in the target 
container. 

M ke a dValue1300 = gscBsiGcReadValue() call to the SPS, 
using 

• hCard == hCard1301 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC
• tag == _newTag1301. 

e 1.1C : If the gscBsiGcReadValue() call retur
• the code BSI_OK 
• dValue1300 == 

then print 
"gscBsiGcDataCreate() called with val
been verified because a subsequent call to 
gscBsiGcReadValue() was successful, indicating that t
specified data valu
Status: Test 13.1 Passed." 

 1.2: If the gscBsiGcReadValue() call returns 
• the code BSI_OK 
• dValue1300 /= _newDvalue1301 

then print 
" gscBsiGcDataCreate() called with valid parameters has 
been not been verified because a 
gscBsiGcReadValue() indicated that the specified data 
value was not correctly created. 
Status: Test 13.1 Failed." 

se 1.3: Value() call dCa  If the gscBsiGcRead
the code BSI_OK, then print  
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"gscBsiGcDataCreate() called with valid parameters has not 
e a subsequent call to 

 
Cas  te() call returns the code 

VICE, then print 
not supported. 
ported." 

 
Ca  
code 

"gscBsiGcDataCreate() called with valid parameters returned 
an 

 
 
st f

The 

been verified becaus
gscBsiGcReadValue() was ambiguous. 

determined." Status: Test 13.1 Un

e 2: If the gscBsiGcDataCrea
BSI_NO_CARDSER

"gscBsiGcDataCreate() is 
.1 Not SupStatus: Test 13

se 3: If the gscBsiGcDataCreate() call does not return the 
BSI_OK or the return code BSI_NO_CARDSERVICE, then print 

incorrect code. 
Status: Test 13.1 Failed." 

or Assertion 13.2 Te
 

method is tested using a bad handle. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiGcDataCreate(). 

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

reader, connected with handle hCard1302. 

 (Pre) There 
 

. exists a target container on the connected card 
wi

lue 

• t
• t

r with tag  

• the container can accommodate the data item 

 
4. (Pre)

3
th the following properties:  
• the ACR for the gscBsiGcDataCreate() service has the va

BSI_ACR_PIN 
he value of the PIN is _PIN 

nted by the AID value == he container is represe
_goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

• there does not exist a data item in the containe
== _newTag1302 

_newDvalue1302. 

 Print "Testing of Assertion 13.2". 

 Establish an authenticated session with the target 
 

5. (Pre)
conta

 
using 

goodCACAID1 (CAC) 
henticator1300. 

 
Ca
co
 
Ca ) does not return the 
co

"A session cannot be established.  Assertion 13.2 of 
gscBsiGcDataCreate() cannot be tested". 

iner on the card: 

Make a gscBsiUtilAcquireContext() call to the SPS, 
02 • hCard == hCard13

• AID == _goodGSCAID1 (GSC) or _
Authenticator == strctAut• strct

se 1: If the gscBsiUtilAcquireContext() call returns the 
de BSI_OK, then continue with 6. 

ntext(se 2: If gscBsiUtilAcquireCo
de BSI_OK, then print 
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End Test for Assertion 13.2. 
 
6. Make 

• 
• CAID1 (CAC) 
• 

 
Verifi

a gscBsiGcDataCreate() call to the SPS, using 
hCard /= hCard1302 

 _goodGSCAID1 (GSC) or _goodCAAID ==
tag == _newTag1302 

• value == _newDvalue1302. 

cation Goal: 
To verif

1. Th

 

E). 

2. No changes are made to the container structure of the 

rform this verification by issuing a call to gscBsiGcReadValue(). 

ng Scenario

y the Expected Results:  
e call returns 
• the return code BSI_BAD_HANDLE (a BSIException is thrown, 

with BSIException.getErrorCode returning BSI_BAD_HANDLE)
or the return code BSI_NO_CARDSERVICE (a BSIException is 
thrown, with BSIException.getErrorCode returning 
BSI_NO_CARDSERVIC

 

connected card. 
 
Pe
 
Verification and Reporti : 

siGcDataCreate() call returns the code 

 
Perform Test for Assertion 9.13.2.1 using 

Verify that that the specified data value was not stored, 

    

AC) 

 

R 

a bad handle has been 

2 Passed." 
 

t
as not 

Status: Test 13.2 Failed." 
 

1. Case 1: If the gscB
BSI_BAD_HANDLE, then: 

• hCard == hCard1302. 
 

with the specified tag, in the target container: 

Make a dValue1300 = gscBsiGcReadValue() call to the SPS, 
using 

• hCard == hCard1302 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (C
• tag == _newTag1302. 

Case 1.1: If the gscBsiGcReadValue() call returns either 
of the codes 

• BSI_BAD_TAG 
• BSI_IO_ERRO

then print 
"gscBsiGcDataCreate() called with 
verified because a subsequent call to 
gscBsiGcReadValue() did not find the data item. 
Status: Test 13.

Ca GcReadValue() call returns se 1.2: If the gscBsi
• the code BSI_OK 

hen print 
"gscBsiGcDataCreate() called with a bad handle h
been verified because a subsequent call to 
gscBsiGcReadValue() indicated that the data value had 
been created. 
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Case 1.3: If the gscBsiGcReadValue() call does not retur
any of the codes 

n 

then print  
le 

een verified because a subsequent call 

 
Cas  te() call returns the code 

VICE, then print 
not supported. 
ported." 

 
Ca  
code 
then 

"gscBsiGcDataCreate() called with a bad handle returned an 
inc

 

alue. 

Inst

• BSI_OK 
• BSI_BAD_TAG 
• BSI_IO_ERROR 

"gscBsiGcDataCreate() called with a bad hand
_HANDLE has not b
to gscBsiGcReadValue() was ambiguous. 

 Undetermined." Status: Test 13.2

e 2: If the gscBsiGcDataCrea
BSI_NO_CARDSER

"gscBsiGcDataCreate() is 
.2 Not SupStatus: Test 13

se 3: If the gscBsiGcDataCreate() call does not return the 
BSI_BAD_HANDLE or the return code BSI_NO_CARDSERVICE, 
print 

orrect code. 
Status: Test 13.2 Failed." 

 
Test for Assertion 13.3 
 
The method is tested using a bad AID v
 

antiation Scenario:  
 (Pre) Construct the Sta1. rting State for the testing of 
gs

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

re
 

. (Pre) There exists a target container on the connected card 
with 

•  

• the
• the

_goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
•   

• commodate the data item 
_n

 
4. (Pre)

with AI
 

5. (Pre) P

cBsiGcDataCreate(). 

ader, connected with handle hCard1303. 

3
the following properties:  
the ACR for the gscBsiGcDataCreate() service has the value
BSI C_A R_PIN 

 value of the PIN is _PIN 
ed by the AID value ==  container is represent

there does not exist a data item in the container with tag
== _newTag1303 
the container can ac

ewDvalue1303. 

 There does not exist a container on the connected card 
D value == _badGSCAID (GSC) or _badCACAID (CAC). 

3.3rint "Testing of Assertion 1 ". 
 

6. (Pre) Establish an authenticated session with the target 
conta

 
Make a gscBsiUtilAcquireContext() call to the SPS, using 

• hCard == hCard1303 

ine or n the card: 
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•
•

 
Case 
code BSI_OK, then continue with 7. 
 
Ca
code BSI_OK, then print 

"A session cannot be established.  Assertion 13.3 of 
gscBsiGcDataCreate() cannot be tested". 

End Test for Assertion 13.3. 
 

7. Make a 
• hC
• AID == _badGSCAID (GSC) or _badCACAID (CAC) 
• ta

 
Verifi

 AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
 strctAuthenticator == strctAuthenticator1300. 

1: If the gscBsiUtilAcquireContext() call returns the 

se 2: If gscBsiUtilAcquireContext() does not return the 

gscBsiGcDataCreate() call to the SPS, using 
ard == hCard1303 

g == _newTag1303 
• value == _newDvalue1303. 

cation Goal: 
To verif

1. Th

 

, with BSIException.getErrorCode returning 

 
2. No changes are made to the container structure of the 

connected card. 

 by issuing a call to gscBsiGcReadValue(). 

y the E
e call returns 

xpected Results:  

• the return code BSI_BAD_AID (a BSIException is thrown, 
with BSIException.getErrorCode returning BSI_BAD_AID) or
the return code BSI_NO_CARDSERVICE (a BSIException is 
thrown
BSI_NO_CARDSERVICE). 

 
Perform this verification
 
Verification and Reporting Scenario: 

Case 11. : If the gscBsiGcDataCreate() call returns the code 

ertion 9.13.3.1 using 

ue was not stored, 

    
ReadValue() call to the SPS, 

) or _goodCACAID1 (CAC) 

 

t

Status: Test 13.3 Passed." 

BSI_BAD_AID, then: 
 

Perform Test for Ass
• hCard == hCard1303. 

 
Verify that that the specified data val
with the specified tag, in the target container: 

Make a dValue1300 = gscBsiGc
using 

• hCard == hCard1303 
• AID == _goodGSCAID1 (GSC
• tag == _newTag1303. 

Case 1.1: If the gscBsiGcReadValue() call returns either 
of the codes 

• BSI_BAD_TAG 
• BSI_IO_ERROR 

hen print 
"gscBsiGcDataCreate() called with a bad AID value has 
been verified because a subsequent call to 
gscBsiGcReadValue() did not find the data item. 
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ndicated that the data value had 

 

d AID value has 
 a subsequent call to 

gscBsiGcReadValue() was ambiguous. 

 
Ca  he code 
BSI_NO_CARDSERVICE, then print 

 supported. 
t ted." 

reate() call does not return the 
rn code BSI_NO_CARDSERVICE, then 

g
an 
Sta

 

st
 
e me ing a bad parameter. 

Case 1.2: If the gscBsiGcReadValue() call returns 
• the code BSI_OK 

then print 
"gscBsiGcDataCreate() called with a bad AID value has 
not been verified because a subsequent call to 
gscBsiGcReadValue() i
been created. 
Status: Test 13.3 Failed." 

 
Case 1.3: If the gscBsiGcReadValue() call does not return
any of the codes 

• BSI_OK 
• BSI_BAD_TAG 
• BSI_IO_ERROR 

then print  
"gscBsiGcDataCreate() called with a ba
not been verified because

Status: Test 13.3 Undetermined." 

se 2: If the gscBsiGcDataCreate() call returns t

"gscBsiGcDataCreate() is not
S atus: Test 13.3 Not Suppor

 
Case 3: If the gscBsiGcDataC

or the retucode BSI_BAD_AID 
pri tn  

" scBsiGcDataCreate() called with a bad AID value returned 
incorrect code. 
tus: Test 13.3 Failed." 

 
Te  for Assertion 13.4 

thod is tested usTh
 
stantiation ScenarioIn : 
1. (Pre) Construct the Starting State for the testing of 

 
 aims conformance to the GSC-IS is in a 
re

 
3. (Pre) There exists a target container on the connected card 

wi
ue 

• 
• 

odCACAID1 (CAC). 
 

4. (Pre) Pr

gscBsiGcDataCreate(). 

(Pre) A card that cl2.
ader, connected with handle hCard1304. 

th the following properties:  
• the ACR for the gscBsiGcDataCreate() service has the val

BSI_ACR_PIN 
the value of the PIN is _PIN 
the container is represented by the AID value == 
_go God SCAID1 (GSC) or _go

int "Testing of Assertion 13.4". 
•  

5. (Pre) Establish an authenticated session with the target 
container on the card: 
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Make a gscBsiUtilAcquireContext() call to the SPS, using 

• 04 
• D1 (GSC) or _goodCACAID1 (CAC) 

 
Case turns the 
code 
 
Case 2
co

"A session cannot be established.  Assertion 13.4 of 
Create() cannot be tested". 

End T
 
6. Make a 

• hCard == hCard1304 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• 
• 

 
Verification G

hCard == hCard13
AID == _goodGSCAI

• strctAuthenticator == strctAuthenticator1300. 

1: If the gscBsiUtilAcquireContext() call re
, then continue with 7. BSI_OK

: If gscBsiUtilAcquireContext() does not return the 
de BSI_OK, then print 

gscBsiGcData
est for Assertion 13.4. 

gscBsiGcDataCreate() call to the SPS, using 

tag == _invalidTag 
value == _newDvalue1304. 

oal: 
To verify the Expected Results:  

1. The call
• de BSI_BAD_PARAM (a BSIException is thrown, 

wi
or the return code BSI_NO_CARDSERVICE (a BSIException is 
thrown, with BSIException.getErrorCode returning 
BS

 
Verifi

 returns 
the return co

th BSIException.getErrorCode returning BSI_BAD_PARAM) 

I_NO_CARDSERVICE). 

cation and Reporting Scenario: 
Case 1: If the gscBsiGcDataCreat1. e() call returns the code 
BS

 

 

 
Case 2: If the gscBsiGcDataCreate() call returns the code 

ate() is not supported. 

or the return code BSI_NO_CARDSERVICE, then 

turned 
an incorrect code. 

 

s
 

I_BAD_PARAM, then: 

Perform Test for Assertion 9.13.4.1 using 
• hCard == hCard1304. 

Print 
"gscBsiGcDataCreate() called with a bad parameter has 
been verified. 

BSI_NO_CARDSERVICE, then print 
"gscBsiGcDataCre
Status: Test 13.4 Not Supported." 

 
Case 3: If the gscBsiGcDataCreate() call does not return the 
code BSI_BAD_PARAM 
print 

"gscBsiGcDataCreate() called with a bad parameter re

Status: Test 13.4 Failed." 

 
Te t for Assertion 13.5 
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The meth  
transaction
 
Note: Until we encounter implementations that allow multiple 
simultaneous applications, I don't think we need to worry about this 
sertion. 

 
Tes
 
The method is tested using a card that has been removed. 
 
Instanti

od is tested with another application having established a 
 lock. 

as
 

t for Assertion 13.6 

atio Sn cenario:  
1. (Pre) 

gscBsi

2. (P
re

 
3. (P

wi
alue 

d by the AID value == 

er with tag  

esting of Assertion 13.6

Construct the Starting State for the testing of 
GcDataCreate(). 

 
re) A card that claims conformance to the GSC-IS is in a 
ader, connected with handle hCard1306. 

re) There exists a target container on the connected card 
th the following properties:  
• the ACR for the gscBsiGcDataCreate() service has the v

BSI_ACR_PIN 
N • the value of the PIN is _PI

• the container is represente
_goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

 t a data item in the contain• there does not exis
== _newTag1306 

ccommodate the data item • the container can a
_newDvalue1306. 

 
4. (Pre) Print "T ". 

ated session with the target 

 
Mak

 
== strctAuthenticator1300. 

he 

 

"A session cannot be established.  Assertion 13.6 of 
siGcDataCreate() cannot be tested". 

 
6. (Pre) Remove the connected card from the reader. 

 
7.

ID1 (CAC) 

• value == _newDvalue1306. 

 
n authentic5. (Pre) Establish a

container on the card: 

e a gscBsiUtilAcquireContext() call to the SPS, using 
• hCard == hCard1306 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC)
• strctAuthenticator 

 
Case : If the gscBsiUtilAcquireContext() call returns t
code BSI_OK, then continue with 6. 

 1

Case 2: If gscBsiUtilAcquireContext() does not return the 
code BSI_OK, then print 

gscB
End Test for Assertion 13.6. 

 Make a gscBsiGcDataCreate() call to the SPS, using  
• hCard == hCard1306 

odCACA• AID == _goodGSCAID1 (GSC) or _go
• tag == _newTag1306 
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Verification Goal: 

Th
To verify the Expected Results:  

1. 
REMOVED (a BSIException is 
.getErrorCode returning 

on is thrown, with BSIException.getErrorCode 
_NO_CARDSERVICE). 

e call returns 
return code B• the SI_CARD_

thrown, with BSIException
BSI_CARD_REMOVED) or the return code BSI_NO_CARDSERVICE 
(a BSIExcepti
returning BSI

 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiGcDataCreate() call returns the code 
BSI_CARD_REMOVED, then print 

removed 

tus: Test 13.6 Passed." 
 

siGcDataCreate() call returns the code 
 then print 

iGcDataCreate() call does not return the 
VICE, 

 
Test
 
The method is tested without fulfilling the applicable ACR. 
 
Instanti i

"gscBsiGcDataCreate() called with the connected card 
has been verified. 
Sta

Case 2: If the gscB
BSI_NO_CARDSERVICE,

"gscBsiGcDataCreate() is not supported. 
Status: Test 13.6 Not Supported." 

 
Case 3: If the gscBs
code BSI_CARD_REMOVED or the return code BSI_NO_CARDSER
then print 

"gscBsiGcDataCreate() called with the connected card removed 
returned an incorrect code. 
Status: Test 13.6 Failed." 

 

 for Assertion 13.7 

at on Scenario: 
 Construct the Starting State for the testing of 1. (Pre)

gs s
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
rea e

he connected card 

value 

N is _PIN 

• t
_

4. (Pre) There does not exist a data item in the target container 
wi

5. (Pre) Ensure that there is no authenticated session with the 
ta

 

cB iGcDataCreate(). 

d r, connected with handle hCard1307. 
 

3. (Pre) There exists a target container on t
with the following properties:  

• the ACR for the gscBsiGcDataCreate() service has the 
BSI_ACR_PIN 

• the value of the PI
• the container is represented by the AID value == 

_goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
he container can accommodate the data item 
newDvalue1307. 

 

th tag == _newTag1307. 
 

rget container: 
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Make a gscBsiUtilReleaseContext() call to the SPS, using 

) or _goodCACAID1 (CAC). 
• hCard == hCard1307 
• AID == _goodGSCAID1 (GSC

 
6. (Pre) Print "Testing of Assertion 13.7". 

 
7. Make a gscBsiGcDataCreate() call to the SPS, using 

• hCard == hCard1307 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• tag == _newTag1307 
• value == _newDvalue1307. 

 
Verification Goal: 
To verify the Expected Results:  

1. The call returns 
 • the return code BSI_ACCESS_DENIED (a BSIException is 
thrown, with BSIException.getErrorCode returning 
BSI_ACCESS_DENIED) or the return code BSI_NO_CARDSERVICE 
(a BSIException is thrown, with BSIException.getErrorCode 
returning BSI_NO_CARDSERVICE). 

 
2. No changes are made to the container structure of the 

 
Perfor
 
Verifica

connected card. 

m this verification by issuing a call to gscBsiGcReadValue(). 

tion and Reporting Scenario:
se 1: If the gscBsiGcDataCre

 
1. a ate() call returns the code 

 
 

 

 
eContext() call to the SPS, 

using 
== hCard1307 
 _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

300. 

f the gscBsiUtilAcquireContext() call 

 
1300 = gscBsiGcReadValue() call to the 

r _goodCACAID1 (CAC) 

 

_TAG 

C
BSI_ACCESS_DENIED, then: 

Perform Test for Assertion 9.13.7.1 using
• hCard == hCard1307. 

 
Verify that that the specified data value was not stored, 
with the specified tag, in the target container: 

Establish an authenticated session with the target 
container: 

Make a gscBsiUtilAcquir

• hCard 
• AID ==
• strctAuthenticator == strctAuthenticator1

 
Case 1.1: I
returns the code BSI_OK, then: 

Make a dValue
SPS, using 
• hCard == hCard1307 
• AID == _goodGSCAID1 (GSC) o
• tag == _newTag1307. 

Case 1.1.1: If the gscBsiGcReadValue() call returns either 
of the codes 

• BSI_BAD
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• BSI_IO_ERROR 
then print 

"gscBsiGcDataCreate() called without fulfilling the 
 subsequent 
he data item. 

.7 Passed." 

 
he gscBsiGcReadValue() call returns 

GcDataCreate() called without fulfilling 
 a 
 

alue() call does not 

() called without fulfilling 
e applicable ACR has not been verified because a 

to gscBsiGcReadValue() was 

 

ot be verified. 

 

ported. 

 
a reate() call does not return the code 
SI_A SERVICE, then 
print

"gscBsiGcDataCreate() called without fulfilling the applicable 
AC
St

Test for As
 
The ethod is
 
Instantiation

applicable ACR has been verified because a
call to gscBsiGcReadValue() did not find t
Status: Test 13

 

Case 1.1.2: If t
• the code BSI_OK 

then print 
"gscBsi
the applicable ACR has not been verified because

to gscBsiGcReadValue() indicatedsubsequent call 
that the data value had been created. 
Status: Test 13.7 Failed." 

 
Case 1.1.3: If the gscBsiGcReadV
return any of the codes 
• BSI_OK 
• BSI_BAD_TAG 

OR • BSI_IO_ERR
then print 

"gscBsiGcDataCreate
th
subsequent call 

uous. ambig
Status: Test 13.7 Undetermined." 

Case 1.2: If gscBsiUtilAcquireContext() does not return 
the code BSI_OK, then print 

"A session could not be established.  Assertion 13.7 
of gscBsiGcDataCreate() cann
Status: Test 13.7 Undetermined." 

End Test for Assertion 13.7. 

Case 2: If the gscBsiGcDataCreate() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcDataCreate() is not sup
Status: Test 13.7 Not Supported." 

se 3: If the gscBsiGcDataCC
B CCESS_DENIED or the return code BSI_NO_CARD

 

R returned an incorrect code. 
atus: Test 13.7 Failed." 

 
 

sertion 13.8 

m  tested using a too-large data value. 

 Sce rna io: 
1. (Pre) Cons

gscBsiGcDa
 

truct the Starting State for the testing of 
taCreate(). 
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2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader,

 
3. (Pre) There exists a target container on the connected card 

with the f
• the ACR for the gscBsiGcDataCreate() service has the value 

BSI_AC
• the val  
• the container is represented by the AID value == 

• 
 entire available space of the container. 

The tag for this data item is _existingTagFull. 
 

4. (Pre) Print "Testing of Assertion 13.8

 connected with handle hCard1308. 

ollowing properties:  

R_PIN 
ue of the PIN is _PIN 

_goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
the target container contains one data item, which 
comprises the

". 
 

5. (Pre) E
contain

 
Make a gscBsiUtilAcquireContext() call to the SPS, using 

• hCard == hCard1308 
• A
• strctAuthenticator == strctAuthenticator1300. 

 
Case 1: If the gscBsiUtilAcquireContext() call returns the 
code BSI_
 
Case 2: If gscBsiUtilAcquireContext() does not return the 
code BSI_

"A session cannot be established.  Assertion 13.8 of 
gscBs

End Tes
 

6. Make a gscBsiGcDataCreate() call to the SPS, using 
• hCard =
• AID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
• tag == 
• value =

 
Verification Goal

stablish an authenticated session with the target 
he card: er on t

ID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 

OK, then continue with 6. 

OK, then print 

iGcDataCreate() cannot be tested". 
t for Assertion 13.8. 

= hCard1308 

_newTag1308 
= _newDvalue1308. 

:
To verify the Expe

1. The call returns 
• th

thrown, with BSIException.getErrorCode returning 
BSI_
(a BSIException is thrown, with BSIException.getErrorCode 
retu

 

 
Perform this verification by issuing a call to gscBsiGcReadValue(). 
 
ri

 
cted Results:  

e return code BSI_NO_MORE_SPACE (a BSIException is 

NO_MORE_SPACE) or the return code BSI_NO_CARDSERVICE 

rning BSI_NO_CARDSERVICE). 

2. No changes are made to the container structure of the 
connected card. 

Ve fication and Reporting Scenario: 
1. Case 1: If the gscBsiGcDataCreate() call returns the code 

BSI_NO_MORE_SPACE, then: 
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Perform Test for Assertion 9.13.8.1 using 
 hCard == hCard1308. •

 
Verify that that the specified data value was not stored, 
with the specifi

    
Make a dValue1300 = gscBsiGcReadValue() call to the SPS, 

ed tag, in the target container: 

• hCard == hCard1308 
goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 

 
: If the gscBsiGcReadValue() call returns either 

• BSI_IO_ERROR 

led using a too-large data 

 

t call 
hat the data value 

 
cBsiGcReadValue() call does not return 

t

guous. 

 
Ca
BSI_N

d." 

turn the 
code BSI_NO_MORE_SPACE or the return code BSI_NO_CARDSERVICE, 
th  

 using a too-large data value 

t 13.8 Failed." 

Test
 

using 

• AID == _
• tag == _newTag1308. 

Case 1.1
of the codes 

• BSI_BAD_TAG 

then print 
"gscBsiGcDataCreate() cal
value has been verified because a subsequent call to 
gscBsiGcReadValue() did not find the data item. 
Status: Test 13.8 Passed." 

Case 1.2: If the gscBsiGcReadValue() call returns 
• the code BSI_OK 

then print 
" gscBsiGcDataCreate() called using a too-large data 
value has not been verified because a subsequen
to gscBsiGcReadValue() indicated t
had been created. 
Status: Test 13.8 Failed." 

Case 1.3: If the gs
any of the codes 

• BSI_OK 
• BSI_BAD_TAG 
• BSI_IO_ERROR 

hen print  
"gscBsiGcDataCreate() called using a too-large data 
value has not been verified because a subsequent call 
to gscBsiGcReadValue() was ambi
Status: Test 13.8 Undetermined." 

se 2: If the gscBsiGcDataCreate() call returns the code 
O_CARDSERVICE, then print 

supported. "gscBsiGcDataCreate() is not 
Status: Test 13.8 Not Supporte

 
Cas  ataCreate() call does not ree 3: If the gscBsiGcD

en print 
"gscBsiGcDataCreate() called
returned an incorrect code. 
Status: Tes

 
 

 for Assertion 13.9 
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The meth  
exists. 
 
Instantiati

od is tested using the tag of a data item that already 

on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiGcDataCreate(). 

in a 

alue 

value == 
) 

there exists a data item in the container with tag == 

4. (Pre) Print "Testing of Assertion 13.9

 
2. (Pre) A card that claims conformance to the GSC-IS is 

reader, connected with handle hCard1309. 
 

3. (Pre) There exists a target container on the connected card 
with the following properties:  

• the ACR for the gscBsiGcDataCreate() service has the v
BSI_ACR_PIN 

• the value of the PIN is _PIN 
• the container is represented by the AID 

oodCACAID1 (CAC_goodGSCAID1 (GSC) or _g
• 

_existingTag1309 and value _existingDvalue1309 
• the container can accommodate the data item 

_newDvalue1309. 
 

". 
 

5. (Pre) Es
containe

 
Ma

ID1 (GSC) or _goodCACAID1 (CAC) 
• r == strctAuthenticator1300. 

 
Cas  
code 
 
Case  the 
code BSI_OK, then print 

End Test for Assertion 13.9. 
 

6. Make a 
• hC
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• ta
• 

Verificatio

tablish an authenticated session with the target 
r on the card: 

ke a gscBsiUtilAcquireContext() call to the SPS, using 
• hCard == hCard1309 
• AID == _goodGSCA

strctAuthenticato

e 1: If the gscBsiUtilAcquireContext() call returns the
BSI_OK, then continue with 6. 

xt() does not return2: If gscBsiUtilAcquireConte

"A session cannot be established.  Assertion 13.9 
gscBsiGcDataCreate() cannot be tested". 

gscBsiGcDataCreate() call to the SPS, using 
ard == hCard1309 

g == _existingTag1309 
value == _newDvalue1309. 

n Goal
 

: 
To verify the Expected Results:  

1. The call
• the return code BSI_TAG_EXISTS (a BSIException is thrown, 

tErrorCode returning BSI_TAG_EXISTS) 

th
BS

 

 returns 

with BSIExce
or the return code BSI_NO_CARDSERVICE (a BSIException is 

ption.ge

rown, with BSIException.getErrorCode returning 
I_NO_CARDSERVICE). 
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2.

 
Perform this verification by issuing a call to gscBsiGcReadValue(). 

Verifi

 No changes are made to the container structure of the 
connected card. 

 
cation and Reporting Scenario: 
 Case 1: If the gscBsiGcDataCreate() call returns the code 
BSI_TAG_EXIS

1.

 
13.9.1 using 

 

ed tag, in the target container: 
  

PS, 
using 

• hCard == hCard1309 
goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

 
: If the gscBsiGcReadValue() call returns 

09 
then print 

has been verified because a 

 

 of a data 
dy exists has not been verified because 

alue() indicated that 
d occurred. 

 
cBsiGcReadValue() call does not return 

t
ta 

ecause 
 

 
Ca
BS

St
 

TS, then: 

Perform Test for Assertion 9.
• hCard == hCard1309. 

Verify that that the specified data value was not stored, 
with the specifi

  
Make a dValue1300 = gscBsiGcReadValue() call to the S

• AID == _
• tag == _existingTag1309. 

Case 1.1
• the code BSI_OK 
• dValue1300 == _existingDvalue13

"gscBsiGcDataCreate() called using the tag of a data 
item that already exists 
subsequent call to gscBsiGcReadValue() indicated that 
no writing to the target container had occurred. 
Status: Test 13.9 Passed." 

Case 1.2: If the gscBsiGcReadValue() call returns 
• the code BSI_OK  
• dValue1300 /= _existingDvalue1309 

then print 
"gscBsiGcDataCreate() called using the tag
item that alrea
a subsequent call to gscBsiGcReadV
writing to the target container ha
Status: Test 13.9 Failed." 

Case 1.3: If the gs
the code 

• BSI_OK 
hen print  

da"gscBsiGcDataCreate() called using the tag of a 
item that already exists has not been verified b
a subsequent call to gscBsiGcReadValue() was ambiguous.
Status: Test 13.9 Undetermined." 

se 2: If the gscBsiGcDataCreate() call returns the code 
I_NO_CARDSERVICE, then print 
"gscBsiGcDataCreate() is not supported. 
atus: Test 13.9 Not Supported." 
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Case 3: If the gscBsiGcDataCreate() call does not return the 
code BSI_TAG_EXISTS or the return code BSI_NO_CARDSERVICE, 
th  

a item 
 an incorrect code. 

t

en print 
d using the tag of a dat"gscBsiGcDataCreate() calle

that already exists returned
S atus: Test 13.9 Failed." 
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14. gscBsiG
 
 
Starting State for Each Test

cDataDelete() 

: 
1. There exists a Vector strctAuthenticator1400 with one element, 

the BSIAuthenticator object BSIAuthenticator1400.  This object 
has fie

• ac

 
2. There is declared an array of bytes dValue1400. 

 

st f
 
The method is tested using valid parameters. 
 
Instanti

lds 
cessMethodType == BSI_AM_PIN 

• keyIDOrReference == _keyIDOrReference1 
• authValue == _goodAuthValue1. 

 
Te or Assertion 14.1 

ation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiGcDataDelete(). 
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard1401. 

 
3. (Pre) There exists a target container on the connected card 

with the following properties:  
• the ACR for the gscBsiGcDataDelete() service has the value 

BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by the AID value == 

_goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• the container contains at least one data item, for which  

• the tag is == _existingTag1401 
• the value is _existingDvalue1401. 

 
4. (Pre) Print "Testing of Assertion 14.1". 

 
5. (Pre) Establish an authenticated session with the target 

container on the card: 
 

Make a gscBsiUtilAcquireContext() call to the SPS, using 
• hCard == hCard1401 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• strctAuthenticator == strctAuthenticator1400. 

 
Case 1: If the gscBsiUtilAcquireContext() call returns the 
code BSI_OK, then continue with 6. 
 
Case 2: If gscBsiUtilAcquireContext() does not return the 
code BSI_OK, then print 

"A session cannot be established.  Assertion 14.1 of 
gscBsiGcDataDelete() cannot be tested". 

End Test for Assertion 14.1. 
 

6. Make a gscBsiGcDataDelete() call to the SPS, using 
• hCard == hCard1401 
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• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• tag == _existingTag1401. 

 
Verification Goal: 
To v

1.
urn code BSI_OK (no BSIException is thrown) or the 

(a BSIException is thrown, 
g 

nger a data 
he target 

container. 

e made to the container structure of the 

 by issuing a call to gscBsiGcReadValue(). 

Ver

erify the Expected Results:  
 The call returns 

• the ret
return code BSI_NO_CARDSERVICE 
with BSIException.getErrorCode returnin
BSI_NO_CARDSERVICE). 

 
2. If the return code is BSI_OK, then there is no lo

item with the tag == _existingTag1401 stored in t

 
3. No other changes ar

connected card. 
 
Perform this verification
 

ification and Reporting Scenario: 
 Case 1: If the gscBsiGc1. DataDelete() call returns the code 

  

 

"gscBsiGcDataDelete() called with valid parameters has 
been verified because a subsequent call to 

deleted data item. 

 

not 
b
gscBsiGcReadValue() indicated that the specified data item 
w

 
 call does not return 

th
arameters has not 

sequent call to 

BSI_OK, then verify that that the specified data item has 
indeed been deleted from the target container. 

  
Make a dValue1400 = gscBsiGcReadValue() call to the SPS, 
using 

• hCard == hCard1401 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• tag == _existingTag1401. 

Case 1.1: If the gscBsiGcReadValue() call returns 
• the code BSI_BAD_TAG 

then print 

gscBsiGcReadValue() did not find the 
Status: Test 14.1 Passed." 

 
Case 1.2: If the gscBsiGcReadValue() call returns 

• the code BSI_OK
then print 

"g alled with valid parameters has scBsiGcDataDelete() c
een verified because a subsequent call to 

as not deleted. 
Status: Test 14.1 Failed." 

ase 1.3: If the gscBsiGcReadValue()C
either of the codes 

• BSI_OK 
• BSI_BAD_TAG 

en print  
d with valid p"gscBsiGcDataDelete() calle

been verified because a sub
gscBsiGcReadValue() was ambiguous. 
Status: Test 14.1 Undetermined." 
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Ca  ode 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcDataDelete() is not supported. 
t 14.1 Not Supported." 

elete() call does not return the 

"g
an 
Sta

Test
 
e me ed using a bad handle. 

Inst

se 2: If the gscBsiGcDataDelete() call returns the c

Status: Tes
 

cBsiGcDataDCase 3: If the gs
cod  e BSI_OK or the code BSI_NO_CARSERVICE, then print 

scBsiGcDataDelete() called with valid parameters returned 
incorrect code. 
tus: Test 14.1 Failed." 

 
 

 for Assertion 14.2 

thod is testTh
 

antiation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

ance to the GSC-IS is in a 

 
3. (Pre) There exists a target container on the connected card 

lue 

 _PIN 
• t

• the container contains at least one data item, for which  

 
4. (P

gscBsiGcDataDelete(). 
 

2. (Pre) A card that claims conform
reader, connected with handle hCard1402. 

with the following properties 
• the ACR for the gscBsiGcDataDelete() service has the va

BSI_ACR_PIN 
• the value of the PIN is

he container is represented by the AID value == 
ACAID1 (CAC) _goodGSCAID1 (GSC) or _goodC

• the tag is == _existingTag1402 
gDvalue1402. • the value is _existin

re) Print "Testing of Assertion 14.2". 

 Establish an authenticated session with the target 
 

5. (Pre)
conta

 
using 

D1 (GSC) or _goodCACAID1 (CAC) 

 
Ca
co
 
Ca ntext() does not return the 

() cannot be tested". 
End Test for Assertion 14.2. 

 
6. Make a gscBsiGcDataDelete() call to the SPS, using 

• hCard /= hCard1402 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

iner on the card: 

Make a gscBsiUtilAcquireContext() call to the SPS, 
02 • hCard == hCard14

= _goodGSCAI• AID =
• strctAuthenticator == strctAuthenticator1400. 

se 1: If the gscBsiUtilAcquireContext() call returns the 
de BSI_OK, then continue with 6. 

se 2: If gscBsiUtilAcquireCo
code BSI_OK, then print 

"A session cannot be established.  Assertion 14.2 of 
g aDeletescBsiGcDat
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• 
 
Verificatio

tag == _existingTag1402. 

n Goal: 
To verify t

1. The call returns 
wn, 

Code returning BSI_BAD_HANDLE) 
(a BSIException is 

orCode returning 

 
2. 

co
 
Perform this verification by issuing a call to gscBsiGcReadValue(). 

g Scenario

he Expected Results:  

• the return code BSI_BAD_HANDLE (a BSIException is thro
with BSIException.getError
or 
thrown, with BSIException.getErr

the return code BSI_NO_CARDSERVICE 

BSI_NO_CARDSERVICE). 

No changes are made to the container structure of the 
nnected card. 

 
Verification and Reportin : 

siGcDataDelete() call returns the code 
BSI_BAD_HANDLE, then: 

Perform Test for Assertion 9.14.2.1 using 
Card1402. 

 specified data value was not deleted 
from the target container: 

   
() call to the SPS, 

using 

(GSC) or _goodCACAID1 (CAC) 

 
alue() call returns 

o 
he specified data 

BAD_TAG 

t
as not 

ise changed. 

 
urn 

1. Case 1: If the gscB

 

• hCard == h
 
Verify that that the

 
Make a dValue1400 = gscBsiGcReadValue

• hCard == hCard1402 
• AID == _goodGSCAID1 
• tag == _existingTag1402. 

Case 1.1: If the gscBsiGcReadV
• the code BSI_OK 
• dValue1400 == _existingDvalue1402 

then print 
 a bad handle has been "gscBsiGcDataDelete() called with

verified because a subsequent call t
gscBsiGcReadValue() indicated that t
item had not been deleted. 
Status: Test 14.2 Passed." 

 
Case 1.2: If the gscBsiGcReadValue() call returns 

• the code BSI_
or 

• the code BSI_OK 
• dValue1400 /= _existingDvalue1402 

hen print 
"gscBsiGcDataDelete() called with a bad handle h
been verified because a subsequent call to 
gscBsiGcReadValue() indicated that the specified data 
item had been deleted or otherw
Status: Test 14.2 Failed." 

Case 1.3: If the gscBsiGcReadValue() call does not ret
either of the codes 

• BSI_OK 
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• BSI_BAD_TAG 
then print  

"gscBsiGcDataDelete() called with a bad hand
ause a subsequent call to 

le has not 

 
 gscBsiGcDataDelete() call returns the code 

nt 
not supported. 

 
Case 
code BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, then print 

"gscBsiGcDataDelete() called with a bad handle returned an 
inc

 

alue. 

Ins

been verified bec
gscBsiGcReadValue() was ambiguous. 

ermined." Status: Test 14.2 Undet

Case 2: If the
BSI_NO_CARDSERVICE, then pri

lete() is "gscBsiGcDataDe
Status: Test 14.2 Not Supported." 

3: If the gscBsiGcDataDelete() call does not return the 

orrect code. 
Status: Test 14.2 Failed." 

 
Test for Assertion 14.3 
 
The method is tested using a bad AID v
 

tantiation Scenario: 
(Pre) Construct the Sta1. rting State for the testing of 
gs

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

re
 

 (P ntainer on the connected card 
with 

•  

• the
• the

_goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• which  

• 
 
4. There

AID val
 
5. (Pre) P

cBsiGcDataDelete(). 

ader, connected with handle hCard1403. 

re) There exists a target co3.
the following properties:  
the ACR for the gscBsiGcDataDelete() service has the value
BSI C_A R_PIN 

 value of the PIN is _PIN 
 the AID value ==  container is represented by

the container contains at least one data item, for 
• e tingTag1403 th  tag is == _exis

the value is _existingDvalue1403. 

 does not exist a container on the connected card with 
ue == _badGSCAID (GSC) or _badCACAID (CAC). 

rint "Testing of Assertion 14.3". 
 

6. (Pre) Establish an authenticated session with the target 
conta

 
Make a gscBsiUtilAcquireContext() call to the SPS, using 

• AID1 (CAC) 
tor1400. 

 
Case 
code 
 

iner on the card: 

• hCard == hCard1403 
AID == _goodGSCAID1 (GSC) or _goodCAC

henticator == strctAuthentica• strctAut

1: If the gscBsiUtilAcquireContext() call returns the 
BSI_OK, then continue with 7. 
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Case 
code 

"A session cannot be established.  Assertion 14.3 of 

En
 

7. Make a gscBsiGcDataDelete() call to the SPS, using 
• 
• CAID (GSC) or _badCACAID (CAC) 
• ta

 
Verification 

2: If gscBsiUtilAcquireContext() does not return the 
, then print BSI_OK

gscBsiGcDataDelete() cannot be tested". 
d Test for Assertion 14.3. 

hCa
AID == _badGS

rd == hCard1403 

g == _existingTag1403. 

Goal: 
To verify the

1. The call returns 
 

Code returning BSI_BAD_AID) or 
BSIException is 

orCode returning 

 
2. 

co
 
Perform this verification by issuing a call to gscBsiGcReadValue(). 

g Scenario

 Expected Results:  

• the return code BSI_BAD_AID (a BSIException is thrown,
with BSIException.getError
the
thrown, with BSIException.getErr

 return code BSI_NO_CARDSERVICE (a 

BSI_NO_CARDSERVICE). 

No changes are made to the container structure of the 
nnected card. 

 
Verification and Reportin : 

siGcDataDelete() call returns the code 
BSI_BAD_AID, then: 

Perform Test for Assertion 9.14.3.1 using 
Card1403. 

 specified data value was not deleted 
from the target container: 

 
() call to the SPS, 

using 

SC) or _goodCACAID1 (CAC) 

 
alue() call returns 

all to 
he specified data 

 
call returns 

 _existingDvalue1403 
then print 

1. Case 1: If the gscB

 

• hCard == h
 
Verify that that the

   
Make a dValue1400 = gscBsiGcReadValue

• hCard == hCard1403 
• AID == _goodGSCAID1 (G
• tag == _existingTag1403. 

Case 1.1: If the gscBsiGcReadV
• the code BSI_OK 
• dValue1400 == _existingDvalue1403 

then print 
 a bad AID value has "gscBsiGcDataDelete() called with

been verified because a subsequent c
gscBsiGcReadValue() indicated that t
item had not been deleted. 
Status: Test 14.3 Passed." 

Case 1.2: If the gscBsiGcReadValue() 
• the code BSI_BAD_TAG 

or 
• the code BSI_OK 
• dValue1400 /=
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"gscBsiGcDataDelete() called with a bad AID value has 

data 

 
e() call does not return 

d AID value has 
 a subsequent call to 

 
Ca  he code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcDataDelete() is not supported. 
t 14.3 Not Supported." 

elete() call does not return the 

"g
an 
Sta

 

s
 
e me ing a bad tag. 

not been verified because a subsequent call to 
gscBsiGcReadValue() indicated that the specified  
item had been deleted or otherwise changed. 

: Test 14.3 Failed." Status

Case 1.3: If the gscBsiGcReadValu
either of the codes 

• BSI_OK 
• BSI_BAD_TAG 

then print  
"gscBsiGcDataDelete() called with a ba
not been verified because
gscBsiGcReadValue() was ambiguous. 
Status: Test 14.3 Undetermined." 

se 2: If the gscBsiGcDataDelete() call returns t

Status: Tes
 

cBsiGcDataDCase 2: If the gs
cod  e BSI_BAD_AID or the code BSI_NO_CARDSWRVICE, then print 

scBsiGcDataDelete() called with a bad AID value returned 
incorrect code. 
tus: Test 14.3 Failed." 

 
Te t for Assertion 14.4 

thod is tested usTh
 
stantiation ScenarioIn : 
1. (Pre) Construct the Starting State for the testing of 

 
 aims conformance to the GSC-IS is in a 
re

 
3. (Pre) There exists a target container on the connected card 

wi
ue 

• 
• 

odCACAID1 (CAC) 
• the container does not contain a data item for which the 

ta

4. (Pre)

gscBsiGcDataDelete(). 

(Pre) A card that cl2.
ader, connected with handle hCard1404. 

th the following properties:  
• the ACR for the gscBsiGcDataDelete() service has the val

BSI_ACR_PIN 
the value of the PIN is _PIN 
the container is represented by the AID value == 
_go God SCAID1 (GSC) or _go

g is == _newTag1404. 
 

 Print "Testing of Assertion 14.4". 
 

5. (Pre) Establish an authenticated session with the target 
conta

 
Make 

•
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

iner on the card: 

a gscBsiUtilAcquireContext() call to the SPS, using 
 hCard == hCard1404 
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•
 

Case ontext() call returns the 
code BSI_OK, then continue with 6. 
 
Cas ntext() does not return the 
code BSI_OK, then print 

"A session cannot be established.  Assertion 14.4 of 
gsc

End Test for Assertion 14.4. 
 

6. Make a 
• hC
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• ta

Verificatio

 strctAuthenticator == strctAuthenticator1400. 

1: If the gscBsiUtilAcquireC

e 2: If gscBsiUtilAcquireCo

BsiGcDataDelete() cannot be tested". 

gscBsiGcDataDelete() call to the SPS, using 
ard == hCard1404 

g == _newTag1404. 
 

n Goal: 
To verify the Expected Results:  

1. The call
• 

ption.getErrorCode returning BSI_BAD_TAG) or 
th
th
BS

 
2. No changes are made to the container structure of the 

 
Verifi

 returns 
the return code BSI_BAD_TAG (a BSIException is thrown, 
with BSIExce
e return code BSI_NO_CARDSERVICE (a BSIException is 
rown, with BSIException.getErrorCode returning 

ARDSERVICE). I_NO_C

connected card. 

cation and Reporting Scenario: 
1. Ca all returns the code 

 

"gscBsiGcDataDelete() called with a bad tag has been 

 14.4 Passed." 
 

() call returns the code 
BSI_NO_CARDSERVICE, then print 

ete() is not supported. 

 
: If the gscBsiGcDataDelete() call does not return the 

 tag returned an 
incorrect code. 

 
 
Test for As
 
The method is tested with another application having established a 
transaction
 

se 1: If the gscBsiGcDataDelete() c
BSI_BAD_TAG, then: 

Perform Test for Assertion 9.14.4.1 using 
• hCard == hCard1404. 

 
Print 

verified. 
Status: Test

Case 2: If the gscBsiGcDataDelete

"gscBsiGcDataDel
Status: Test 14.4 Not Supported." 

Case 3
code BSI_BAD_TAG or the code BSI_NO_CARDSERVICE, then print 

"gscBsiGcDataDelete() called with a bad

Status: Test 14.4 Failed." 

sertion 14.5 

 lock. 
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Note: Un l
simultaneous applications, I don't think we need to worry about this 
sertion. 

s
 
The method is tested using a card that has been removed. 
 
Instantia

ti  we encounter implementations that allow multiple 

as
 
 
Te t for Assertion 14.6 

tion Scenario:  
1. (Pre) 

gscBsi

2. (P
reader, connected with handle hCard1406. 

 
3. (P

with the following properties:  
alue 

for which  

esting of Assertion 14.6

Construct the Starting State for the testing of 
GcDataDelete(). 

 
re) A card that claims conformance to the GSC-IS is in a 

re) There exists a target container on the connected card 

• the ACR for the gscBsiGcDataDelete() service has the v
BSI_ACR_PIN 

N • the value of the PIN is _PI
• the container is represented by the AID value == 

_goodGSCAID1 (GSC) or _goodCACAID1 (CAC)  
ns at least one data item, • the container contai

• the tag is == _existingTag1406 
stingDvalue1406. • the value is _exi

 
4. (Pre) Print "T ". 

ated session with the target 

 
Mak

 
== strctAuthenticator1400. 

ns the 
hen continue with 6. 

e 

ot be established.  Assertion 14.6 of 

 
6. (Pre) Remove the connected card from the reader. 

 
7. Make 

• 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

 
Verifi

 
n authentic5. (Pre) Establish a

con at iner on the card: 

e a gscBsiUtilAcquireContext() call to the SPS, using 
• hCard == hCard1406 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC)
• strctAuthenticator 

 
Case 1: If the gscBsiUtilAcquireContext() call retur
code BSI_OK, t

 
Case 2: If gscBsiUtilAcquireContext() does not return th
code BSI_OK, then print 

"A session cann
gscBsiGcDataDelete() cannot be tested". 

End Test for Assertion 14.6. 

a gscBsiGcDataDelete() call to the SPS, using  
hCard == hCard1406 

• tag == _existingTag1406. 

cation Goal: 
To verif

1. Th
y the Expected Results:  
e call returns 
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• the return code BSI_CARD_REMOVED (a BSIException is 
thrown, with BSIException.getErrorCode returning 
BSI_CARD_REMOVED) or the return code BSI_NO_CARDSERVIC
(a BSIException is thrown, with BSIException.getError

E 
Code 

ICE). 

ing Scenario

returning BSI_NO_CARDSERV
 
Verification and Report : 

siGcDataDelete() call returns the code 
BSI_CARD_REMOVED, then print 

d 
erified. 

: Test 14.6 Passed." 

_CARDSERVICE, then print 
"gscBsiGcDataDelete() is not supported. 

: If the gscBsiGcDataDelete() call does not return the 

"gscBsiGcDataDelete() called with the connected card removed 
rect code. 

 

s
 
e method is tested without fulfilling the applicable ACR. 

Instan

1. Case 1: If the gscB

"gscBsiGcDataDelete() called with the connected card remove
has been v
Status

 
Case 2: If the gscBsiGcDataDelete() call returns the code 
BSI_NO

Status: Test 14.6 Not Supported." 
 

Case 3
code BSI_CARD_REMOVED, then print 

returned an incor
Status: Test 14.6 Failed." 

 
Te t for Assertion 14.7 

Th
 

tiation Scenario: 
1. (P )

gscBsiGcDataDelete(). 
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reade

 
3. (Pr )

with t
• the ACR for the gscBsiGcDataDelete() service has the value 

ins at least one data item, for which  

 
4. (Pre) Ensure that there is no authenticated session with the 

target

 
5. (P

re  Construct the Starting State for the testing of 

r, connected with handle hCard1407. 

e  e  the connected card Th re exists a target container on
he following properties:  

BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by the AID value == 

_goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• the container conta

• the tag is == _existingTag1407 
ingDvalue1407. • the value is _exist

 container. 
 

Make a gscBsiUtilReleaseContext() call to the SPS, using 
• hCard == hCard1407 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

re) Print "Testing of Assertion 14.7". 
 • 

6. Make a gscBsiGcDataDelete() call to the SPS, using 
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• hCard == hCard1407 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• tag == _existingTag1407. 

 
Verification Goal: 
To verify the Expected Results:  

1. Th c
n is 

.getErrorCode returning 
SS_DENIED) or the return code BSI_NO_CARDSERVICE 

own, with BSIException.getErrorCode 
ERVICE). 

 
2. No ch

conne
 
Perform thi

e all returns 
_DENIED (a BSIExceptio• the return code BSI_ACCESS

thrown, with BSIException
BSI_ACCE
(a BSIException is thr

I_NO_CARDSreturning BS

anges are made to the container structure of the 
cted card. 

s verification by issuing a call to gscBsiGcReadValue(). 
 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiGcDataDelete() call returns the code 
BSI_ACCESS_DENIED, then: 

 

d 

h the target 

  

1 (GSC) or _goodCACAID1 (CAC) 
r == strctAuthenticator1400. 

 
 the gscBsiUtilAcquireContext call returns 
_OK, then 

to the 
g 

1 (CAC) 
existingTag1407. 

s 

siGcReadValue() indicated 
eleted. 

Perform Test for Assertion 9.14.7.1 using 
• hCard == hCard1407. 

 
Verify that that the specified data value was not delete
from the target container: 
 

on witEstablish an authenticated sessi
container 

  
Make a gscBsiUtilAcquireContext() call to the SPS, 
using 

• hCard == hCard1407 
D• AID == _goodGSCAI

• strctAuthenticato

Case 1.1: If
the code BSI

 
Make a dValue1400 = gscBsiGcReadValue() call 
SPS, usin
• hCard == hCard1407 
• AID == _goodGSCAID1 (GSC) or _goodCACAID
• tag == _

 
Case 1.1.1: If the gscBsiGcReadValue() call return

• the code BSI_OK 
• dValue1400 == _existingDvalue1407 

then print 
"gscBsiGcDataDelete() called without fulfilling 
the applicable ACR has been verified because a 
subsequent call to gscB
that the specified data item had not been d
Status: Test 14.7 Passed." 

 
Case 1.1.2: If the gscBsiGcReadValue() call returns 
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• the code BSI_BAD_TAG  
or 

• the code BSI_OK 

t  
"gscBsiGcDataDelete() called without fulfilling 

 a 
ed 
se 

changed. 

 
l does not 

scBsiGcDataDelete() called without fulfilling 
CR has not been verified because a 
to gscBsiGcReadValue() was 

 

shed.  

supported. 

 
aDelete() call does not return the 

code BSI_ACCESS_DENIED or the code BSI_NO_CARDSERVICE, then 
pr

s d without fulfilling the 

• dValue1400 /= _existingDvalue1407 
then prin

the applicable ACR has not been verified because
subsequent call to gscBsiGcReadValue() indicat
that the data item had been deleted or otherwi

Status: Test 14.7 Failed." 

Case 1.1.3: If the gscBsiGcReadValue() cal
f the codes return either o

• BSI_OK 
• BSI_BAD_TAG 

then print 
"g
the applicable A

quent call subse
ambiguous. 
Status: Test 14.7 Undetermined." 

Case 1.2: If the gscBsiUtilAcquireContext call does not 
return the code BSI_OK, then print 

"A session cannot be establi
gscBsiUtilDataDelete cannot be verified. 
Status: Test 14.7 Undetermined." 

 
Case 2: If the gscBsiGcDataDelete() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcDataDelete() is not 
Status: Test 14.7 Not Supported." 

Case 3: If the gscBsiGcDat

int 
"g cBsiGcDataDelete() calle
applicable ACR returned an incorrect code. 
Status: Test 14.7 Failed." 
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15. gscBsiGcGetCon

arting state f st

tainerProperties() 
 
St or each Te : 

1. There exis
with fields  

• GCacr st
− BSIAcr createACR1500, with fields 

o 
o 
o 
o 

− BSIAcr deleteACR1500, with fields 

 
 

− BSIA

o 
o 

− BSI
o 
o nce1500 

− B
0 

o i KeyIDOrReference1500 
thNb1500 

• GCConta
− int
− int maxValueStorageSize1500 

• String 
 
 

Test for Asse
 
The method is te

stan

ts a ContainerProperties object containerProps1500 

rctGCacr1500, with fields 

int createACRType1500 
int[] createKeyIDOrReference1500 
int createAuthNb1500 

eateACRID1500 int cr

o int deleteACRType1500 
o i [ ce1500 nt ] deleteKeyIDOrReferen

nt deleteAuthNb1500 o i
o int deleteACRID1500 

cr readTagListACR1500, with fields 
gListACRType1500 o int readTa

o int[] readTagListKeyIDOrReference1500 
int readTagListAuthNb1500 
int readTagListACRID1500 
Acr readValueACR1500, with fields 
int readValueACRType1500 
int[] readValueKeyIDOrRefere
int readValueAuthNb1500 o 

o int readValueACRID1500 
SIAcr updateValueACR1500, with fields 
o i lueACRType150nt updateVa

nt[] updateValue
eValueAuo int updat

o int updateValueACRID1500 
inerSize strctContainerSizes1500, with fields 
 maxNbDataItems1500 

containerVersion1500. 

rtion 15.1 

sted using valid parameters. 
 
In tiation Scenario: 

(Pre) Construct the Starting State for the testing of 
gscBsiGcGetContainerProperties()

1. 

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

 
3. 

e following properties: 

(), 
gscBsiGcDataUpdate() services 

has 
− access method type == BSI_ACR_PIN 

. 

reader, connected with handle hCard1501. 

(Pre) There exists a target container on the connected card 
with th

• the ACR for each of the gscBsiGcDataCreate(), 
BsiGcDataDelete(), gscBsiGcReadTagListgsc

gscBsiGcReadValue(), and 
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− the content of the keyID or reference array == 

R 

D value ==  

 
4. (Pre) Prin

_keyIDOrReference1 
− number of access methods logically combined in the AC

== 1 
− ACRID == 0 

• the container is represented by the AI
_goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

t "Testing of Assertion 15.1". 
 

5. Make a containerProps1500 == gscBsiGcGetContainerProperties() 
call t

• hCard
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

 
Verification Goa

o the SPS, using 
 == hCard1501 

l: 
To verify th

1. The call 
• the return code BSI_OK (no BSIException is thrown) or the 

return code BSI_NO_CARDSERVICE (a BSIException is thrown, 
with BSIException.getErrorCode returning 

 
2. If the return code is BSI_OK, then the variables of 

strctGCacr1500 are correctly set to indicate access control 
conditions

 
Note: We are not currently verifying the returned values of 
strctContainerSi
 
Verification and

e Expected Results:  
returns 

BSI_NO_CARDSERVICE). 

 for all operations. 

zes1500 and containerVersion1500. 

 Reporting Scenario: 
1. Ca  s 

the c
Cas

leteACRType1500, 
adValueACRType1500, and 

updateValueACRType1500 == BSI_ACR_PIN 

t of each of createKeyIDOrReference1500, 

, 
eyIDOrReference1500, and 

e1 

deleteAuthNB1500, 

h
"
p
S
 

se 1: If the gscBsiGcGetContainerProperties() call return
 o  de BSI_OK, then: 

e 1.1: If  
−  deeach of createACRType1500,

readTagListACRType1500, re

and 
− the conten

deleteKeyIDOrReference1500, 
readTagListKeyIDOrReference1500
readValueK
updateKeyIDOrReference1500 == _keyIDOrReferenc

and 
− each of createAuthNB1500, 

readTagListAuthNB1500, readValueAuthNB1500, and 
updateValueAuthNB1500 == 1 

and 
− each of createACRID1500, deleteACRID1500, 

readTagListACRID1500, readValueACRID1500, and 
updateValueACRID1500 == 0 

t en print 
gscBsiGcGetContainerProperties() called with valid 
arameters has been verified. 
t ta us: Test 15.1 Passed." 
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Case
− 

or 
0, 

d 
yIDOrReference1 

B1500, readValueAuthNB1500, and 

f createACRID1500, deleteACRID1500, 
0, readValueACRID1500, and 
0 /= 0 

p
S

 
returns 

() call does not 
return the code BSI_OK or the code BSI_NO_CARDSERVICE, then 

led." 
 
 
Test for Asser
 
The method 
 
Instantiation 

 1.2: If 
any of createACRType1500, deleteACRType1500, 
readTagListACRType1500, readValueACRType1500, and 
updateValueACRType1500 /= BSI_ACR_PIN 

− the content of any of createKeyIDOrReference150
deleteKeyIDOrReference1500, 
readTagListKeyIDOrReference1500, 
readValueKeyIDOrReference1500, an
updateKeyIDOrReference1500 /= _ke

or 
− any of createAuthNB1500, deleteAuthNB1500, 

readTagListAuthN
updateValueAuthNB1500 /= 1 

or 
− any o

readTagListACRID150
ueACRID150updateVal

then print 
"gscBsiGcGetContainerProperties() called with valid 
arameters has not been verified. 
tatus: Test 15.1 Failed." 

Case 2: If the gscBsiGcGetContainerProperties() call 
the code BSI_NO_CARDSERVICE, then print 

"gscBsiGcGetContainerProperties() is not supported. 
Status: Test 15.1 Not Supported." 

 
Case 3: If the gscBsiGcGetContainerProperties

print 
"gscBsiGcGetContainerProperties() called with valid 
parameters returned an incorrect code. 

5.1 FaiStatus: Test 1

tion 15.2 

i ts ested using a bad handle. 

Scenario: 

GetContainerProperties(). 
1. (Pre) Construct the Starting State for the testing of 

gscBsiGc
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader

 
3. (Pre) There exists a target container on the connected card 

with the following properties: 
• t  

gsc

 reference array == 

, connected with handle hCard1502. 

he ACR for each of the gscBsiGcDataCreate(), 
BsiGcDataDelete(), gscBsiGcReadTagList(), 

gscBsiGcReadValue(), and gscBsiGcDataUpdate() services 
has 
− access method type == BSI_ACR_PIN 

 or− the content of the keyID
_keyIDOrReference1 
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− number 
== 1 

of access methods logically combined in the ACR 

• the 

 
4. (Pre) 

− ACRID == 0 
container is represented by the AID value == 

_goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

Print "Testing of Assertion 15.2". 

the SPS, using 
d /= hCard1502 
== _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

 
5. Make a containerProps1500 == gscBsiGcGetContainerProperties() 

call to 
• hCar
• 

 
Verification G

AID 

oal: 
Expected Results:  To verify the 

1. The call returns 
• 

with BSIException.getErrorCode returning BSI_BAD_HANDLE) 
or the return code BSI_NO_CARDSERVICE (a BSIException is 

rrorCode returning 

 
Verificatio

the return code BSI_BAD_HANDLE (a BSIException is thrown, 

thrown, with BSIException.getE
BSI_NO_CARDSERVICE). 

n and Reporting Scenario: 
1: If the gscBsiGcGetContain1. ase erProperties() call returns 

 

 

 
Ca ies() call returns 
the code BSI_NO_CARDSERVICE, then print 

"gscBsiGcGetContainerProperties() is not supported. 
2 Not Supported." 

roperties() call does not 
e code BSI_NO_CARDSERVICE, 

handle 

 
st f

The
 
Instantiati

 C
the code BSI_BAD_HANDLE, then: 

Perform Test for Assertion 9.15.2.1 using 
• hCard == hCard1502. 

 
Print 

"gscBsiGcGetContainerProperties() called with a bad handle
has been verified. 
Status: Test 15.2 Passed." 

ainerPropertse 2: If the gscBsiGcGetCont

Status: Test 15.
 

Case 3: If the gscBsiGcGetContainerP
return the code BSI_BAD_HANDLE or th
then print 

"gscBsiGcGetContainerProperties() called with a bad 
returned an incorrect code. 
Status: Test 15.2 Failed." 

 

Te
 

or Assertion 15.3 

 method is tested using a bad AID value. 

on Scenario: 
 Construct the Starting State for the testing of 
iGcGetContainerProperties(). 

1. (Pre)
gscBs
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2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard1503. 

 
3. (Pre) Th

with the following properties: 

() services 

 

 methods logically combined in the ACR 

iner is represented by the AID value == 
_goodCACAID1 (CAC). 

with 
 

5. (Pre)

ere exists a target container on the connected card 

• the ACR for each of the gscBsiGcDataCreate(), 
gscBsiGcDataDelete(), gscBsiGcReadTagList(), 
gscBsiGcReadValue(), and gscBsiGcDataUpdate
has 
− access method type == BSI_ACR_PIN
− the content of the keyID or reference array == 

_keyIDOrReference1 
− number of access

== 1 
− ACRID == 0 

• the conta
_goodGSCAID1 (GSC) or 

 
4. (P )re  There does not exist a container on the connected card 

AID value == _badGSCAID (GSC) or _badCACAID (CAC). 

 Print "Testing of Assertion 15.3". 
 

6. Make a containerProps1500 == gscBsiGcGetContainerProperties() 

rifica

call to the SPS, using 
• hCard == hCard1503 
• AID == _badGSCAID (GSC) or _badCACAID (CAC). 

 
Ve tion Goal: 

 tTo verify
1. Th c

return code BSI_BAD_AID (a BSIException is thrown, 

etErrorCode returning 

 
Verifi

he Expected Results:  
all returns e 

• the 
with BSIException.getErrorCode returning BSI_BAD_AID) or 
the return code BSI_NO_CARDSERVICE (a BSIException is 
thrown, with BSIException.g
BSI_NO_CARDSERVICE). 

cation and Reporting Scenario: 
Cas1. turns 
th

." 
 

siGcGetContainerProperties() call returns 

 not supported. 

e 1: If the gscBsiGcGetContainerProperties() call re
e code BSI_BAD_AID, then: 

 
Perform Test for Assertion 9.15.3.1 using 

• hCard == hCard1503. 
 
Print 

"gscBsiGcGetContainerProperties() called with a bad AID 
value has been verified. 
Status: Test 15.3 Passed

Case 2: If the gscB
the code BSI_NO_CARDSERVICE, then print 

"gscBsiGcGetContainerProperties() is
Status: Test 15.3 Not Supported." 
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Case 3: If the gscBsiGcGetContainerProperties() call does not 

 
 
Test for As
 
The method is tested with another application having established a 
transaction 
 
Note: Until 
simultaneous
assertion. 
 
 
st for As

The

s

return the code BSI_BAD_AID or the code BSI_NO_CARDSERVICE, 
then print 

"gscBsiGcGetContainerProperties() called with a bad AID 
value returned an incorrect code. 
Status: Test 15.3 Failed." 

sertion 15.4 

lock. 

we encounter implementations that allow multiple 
 applications, I don't think we need to worry about this 

Te
 

sertion 15.5 

 method is tested with a removed card. 
 
In tantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

reader, connected with handle hCard1505. 
 

wing properties: 
 gscBsiGcDataCreate(), 

Delete(), gscBsiGcReadTagList(), 

 
s logically combined in the ACR 

nted by the AID value == 
. 

 
4. (Pre) Remove the connected card from the reader. 

 
6. (P

gscBsiGcGetContainerProperties(). 

3. (Pre) There exists a target container on the connected card 
with the follo

• the ACR for each of the
gscBsiGcData
gscBsiGcReadValue(), and gscBsiGcDataUpdate() services 
has 
− access method type == BSI_ACR_PIN 
− the content of the keyID or reference array == 

_keyIDOrReference1
− number of access method

== 1 
− ACRID == 0 

• the container is represe
_goodGSCAID1 (GSC) or _goodCACAID1 (CAC)

re) Print "Testing of Assertion 15.5". 
 

5. Make a containerProps1500 == gscBsiGcGetContainerProperties() 
all 

 
Verifica

c to the SPS, using 
• hCard == hCard1505 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

tion Goal: 
y the Expected Results:  To verif

1. The call returns 
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• the return code BSI_CARD_REMOVED (a BSIException is 
thrown, with BSIException.getErrorCode returning 
BSI_CARD_REMOVED) or the return code BSI_NO_CARDSERVICE 

ode 

 
rificat d Reporting Scenario

(a BSIException is thrown, with BSIException.getErrorC
urning BSI_NO_CARDSERVICE). ret

ion anVe : 

EMOVED, then print 
"gscBsiGcGetContainerProperties() called with the connected 

st 15.5 Passed." 
 

urns 

cBsiGcGetContainerProperties() is not supported. 
Status: Test 15.5 Not Supported." 

siGcGetContainerProperties() call does not 

"gscBsiGcGetContainerProperties() called with the connected 

1. Case 1: If the gscBsiGcGetContainerProperties() call returns 
the code BSI_CARD_R

card removed has been verified. 
Status: Te

Case 2: If the gscBsiGcGetContainerProperties() call ret
the code BSI_NO_CARDSERVICE, then print 

"gs

 
Case 3: If the gscB
return the code BSI_CARD_REMOVED or the code 
BSI_NO_CARDSERVICE, then print 

card removed returned an incorrect code. 
Status: Test 15.5 Failed." 
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16. gscBs
 
 
Starting St

iGcReadTagList() 

ate for Each Test: 
1. There exists a Vector strctAuthenticator1600 with one element, 

the BSIAuthenticator object BSIAuthenticator1600.  This object 

 
2. There is declared an array of shorts tagListArray1600. 

 
 
Test f
 
The method is tested using valid parameters. 

stan

has fields 
• accessMethodType == BSI_AM_PIN 
• keyIDOrReference == _keyIDOrReference1 
• authValue == _goodAuthValue1. 

or Assertion 16.1 

 
In tiation Scenario: 

gscBsiGcReadTagList(). 
1. (Pre) Construct the Starting State for the testing of 

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

reader, connected with handle hCard1601. 
 

3. (Pre) There exists a target container on the connected card 
with the following properties:  

• the ACR for the gscBsiGcReadTagList() service has the 
value BSI_ACR_PIN 

• the value of the PIN is _PIN 
• the container is represented by the AID value == 

_goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• the container contains a collection of 27 data items whose 

tags are: 
o _existingTag1309 
o _existingTag1310 
o _existingTag1401 
o _existingTag1402 
o _existingTag1403 
o _existingTag1404 
o _existingTag1405 
o _existingTag1406 
o _existingTag1407 
o _existingTag1408 
o _existingTag1701 
o _existingTag1702 
o _existingTag1703 
o _existingTag1704 
o _existingTag1706 
o _existingTag1707 
o _existingTag1709 
o _existingTag1710 
o _existingTag1801 
o _existingTag1802 
o _existingTag1803 
o _existingTag1804 
o _existingTag1805 
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o _existingTag1806 
o _existingTag1807 
o _existingTag1808 

809. 
 

4. 

o _existingTag1

(Pre) Print "Testing of Assertion 16.1". 
 

5. (Pre) Establish an authenticated session with the target 
co a

 
Make a gscBsiUtilAcquireContext() call to the SPS, using 

 
• strctAuthenticator == strctAuthenticator1600. 

scBsiUtilAcquireContext() call returns the 

iUtilAcquireContext() does not return the 

of 
() cannot be tested". 

 
6. Make a tagListArray1600 == gscBsiGcReadTagList() call to the 

 
Verifica o

nt iner on the card: 

• hCard == hCard1601 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC)

 
Case 1: If the g
code BSI_OK, then continue with 6. 
 
Case 2: If gscBs
code BSI_OK, then print 

"A session cannot be established.  Assertion 16.1 
gscBsiGcReadTagList

End Test for Assertion 16.1. 

SPS, using 
• hCard == hCard1601 
 • AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

ti n Goal: 
To verif t

1. Th c

rCode returning 
BSI_

 
2. If the return code is BSI_OK, then tagListArray1600 == an 

array containing the list of tags for the target container. 
 
Verification an

y he Expected Results:  
e all returns 
• the return code BSI_OK (no BSIException is thrown) or the 

return code BSI_NO_CARDSERVICE (a BSIException is thrown, 
with BSIException.getErro

NO_CARDSERVICE). 

d Reporting Scenario: 
1. Case 1: If the gscBsiGcReadTagList() call returns the code 

BSI_OK, t
 

Case 1. 0 contains precisely the 27 
element

hen: 

1: If tagListArray160
s: 
o _existingTag1309 
o _existingTag1310 
o _existingTag1401 
o _existingTag1402 
o _existingTag1403 
o _existingTag1404 
o _existingTag1405 
o _existingTag1406 
o _existingTag1407 
o _existingTag1408 
o _existingTag1701 
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o _existingTag1702 
o _existingTag1703 
o _existingTag1704 
o _existingTag1706 
o _existingTag1707 
o _existingTag1709 

1803 

 

o _existingTag1809 

led with valid parameters 

 the 

o _existingTag1310 

_existingTag1402 
403 

xistingTag1406 
 
8 

6 

istingTag1804 

then p
" gscBsiGcReadTagList () called with valid parameters has 
not 
Stat  

 
Case 2: If the gscBsiGcReadTagList() call returns the code 
BSI_NO_CARDSERVICE, then print 

o _existingTag1710 
o _existingTag1801 
o _existingTag1802 
o _existingTag
o _existingTag1804 
o _existingTag1805 
o _existingTag1806
o _existingTag1807 
o _existingTag1808 

 then print 
"gscBsiGcReadTagList() with a cal
has been verified. 
Status: Test 16.1 Passed." 
 

Case 1.2: If tagListArray1600 does not contain precisely
 elements: 27

o _existingTag1309 

o _existingTag1401 
o 
o _existingTag1
o _existingTag1404 
o _existingTag1405 
o _e
o _existingTag1407

ingTag140o _exist
o _existingTag1701 
o _existingTag1702 
o _existingTag1703 
o _existingTag1704 
o _existingTag170
o _existingTag1707 
o _existingTag1709 
o _existingTag1710 
o _existingTag1801 
o _existingTag1802 
o _existingTag1803 
o _ex
o _existingTag1805 
o _existingTag1806 
o _existingTag1807 
o _existingTag1808 
o _existingTag1809 
rint 

been verified. 
us: Test 16.1 Failed."
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"gscBsiGcReadTagList() is not supported. 
Status: Test 16.1 Not Supported." 

 
Case 3: If the gscBsiGcReadTagList () call does not return the 
code BSI_OK or the code BSI_NO_CARDSERVICE, then print 

"gscBsiGcReadTagList() called with valid parameters returned 
an inco
Status:

 
 
Test for Assert
 
The method is tested using a bad handle. 
 
Instantiation S

rrect code. 
 Test 16.1 Failed." 

ion 16.2 

cenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiGcR
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reade

 
3. (Pre) There exists a target container on the connected card 

with the following properties:  

CR_PIN 
• the value of the PIN is _PIN 
• the container is represented by the AID value == 

_goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 
 

4. (Pre) Print "Testing of Assertion 16.2

eadTagList(). 

r, connected with handle hCard1602. 

• the ACR for the gscBsiGcReadTagList() service has the 
value BSI_A

". 
 

5. (Pre) Establish an authenticated session with the target 
container

 
Make a gscBsiUtilAcquireContext() call to the SPS, using 

• h
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• strctAuthenticator == strctAuthenticator1600. 

 
Case 1: If the gscBsiUtilAcquireContext() call returns the 
code BSI_OK, then continue with 6. 
 
Case 2: If gscBsiUtilAcquireContext() does not return the 
code BS

"A session cannot be established.  Assertion 16.2 of 
gscBsiGcReadTagList() cannot be tested". 

End Test for Assertion 16.2. 
 

6. Make a tagListArray1600 == gscBsiGcReadTagList() call to the 
SPS, usin

• hCar
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

 
Verificatio

 on the card: 

Card == hCard1602 

I_OK, then print 

g 
d /= hCard1602 

n Goal: 
To verify the Expected Results:  

1. The call returns 

 -90-



• the return code BSI_BAD_HANDLE (a BSIException is throw
with BSIException.getError

n, 
ng BSI_BAD_HANDLE) 
a BSIException is 
 returning 

 
Verifi

Code returni
or the return code BSI_NO_CARDSERVICE (

orCodethrown, with BSIException.getErr
 BSI_NO_CARDSERVICE).

cation and Reporting Scenario: 
Ca1. 
BSI_BAD_HANDLE, then: 
 

Perform Test for Assertion 9.16.2.1 using 

ith a bad handle has been 
verified. 

6.2 Passed." 

eadTagList() call returns the code 

 
 

SI_NO_CARSERVICE, then print 
an 

inc

 
 
st for As

e ving established a 
a

 
Note: Until we encounter implementations that allow multiple 
simultaneous applications, I don't think we need to worry about this 
assertio
 
 
st for Ass

The meth
 
Instanti

se 1: If the gscBsiGcReadTagList() call returns the code 

• hCard == hCard1602. 
 
Print 

"gscBsiGcReadTagList() called w

Status: Test 1
 
Case 2: If the gscBsiGcR
BSI_NO_CARDSERVICE, then print 

"gscBsiGcReadTagList() is not supported. 
Status: Test 16.2 Not Supported." 

Case 3: If the gscBsiGcReadTagList() call does not return the
code BSI_BAD_HANDLE or the code B

"gscBsiGcReadTagList() called with a bad handle returned 
orrect code. 

Status: Test 16.2 Failed." 

Te
 

sertion 16.3 

Th
tr

 method is tested with another application ha
nsaction lock. 

n. 

Te
 

ertion 16.4 

od is tested using a bad AID value. 

ation Scenario: 
re) Construct the Starting State for the testing of 
cBs

1. (P
gs

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

reader, connected with handle hCard1604. 

ties:  
the 

 of the PIN is _PIN 

iGcReadTagList(). 

 
3. (Pre) There exists a target container on the connected card 

wit  h the following proper
• the ACR for the gscBsiGcReadTagList() service has 

value BSI_ACR_PIN 
• the value
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• the container is represented by the AID value == 
 (GSC) or _goodCACAID1 (CAC). 

 
4. (Pre)

with 
 

5. (Pre) Print "Testing of Assertion 16.4

_goodGSCAID1

 There does not exist a container on the connected card 
AID value == _badGSCAID (GSC) or _badCACAID (CAC). 

". 
 

6. (Pre) Establish an authenticated session with the target 

CAID1 (CAC) 

 

code BSI_OK, then continue with 7. 
 
Ca

. 

 
 

 
rificat

container on the card: 
 

Make a gscBsiUtilAcquireContext() call to the SPS, using 
• hCard == hCard1604 

GSC) or _goodCA• AID == _goodGSCAID1 (
• strctAuthenticator == strctAuthenticator1600. 

Case 1: If the gscBsiUtilAcquireContext() call returns the 

se 2: If gscBsiUtilAcquireContext() does not return the 
code BSI_OK, then print 

"A session cannot be established.  Assertion 16.4 of 
gscBsiGcReadTagList() cannot be tested"

End Test for Assertion 16.4. 

7. Make a tagListArray1600 == gscBsiGcReadTagList() call to the 
SPS, using 

• hCard == hCard1604 
• AID == _badGSCAID (GSC) or _badCACAID (CAC) 

Ve ion Goal: 
To verify the Expected 

1. The call returns 
• the return code BSI_BAD_AID (a BSIException is thrown, 

Results:  

r 

 and Reporting Scenario

with BSIException.getErrorCode returning BSI_BAD_AID), o
the return code BSI_NO_CARDSERVICE (a BSIException is 
thrown, with BSIException.getErrorCode returning 
BSI_NO_CARDSERVICE). 

 
Verification : 

1. Case 1: If the gscBsiGcReadTagList() call returns the code 

 has 

 

BSI_BAD_AID, then: 
 

Perform Test for Assertion 9.16.4.1 using 
• hCard == hCard1604. 

 
Print 

"gscBsiGcReadTagList() called with a bad AID value
been verified. 
Status: Test 16.4 Passed." 

 
Case 2: If the gscBsiGcReadTagList() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcReadTagList() is not supported. 
Status: Test 16.4 Not Supported." 
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Ca  ) call does not return the 
code BSI_BAD_AID or the code BSI_NO_CARDSERVICE, then print 

"gscBsiGcReadTagList() called with a bad AID value returned 
an incorrect code. 

 

s

e
 
Instantiation Scenario

se 3: If the gscBsiGcReadTagList(

Status: Test 16.4 Failed." 

 
Te t for Assertion 16.5 
 
Th  method is tested with a removed card. 

: 
1  (P

gsc
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard1605. 

3. (Pre) There exists a target container on the connected card 
with the following properties:  

• 
 

. re) Construct the Starting State for the testing of 
BsiGcReadTagList(). 

 

• the ACR for the gscBsiGcReadTagList() service has the 
value BSI_ACR_PIN 

• the value of the PIN is _PIN 
the container is represented by the AID value == 

CACAID1 (CAC)._goodGSCAID1 (GSC) or _good
 

4. (Pre) Print "Testing of Assertion 16.5". 
 

5. (Pre) Establish an authenticated session with the target 
co a

 
siUtilAcquireContext() call to the SPS, using 

 (GSC) or _goodCACAID1 (CAC) 

 
Cas
cod
 
Cas uireContext() does not return the 

rtion 16.5. 
 

6. (Pre) Remove the connected card from the reader. 
 

7. Make a tagListArray1600 == gscBsiGcReadTagList() call to the 
SP

• 
•  _goodCACAID1 (CAC). 

 
Verif

nt iner on the card: 

Make a gscB
• hCard == hCard1605 

oodGSCAID1• AID == _g
• strctAuthenticator == strctAuthenticator1600. 

e 1: If the gscBsiUtilAcquireContext() call returns the 
e BSI_OK, then continue with 5. 

e 2: If gscBsiUtilAcq
code BSI_OK, then print 

"A session cannot be established.  Assertion 16.5 of 
gscBsiGcReadTagList() cannot be tested". 

End Test for Asse

S, using 
hCard == hCard1605 
AID == _goodGSCAID1 (GSC) or

ication Goal: 
ify the Expected Results:  
The

To ver
1. 

Exception is 
orCode returning 

 call returns 
 (a BSI• the return code BSI_CARD_REMOVED

thrown, with BSIException.getErr
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BSI_CARD_REMOVED) or the return code BSI_NO_CARDSERVICE 
(a BSIException is thrown, with BSIException.getErrorCode
returning BSI_NO_CARDSERVICE). 

 

 
Verification and Reporting Scenario: 

se 1: If the gscBsiGcReadTag
 

1. Ca List() call returns the code 
BSI_BAD_AID, then print

List() called with the connected card 
 verified. 

: Test 16.5 Passed." 

: If the gscBsiGcReadTagList() call returns the code 
 then print 

 Supported." 

e 
ARDSERVICE, then 

print 

code. 

 
 
Test for s
 
e method  ACR. 

s

"gscBsiGcReadTag
removed has been
Status

 
Case 2
BSI_NO_CARDSERVICE,

"gscBsiGcReadTagList() is not supported. 
Status: Test 16.5 Not

 
Case 2: If the gscBsiGcReadTagList() call does not return th
code BSI_CARD_REMOVED or the code BSI_NO_C

"gscBsiGcReadTagList() called with the connected card 
removed returned an incorrect 
Status: Test 16.5 Failed." 

 A sertion 16.6 

is tested without fulfilling the applicableTh
 
In tantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiGcReadTagList(). 

 
 (P
re

 
3. (Pre) There exists a target container on the connected card 

with t

 
4. (Pre) Ensure that there is no authenticated session with the 

ta

PS, using 

 
5. (Pre) Print "Testing of Assertion 16.6

2. re) A card that claims conformance to the GSC-IS is in a 
ader c e hCard1606. , onnected with handl

he following properties:  
• the ACR for the gscBsiGcReadTagList() service has the 

value BSI_ACR_PIN 
 the value of the PIN is _PIN •
• the container is represented by the AID value == 

_goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

rget container: 
 

Make a gscBsiUtilReleaseContext() call to the S
• hCard == hCard1606 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

". 
 

6. Make a tagListArray1600 == gscBsiGcReadTagList() call to the 

C) or _goodCACAID1 (CAC) 
 

SPS, using 
• hCard == hCard1606 

SCAID1 (GS• AID == _goodG
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Verifica oti n Goal: 
he Expected Results:  
all returns 
he return code BSI_ACCESS_DENIED (a BSIException is 
thrown, with BSIException.getErrorCode returning BSI_ 
ACCESS_DENIED) or the return code BSI_NO_CARDSERVICE (a 

To verify t
1. The c

• t

th BSIException.getErrorCode 

 
Verifi

BSIException is thrown, wi
returning BSI_NO_CARDSERVICE). 

cation and Reporting Scenario: 
se 1: If the gscBsiGcReadTagList() call returns the cod1. Ca e 

BS

 
e 

BS
ted. 

 
siGcReadTagList() call does not return the 

eturned an incorrect code. 

I_ACCESS_DENIED, then: 
 

Perform Test for Assertion 9.16.6.1 using 
• hCard == hCard1606. 

 
Print 

"gscBsiGcReadTagList() called without fulfilling the 
applicable ACR has been verified. 
Status: Test 16.6 Passed." 

Case 2: If the gscBsiGcReadTagList() call returns the cod
I_NO_CARDSERVICE, then print 

t suppor"gscBsiGcReadTagList() is no
Status: Test 16.6 Not Supported." 

Case 3: If the gscB
code BSI_ACCESS_DENIED or the code BSI_NO_CARDSERVICE, then 
print 

"gscBsiGcReadTagList() called without fulfilling the 
applicable ACR r
Status: Test 16.6 Failed." 
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17. gscBs
 

ach Test

iGcReadValue() 

 
Starting State for E : 

uthenticator1700 with one element, 
 BSIAuthenticator1700.  This object 

• 
• k
• a

 
2. There is declared an array of bytes dValue1700. 

Tes
 
The me
 
Instanti i

1. There exists a Vector strctA
or objectthe BSIAuthenticat

has f ields 
accessMethodType == BSI_AM_PIN 
eyIDOrReference == _keyIDOrReference1 
uthValue == _goodAuthValue1. 

 
 

t for Assertion 17.1 

thod is tested using valid parameters. 

at on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gs
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard1701. 

3. (Pre) There exists a target container on the connected card 

vice has the value 

tingDvalue1701. 
 

4. (Pre) Print "Testing of Assertion 17.1

cBsiGcReadValue(). 

 

with the following properties:  
e() ser• the ACR for the gscBsiGcReadValu

BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by the AID value == 

_goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• the container contains a data item such that 

• the tag of the data item is == _existingTag1701 
 item is == _exis• the value of the data

". 
•  

5. (Pre) Establish an authenticated session with the target 
container on the card: 

 
Make a gscBsiUtilAcquireContext() call to the SPS, using 

• hCard == hCard1701 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• strctAuthenticator == strctAuthenticator1700. 

 
Case 1: If the gscBsiUtilAcquireContext() call returns the 
code BSI_OK, then continue with 6. 
 
Case 2: If gscBsiUtilAcquireContext() does not return the 
code BSI_OK, then print 

"A session cannot be established.  Assertion 17.1 of  
gscBsiGcReadValue() cannot be tested". 

End Test for Assertion 17.1. 
 

6. Make a dValue1700 == gscBsiGcReadValue() call to the SPS, 
using 
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• hCard == hCard1701 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• tag == _existingTag1701. 

Ver
 

ification Goal: 
ify the Expected Results:  To ver

1. The call returns 
ception is thrown) or the 

ception is thrown, 
g 

_existingDvalue1701. 

g Scenario

• the return code BSI_OK (no BSIEx
return code BSI_NO_CARDSERVICE (a BSIEx

 returninwith BSIException.getErrorCode
BSI_NO_CARDSERVICE). 

 
2. If the return code is BSI_OK, then dValue1700 == 

 
rification and ReportinVe : 

returns the code 

lue1700 == _existingDvalue1701, then print 
has been 

 Passed." 

t 
d parameters has not 

 
Cas  
BS N

 
Ca  he 
code B

"gsc

 
 
Test f
 
The meth
 
Instantiatio

1. Case 1: If the gscBsiGcReadValue() call 
BSI_OK, then: 

Case 1.1: If dVa
"gscBsiGcReadValue() called with valid parameters 
verified. 
Status: Test 17.1
 

Case 1.2: If dValue1700 /= _existingDvalue1701, then prin
"gscBsiGcReadValue() called with vali
been verified. 
Status: Test 17.1 Failed." 

e 2: If the gscBsiGcReadValue() call returns the code 
I_ O_CARDSERVICE, then print 
"gscBsiGcReadValue() is not supported. 
Status: Test 17.1 Not Supported." 

se 3 I: f the gscBsiGcReadValue() call does not return t
SI_OK or the code BSI_NO_CARDSERVICE, then print 
BsiGcReadValue() called with valid parameters returned 

an incorrect code. 
Status: Test 17.1 Failed." 

 or Assertion 17.2 

od i t andle. s ested using a bad h

n Scenario: 
Construct the Starting State for the testing of 1. (Pre) 

gs
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
re

 
3. (Pre) There exists a target container on the connected card 

with 
ice has the value 

• the value of the PIN is _PIN 

cBsiGcReadValue(). 

ader, connected with handle hCard1702. 

the following properties:  
dValue() serv• the ACR for the gscBsiGcRea

BSI_ACR_PIN 
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• the container is represented by the AID value == 
_goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

ns a data item whose tag is == 

 
4. (Pre) Print "Testing of Assertion 17.2

• the container contai
_existingTag1702. 

". 

ated session with the target 

Ma

D1 (CAC) 
== strctAuthenticator1700. 

returns the 
continue with 6. 

he 

En
 

6. Make a dValue1700 == gscBsiGcReadValue() call to the SPS, 
us

• 
• 

rifi

 
5. (Pre) Establish an authentic

card: container on the 
 

ke a gscBsiUtilAcquireContext() call to the SPS, using 
• hCard == hCard1702 
• AID == _goodGSCAID1 (GSC) or _goodCACAI
• strctAuthenticator 

 
Case 1: If the gscBsiUtilAcquireContext() call 
code BSI_OK, then 
 
Case 2: If gscBsiUtilAcquireContext() does not return t
code BSI_OK, then print 

"A session cannot be established.  Assertion 17.2 of 
gscBsiGcReadValue() cannot be tested". 
d Test for Assertion 17.2. 

ing 
• hCard /= hCard1702 

AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
tag == _existingTag1702. 

 
Ve cation Goal: 

ify the Expected Results:  
The

To ver
1. 

Exception is thrown, 
eturning BSI_BAD_HANDLE) 

s 

 
Verifica

 call returns 
a BSI• the return code BSI_BAD_HANDLE (

with BSIException.getErrorCode r
or the return code BSI_NO_CARDSERVICE (a BSIException i
thrown, with BSIException.getErrorCode returning 
BSI_NO_CARDSERVICE). 

tion and Reporting Scenario:
se 1: If the gscBsiGcReadVa

 
1. Ca lue() call returns the code 

BSI_BAD_HANDLE, then: 

 Assertion 9.17.2.1 using 

been 

 Passed." 

 

 
Perform Test for

• hCard == hCard1702. 
 
Print 

"gscBsiGcReadValue() called with a bad handle has 
verified. 
Status: Test 17.2

 
Case 2: If the gscBsiGcReadValue() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcReadValue() is not supported. 
Status: Test 17.2 Not Supported." 
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Ca  
code BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, then print 

 a bad handle returned an 

St
 
 
st for As

e ving established a 
a

 
Note: Until we encounter implementations that allow multiple 
simultaneous applications, I don't think we need to worry about this 
assertio
 
 
st for Ass

The meth
 
Instanti

se 2: If the gscBsiGcReadValue() call does not return the 

"gscBsiGcReadValue() called with
incorrect code. 
atus: Test 17.2 Failed." 

Te
 

sertion 17.3 

Th
tr

 method is tested with another application ha
nsaction lock. 

n. 

Te
 

ertion 17.4 

od is tested using a bad AID value. 

ation Scenario: 
re) Construct the Starting State for the testing of 
cBs

1. (P
gs

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

reader, connected with handle hCard1704. 

 
ties:  

he value 

IN 
iner is represented by the AID value == 

_goodCACAID1 (CAC) 
a data item whose tag is == 

 
4. (Pre)

value

n 17.4

iGcReadValue(). 

 
3. (Pre) There exists a target container on the connected card

wit  h the following proper
• the ACR for the gscBsiGcReadValue() service has t

BSI_ACR_PIN 
• the value of the PIN is _P
• the conta

_goodGSCAID1 (GSC) or 
 contains • the container

_existingTag1704 
• the value of the data item is == _existingDvalue1704. 

 There does not exist a container on the card with AID 
 == _badGSCAID (GSC) or _badCACAID (CAC). 

 
5. (Pre) Print "Testing of Assertio ". 

 
he SPS, using 

 
Ca reContext() call returns the 
code BSI_OK, then continue with 7. 

he 

 
6. (Pre) Establish an authenticated session with the target 

container on the card: 

Mak a ntext() call to te  gscBsiUtilAcquireCo
• hCard == hCard1704 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• strctAuthenticator == strctAuthenticator1700. 

se 1: If the gscBsiUtilAcqui

 
Case 2: If gscBsiUtilAcquireContext() does not return t
code BSI_OK, then print 
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"A session cannot be established.  Assertion 17.4 cannot 

7. 
us

1704 
r _badCACAID (CAC) 

• tag == _existingTag1704. 

be tested". 
End Test for Assertion 17.4. 

Make a dValue1700 == gscBsiGcReadValue() call to the SPS, 
 

ing 
• hCard == hCard
• AID == _badGSCAID (GSC) o

 
Verification Goal: 
To verify the Expected Results:  

rn code BSI_BAD_AID (a BSIException is thrown, 
with BSIException.getErrorCode returning BSI_BAD_AID) or 

 is 

BSI_NO_CARDSERVICE). 

g Scenario

1. The call returns 
• the retu

the return code BSI_NO_CARDSERVICE (a BSIException
thrown, with BSIException.getErrorCode returning 

 
Verification and Reportin : 

siGcReadValue() call returns the code 
BSI_BAD_AID, then: 

Perform Test for Assertion 9.17.4.1 using 
Card1704. 

gscBsiGcReadValue() called with a bad AID value has been 

St
 

Ca   the 
code BSI_BAD_AID or the code BSI_NO_CARDSERVICE, then print 

ned an 
n

Tes

e

s

1. Case 1: If the gscB

 

• hCard == h
 
Print 

"
verified." 
Status: Test 17.4 Passed." 

 
Case 2: If the gscBsiGcReadValue() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcReadValue() is not supported. 
atus: Test 17.4 Not Supported." 

se 3: If the gscBsiGcReadValue() call does not return

"gscBsiGcReadValue() called with a bad AID value retur
i correct code. 
Status: Test 17.4 Failed." 

 
 

t for Assertion 17.5 
 
Th  method is tested using a bad tag. 
 
In tantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiGcReadValue(). 

 
2. (P

reader
 

3. (Pre) There exists a target container on the connected card 
with the following properties:  

re) c formance to the GSC-IS is in a A ard that claims con
, connected with handle hCard1705. 
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• the ACR for the gscBsiGcReadValue() service has the value
BSI_ACR_PIN 

 

• 
ag1705. 

4. (Pre) Print "Testing of Assertion 17.5

• the value of the PIN is _PIN 
• the container is represented by the AID value == 

_goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
the container does not contain a data item for which the 
tag == _newT

 
". 

 
5. (Pre) Establish an authenticated session with the target 

co a
 

PS, using 

= _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
== strctAuthenticator1700. 

 
co
 
Cas
cod

"A session cannot be established.  Assertion 17.5 cannot 

 
6. Make a dValue1700 == gscBsiGcReadValue() call to the SPS, 

AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
== _newTag1705. 

 
Verificatio

nt iner on the card: 

Make a gscBsiUtilAcquireCont
• hCard == hCard1705 

ext() call to the S

• AID =
• strctAuthenticator 

 
Case 1: If the gscBsiUtilAcquireContext() call returns the
de BSI_OK, then continue with 6. 

e 2: If gscBsiUtilAcquireContext() does not return the 
e BSI_OK, then print 

be tested". 
End Test for Assertion 17.5. 

using 
• h rCa d == hCard1705 
• 
• tag 

n Goal: 
To verify t

1. The c
, 
) or 

 BSIException is 
e returning 

Verifi

he Expected Results:  
all returns 

• the return code BSI_BAD_TAG (a BSIException is thrown
with BSIException.getErrorCode returning BSI_BAD_TAG
the return code BSI_NO_CARDSERVICE (a

rorCodthrown, with BSIException.getEr
BSI_NO_CARDSERVICE). 

 
cation and Reporting Scenario: 
Cas1. 
BS
 

9.17.5.1 using 
• hCard == hCard1705. 

with a bad tag has been 

7.5 Passed." 

e 
en print 

"gscBsiGcReadValue() is not supported. 

e 1: If the gscBsiGcReadValue() call returns the code 
I_BAD_TAG, then: 

Perform Test for Assertion 

 
Print 

"gscBsiGcReadValue() called 
verified. 
Status: Test 1

 
Case 2: If the gscBsiGcReadValue() call returns the cod
BSI_NO_CARDSERVICE, th
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Status: Test 17.5 Not Supported." 

Case 2:
 

 If the gscBsiGcReadValue() call does not return the 

th a bad tag returned an 

Sta
 
 
Test for s
 
The method 

s

code BSI_BAD_TAG or the code BSI_NO_CARDSERVICE, then print 
"gscBsiGcReadValue() called wi
incorrect code. 

tus: Test 17.5 Failed." 

A sertion 17.6 

is tested with a removed card. 
 
In tantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 

 

re
 

3. (Pre) There exists a target container on the connected card 
with t

• the ACR for the gscBsiGcReadValue() service has the value 

he AID value == 

• 
 

4. (Pre) Print "Testing of Assertion 17.6

gscBsiGcReadValue(). 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
ader, connected with handle hCard1706. 

he following properties:  

BSI_ACR_PIN 
• the value of the PIN is _PIN 
 the container is represented by t•
_goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

• the container contains a data item whose tag is == 
_existingTag1706 
the value of the data item is == _existingDvalue1706. 

". 

 
using 

6 
= _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

== strctAuthenticator1700. 

 

 
Cas
cod

"A session cannot be established.  Assertion 17.6 of  
be tested". 

 
6. (Pre) Remove the connected card from the reader. 

 
7. Make a dValue1700 == gscBsiGcReadValue() call to the SPS, 

us g
d == hCard1706 
== _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

• tag == _existingTag1706. 

 
5. (Pre) Establish an authenticated session with the target 

con at iner on the card: 

Make a gscBsiUtilAcquir
• hCard == hCard170

eContext() call to the SPS, 

• AID =
• strctAuthenticator 

 
Case 1: If the gscBsiUtilAcquireContext() call returns the
code BSI_OK, then continue with 6. 

e 2: If gscBsiUtilAcquireContext() does not return the 
e BSI_OK, then print 

gscBsiGcReadValue() cannot 
End Test for Assertion 17.6. 

in  
• hCar
• AID 
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Verification Goal: 
To verify t

1. The call returns 

getErrorCode returning 
BSI_NO_CARDSERVICE 

BSIException.getErrorCode 

 
Verifi

he Expected Results:  

• the return code BSI_CARD_REMOVED (a BSIException is 
thrown, with BSIException.
BSI_CARD_REMOVED) or the return code 
(a BSIException is thrown, with 

 returning BSI_NO_CARDSERVICE).

cation and Reporting Scenario: 
Ca1. 
BSI_CARD_REMOVED, then print 

with the connected card removed 
has been verified. 

: If the gscBsiGcReadValue() call returns the code 

6 Not Supported." 

n the 
code BSI_CARD_REMOVED or the code BSI_NO_CARDSERVICE, then 

nnected card removed 
returned an incorrect code. 

 
 
Test for As
 
The meth  
 
Instanti i

se 1: If the gscBsiGcReadValue() call returns the code 

"gscBsiGcReadValue() called 

Status: Test 17.6 Passed." 
 

Case 2
BSI_NO_CARDSERVICE, then print 

"gscBsiGcReadValue() is not supported. 
Status: Test 17.

 
Case 3: If the gscBsiGcReadValue() call does not retur

print 
"gscBsiGcReadValue() called with the co

Status: Test 17.6 Failed." 

sertion 17.7 

od is tested without fulfilling the applicable ACR. 

at on Scenario: 
 Construct the Starting State for the testing of 1. (Pre)

gs s

e GSC-IS is in a 

d 
rties:  

ue 

• t
• t

_

_existingDvalue1701. 
 

4. (Pre) Ensure that there is no authenticated session with the 
ta

 
the SPS, using 

cB iGcReadValue(). 
 

2. (Pre) A card that claims conformance to th
reader, connected with handle hCard1707. 

 
3. (Pre) There exists a target container on the connected car

with the following prope
• the ACR for the gscBsiGcReadValue() service has the val

BSI_ACR_PIN 
he value of the PIN is _PIN 
he container is represented by the AID value == 
goodGSCAID1 (GSC) or _goodCACAID1 (CAC)) 

• the container contains a data item whose tag is == 
_existingTag1707 

 the value of the data item is == •

rget container: 

xt() call to Make a gscBsiUtilReleaseConte
• hCard == hCard1707 
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• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

5. (Pre) Print "Testing of Assertion 17.7
 

". 

6. Make a dValue1700 == gscBsiGcReadValue() call to the SPS, 
us g

 
• 

 

in  
• hCard == hCard1707 

or _goodCACAID1 (CAC) • AID == _goodGSCAID1 (GSC) 
tag == _existingTag1707. 

 
Verification Goal: 
To verify the Expected Results:  

1. The c all returns 
the return code BSI_ACCESS_DENIED (a BSIException is 
thrown, with BSIException.getErrorCode returning 
BSI_ACCESS_DENIED) or the return code BSI_NO_CARDSERVICE 
(a BSIException is thrown, with BSIException.getErrorCode 
returning BSI_NO_CARDSERVICE). 

• 

 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiGcReadValue() call returns the code 
BSI_ACCESS_DENIED, then: 
 

.17.7.1 using 

ulfilling the 

 
Ca lue() call does not return the 
code BSI_ACCESS_DENIED or the code BSI_NO_CARDSERVICE, then: 

 

7.7 Failed." 

Perform Test for Assertion 9
• hCard == hCard1707. 

 
Print 

"gscBsiGcReadValue() called without f
. applicable ACR has been verified

Status: Test 17.7 Passed." 
 

Case 2: If the gscBsiGcReadValue() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcReadValue() is not supported. 
Status: Test 17.7 Not Supported." 

se 3: If the gscBsiGcReadVa

 
Print 

"gscBsiGcReadValue() called without fulfilling the
applicable ACR returned an incorrect code. 
Status: Test 1
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18. gscBs
 
 
arting St

iGcUpdateValue() 

St ate for Each Test: 
1. There exists a Vector strctAuthenticator1800 with one element,

the BSIAuthenticator object BSIAuthenticator1800.  This objec
has fields 

 
t 

• a

1800. 

s
 
The method is tested using valid parameters. 
 
Instanti i

• accessMethodType == BSI_AM_PIN 
• keyIDOrReference == _keyIDOrReference1 

uthValue == _goodAuthValue1. 
 

2. There is declared an array of bytes dValue
 
Te t for Assertion 18.1 

at on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

Value(). 

formance to the GSC-IS service is 

 
3. (Pre)

with 
• t

N 

s a data item for which 

 
4. (Pre) Print "Testing of Assertion 18.1

gscBsiGcUpdate
 

 claims con2. (Pre) A card that
in  a reader, connected with handle hCard1801. 

 There exists a target container on the connected card 
the following properties:  
he ACR for the gscBsiGcUpdateValue() service has the 
value BSI_ACR_PIN 

• the value of the PIN is _PI
• the container is represented by the AID value == 

_goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• the container contain

• the tag == _existingTag1801 
gDvalue1801. • the value == existin

". 
 

5. (Pre) Establish an authenticated session with the target 
conta

 
g 

CACAID1 (CAC) 
icator1800. 

 

 

End Test for Assertion 18.1. 
 

6. Make a gscBsiGcUpdateValue() call to the SPS, using 
• hCard == hCard1801 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

iner on the card: 

Make a gscBsiUtilAcquireContext() call to the SPS, usin
• hCard == hCard1801 
• AID == _goodGSCAID1 (GSC) or _good

uthent• strctAuthenticator == strctA
 

Case 1: If the gscBsiUtilAcquireContext() call returns the
code BSI_OK, then continue with 6. 
 
Case 2: If gscBsiUtilAcquireContext() does not return the 
code BSI_OK, then print 

"A session cannot be established.  Assertion 18.1 of
t be tested". gscBsiGcUpdateValue() canno
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• tag == _existingTag1801 
• dValue == _newDvalue1801. 

 
Verification Goal: 
To 

1. 
urn code BSI_OK (no BSIException is thrown) or the 

(a BSIException is thrown, 
g 

in the target 
ow has the 

1. 

er structure of the 

lue(). 
 
rifi nario

verify the Expected Results:  
The call returns 

• the ret
return code BSI_NO_CARDSERVICE 
with BSIException.getErrorCode returnin
BSI_NO_CARDSERVICE). 

 
2. If the return code is BSI_OK, then the data item 

container for which the tag == _existingTag1801 n
value _newDvalue180

 
3. No other changes are made to the contain

connected card. 
 
Perform this verification by issuing a call to gscBsiGcReadVa

cation and Reporting SceVe : 

 

or _goodCACAID1 (CAC) 

 
s 

then: 

s has 

e() found that the data item had been 

 
Case

 

s 

t 

" 

any code 

1. Case 1: If the gscBsiGcUpdateValue() call returns the code 
BSI_OK, then verify that that the specified data item now has 
the value _newDvalue1801. 

   
Make a dValue1800 = gscBsiGcReadValue() call to the SPS, 
using 

• hCard == hCard1801 
• AID == _goodGSCAID1 (GSC) 
• tag == _existingTag1801. 

Case 1.1: If the gscBsiGcReadValue() call return
• the code BSI_OK 
• dValue1800 == _newDvalue1801 

 
Print 

"gscBsiGcUpdateValue() called with valid parameter
been verified because a subsequent call to 
gscBsiGcReadValu
correctly updated. 

sed." Status: Test 18.1 Pas

 1.2: If the gscBsiGcReadValue() call returns 
• the code BSI_OK 
• dValue1800 /= _newDvalue1801 

then: 

Print 
"gscBsiGcUpdateValue() called with valid parameters ha
not been verified because a subsequent call to 
gscBsiGcReadValue() found that the data item was no
updated correctly. 
Status: Test 18.1 Failed.

 
Case 1.3: iGcReadValue() call returns  If the gscBs
other than 
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• BSI_OK 
then: 

 

iGcUpdateValue() called with valid parameters has 
cause a subsequent call to 
was ambiguous. 

 
Case 
BSI_N

"gscBsiGcUpdateValue() is not supported. 

 
 

 BSI_NO_CARDSERVICE, then: 

UpdateValue() with valid parameters returned 

Tes
 

e handle. 

Instanti

Print 
"gscBs
not been verified be

adValue() gscBsiGcRe
Status: Test 18.1 Undetermined." 

2: If the gscBsiGcUpdateValue() call returns the code 
O_CARDSERVICE, then print 

Status: Test 18.1 Not Supported." 

Case 3: If the gscBsiGcUpdateValue() call does not return the
code BSI_OK or the code

 
Print 

"gscBsiGc
an incorrect code. 
Status: Test 18.1 Failed." 

 
 

t for Assertion 18.2 

thod is tested using a bad The m
 

ation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsi
 

2. (Pre) A card that claims conformance to the GSC-IS service is 
in

 
3. (Pre) There exists a target container on the connected card 

wi
ACR for the gscBsiGcUpdateValue() service has the 

BSI_ACR_PIN 
• 
• th

_g
• th

•  
• 1802. 

4. (P

GcUpdateValue(). 

 a reader, connected with handle hCard1802. 

th the 
• the 

following properties:  

value 
the value of the PIN is _PIN 
e container is represented by the AID value == 
oodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
e container contains a data item for which 
 the tag == _existingTag1802
 the value == existingDvalue

 
re) i ssertion 18.2Pr nt "Testing of A ". 

 
5. (Pre) Establish an authenticated session with the target 

container on the card: 

Ma
•
•
•

 
Case ontext() call returns the 
code BSI_OK, then continue with 6. 

 
ke a gscBsiUtilAcquireContext() call to the SPS, using 

 hCard == hCard1802 
 AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
 strctAuthenticator == strctAuthenticator1800. 

1: If the gscBsiUtilAcquireC
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Case 2: If gscBsiUtilAcquireContext() does not return the 
code BSI_OK, then print 

cannot be established.  Assertion 18.2 of 

End Test for Assertion 18.2. 
 
6. Make a 

• hC
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

 
Verifica

"A session 
gscBsiGcUpdateValue() cannot be tested". 

gscBsiGcUpdateValue() call to the SPS, using 
hCard1802 ard /= 

• tag == _existingTag1802 
• dValue == _newDvalue1802. 

tion Goal: 
To verif

1. The call returns 

BAD_HANDLE) 
or the return code BSI_NO_CARDSERVICE (a BSIException is 

BS
 

2. No changes are made to the container structure of the 
connected card. 

 by issuing a call to gscBsiGcReadValue(). 

y the Expected Results:  

• the return code BSI_BAD_HANDLE (a BSIException is thrown, 
with BSIException.getErrorCode returning BSI_

thrown, with BSIException.getErrorCode returning 
I_NO_CARDSERVICE). 

 
Perform this verification
 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiGcUpdateValue() call returns the code 
BSI_BAD_HANDLE, then: 

• hCard == hCard1802. 

container was not changed: 
   

 

) or _goodCACAID1 (CAC) 

 
rns 

02 
t

 a bad handle has 
 call to 

 

t

 
Perform Test for Assertion 9.18.2.1 using 

 
Verify that that the specified data value in the target 

 
Make a dValue1800 = gscBsiGcReadValue() call to the SPS,
using 

• hCard == hCard1802 
• AID == _goodGSCAID1 (GSC
• tag == _existingTag1802. 

Case 1.1: If the gscBsiGcReadValue() call retu
• the code BSI_OK 
• dValue1800 == _existingDvalue18

hen print 
"gscBsiGcUpdateValue() called with
been verified because a subsequent
gscBsiGcReadValue() found the original data item. 
Status: Test 18.2 Passed." 

Case 1.2: If the gscBsiGcReadValue() call returns 
• the code BSI_OK 
• dValue1800 /= _existingDvalue1802 

hen print 
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"gscBsiGcUpdateValue() called with a bad handle has not 
been verified because a subsequent call to 
gscBsiGcReadValue() found that the data value had been 

 
urn 

then print  
le has not 

ause a subsequent call to 

 
Cas  ue() call returns the code 

VICE, then print 
 not supported. 
ported." 

 
Cas  
code BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, then print 

"gs
inc
Sta " 

 
st f  

updated or otherwise changed. 
Status: Test 18.2 Failed." 

Case 1.3: If the gscBsiGcReadValue() call does not ret
the code 

• BSI_OK 

"gscBsiGcUpdateValue() called with a bad hand
been verified bec
gscBsiGcReadValue() was ambiguous. 

termined." Status: Test 18.2 Unde

e 2: If the gscBsiGcUpdateVal
BSI_NO_CARDSER

"gscBsiGcUpdateValue() is
.2 Not SupStatus: Test 18

e 3: If the gscBsiGcUpdateValue() call does not return the 

cBsiGcUpdateValue() called with a bad handle returned an 
orrect code. 
tus: Test 18.2 Failed.

 

Te or Assertion 18.3
 
e method is tested using a bad AID value. Th

 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiGcUpdateValue(). 

 
2. (Pre) A card that claims conformance to the GSC-IS service is 

in a reader, connected with handle hCard1803. 
 

3. (Pre) There exists a target container on the connected card 
with the following properties:  

• 

• IN 
• the

_g
• the container contains a data item for which 

 
4. (Pre) There does not exist a container on the connected card 

with 
 

5. (Pre) P

the ACR for the gscBsiGcUpdateValue() service has the 
value BSI_ACR_PIN 
the a v lue of the PIN is _P

 container is represented by the AID value == 
ID1 (CAC) oodGSCAID1 (GSC) or _goodCACA

• the tag == _existingTag1803 
• e ngDvalue1803. th  value == existi

AID value == _badGSCAID (GSC) or _badCACAID (CAC). 

rint "Testing of Assertion 18.3". 
 

6. (Pre) Establish an authenticated session with the target 
conta

 
iner on the card: 
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Make a gscBsiUtilAcquireContext() call to the SPS, using 

goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

 
Case 
code 
 
Case 2
co

not be established.  Assertion 18.3 of 
gscBsiGcUpdateValue() cannot be tested". 

End Test for Assertion 18.3. 
 
7. Make a gscBsiGcUpdateValue() call to the SPS, using 

• hC
• AID == _badGSCAID (GSC) or _badCACAID (CAC) 

 
Verifica

• 
• AID == _
•

hCard == hCard1803 

 strctAuthenticator == strctAuthenticator1800. 

1: If the gscBsiUtilAcquireContext() call returns the 
BSI_OK, then continue with 7. 

: If gscBsiUtilAcquireContext() does not return the 
de BSI_OK, then print 
"A session can

ard == hCard1803 

• tag == _existingTag1803 
• dValue == _newDvalue1803. 

tion Goal: 
To verif

1. The call returns 

n.getErrorCode returning 

 to the container structure of the 

o gscBsiGcReadValue(). 

g Scenario

y the Expected Results:  

• the return code BSI_BAD_AID (a BSIException is thrown, 
with BSIException.getErrorCode returning BSI_BAD_AID) or 
the return code BSI_NO_CARDSERVICE (a BSIException is 

own, with Bthr SIExceptio
BSI_NO_CARDSERVICE). 

 
2. No changes are made

connected card. 
 
Perform this verification by issuing a call t
 
Verification and Reportin : 

ode 

 

    

AC) 

 
C call returns 

e has 
 call to 
inal data item. 

1. Case 1: If the gscBsiGcUpdateValue() call returns the c
BSI_BAD_AID, then: 

Perform Test for Assertion 9.18.3.1 using 
• hCard == hCard1803. 

 
Verify that that the specified data value in the target 
container was not changed: 

Make a dValue1800 = gscBsiGcReadValue() call to the SPS, 
using 

• hCard == hCard1803 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (C
• tag == _existingTag1803. 

ase 1.1: If the gscBsiGcReadValue() 
• the code BSI_OK 
• dValue1800 == existingDvalue1803 

then print 
"gscBsiGcUpdateValue() called with a bad AID valu
been verified because a subsequent
gscBsiGcReadValue() found the orig
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Status: Test 18.3 Passed." 

cBsiGcReadValue() call returns 

t
 has 

 
n 

lled with a bad AID value has 
not been verified because a subsequent call to 

 
Ca   the code 
BS N

"gscBsiGcUpdateValue() is not supported. 
t 18.3 Not Supported." 

eValue() call does not return the 

g
an 
Sta

 

s
 
e me th another application having established a 

ns that allow multiple 
is 

ass
 
 
Test for
 
The meth
 

nti

 
Case 1.2: If the gs

• the code BSI_OK 
• dValue1800 /= existingDvalue1803 

hen print 
"gscBsiGcUpdateValue() called with a bad AID value
not been verified because a subsequent call to 
gscBsiGcReadValue() found that the data value had been 
updated or otherwise changed. 
Status: Test 18.3 Failed." 

Case 1.3: If the gscBsiGcReadValue() call does not retur
the code 

• BSI_OK 
then print  

"gscBsiGcUpdateValue() ca

gscBsiGcReadValue() was ambiguous. 
 Undetermined." Status: Test 18.3

se 2: If the gscBsiGcUpdateValue() call returns
I_ O_CARDSERVICE, then print 

Status: Tes
 

cBsiGcUpdatCase 3: If the gs
cod  e BSI_BAD_AID or the code BSI_NO_CARDSERVICE, then print 

" scBsiGcUpdateValue() called with a bad AID value returned 
incorrect code. 
tus: Test 18.3 Failed." 

 
Te t for Assertion 18.4 

thod is tested wiTh
transaction lock. 
 
Note: Until we encounter implementatio
simultaneous applications, I don't think we need to worry about th

ertion. 

 Ass ter ion 18.5 

od is tested using a bad parameter. 

ation ScenarioInsta : 
1. (Pre)

gscBs
 

2. (Pre) A card that claims conformance to the GSC-IS service is 
in a rea

3. (Pre) There exists a target container on the connected card 
with 

 Construct the Starting State for the testing of 
iGcUpdateValue(). 

der, connected with handle hCard1805. 
 

the o es:   f llowing properti
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• the ACR for the gscBsiGcUpdateValue() service has the 

• th
• the container is represented by the AID value == 

_g

4. (Pre) Print "Testing of Assertion 18.5

value BSI_ACR_PIN 
e value of the PIN is _PIN 

AID1 (GSC) or _goodCACAID1 (CAC). oodGSC
 

". 
 

5. (Pre) Establish an authenticated session with the target 
containe

 
Make 

•
•
• henticator1800. 

 
Case 1
co
 
Cas UtilAcquireContext() does not return the 
code BSI_OK, then print 

"A
gs

End T
 
6. Make a gscBsiGcUpdateValue() call to the SPS, using 

r _goodCACAID1 (CAC) 

rifi

r on the card: 

a gscBsiUtilAcquireContext() call to the SPS, using 
 hCard == hCard1805 
 AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

Authenticator == strctAut strct

: If the gscBsiUtilAcquireContext() call returns the 
de BSI_OK, then continue with 7. 

e 2: If gscBsi

 session cannot be established.  Assertion 18.5 of 
cBsiGcUpdateValue() cannot be tested". 

r Assertion 18.5. est fo

• hCard == hCard1805 
• AID == _goodGSCAID1 (GSC) o
• tag == _invalidTag 
• dValue == _newDvalue1805. 

 
Ve cation Goal: 

ify the Expected Results:  To ver
1. Th

rCode returning BSI_BAD_PARAM) 
or the return code BSI_NO_CARDSERVICE (a BSIException is 

RVICE). 

e call returns 
• the return code BSI_BAD_PARAM (a BSIException is thrown, 

with BSIException.getErro

thrown, with BSIException.getErrorCode returning 
BSI_NO_CARDSE

 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiGcUpdateValue() call returns the code 
BSI_BAD_PARAM, then: 

• hCard == hCard1805. 

ateValue() called using a bad parameter has 

siGcUpdateValue() call returns the code 

) is not supported. 

 

 
Perform Test for Assertion 9.18.5.1 using 

 
Print 
"gscBsiGcUpd
been verified. 
Status: Test 18.5 Passed." 

 
Case 2: If the gscB
BSI_NO_CARDSERVICE, then print 

"gscBsiGcUpdateValue(
Status: Test 18.5 Not Supported." 
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Case 3: If the gscBsiGcUpdateValue() call does not return the 
code BSI_BAD_PARAM or the code BSI_NO_CARDSERVICE, then print 

"gscBsiGcUpdateValue() called with a bad parameter returned 

 
 
Test for s
 
The method 

s

an incorrect code. 
Status: Test 18.5 Failed." 

 A sertion 18.6 

is tested using a bad tag. 
 
In tantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 

 

in
 

3. (Pre) There exists a target container on the connected card 
with t

• the ACR for the gscBsiGcUpdateValue() service has the 

he AID value == 

 

 
4. (P

gscBsiGcUpdateValue(). 

2. (Pre) A card that claims conformance to the GSC-IS service is 
 a reader, connected with handle hCard1806. 

he following properties:  

value BSI_ACR_PIN 
• the value of the PIN is _PIN 
 the container is represented by t•
_goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

• the container does not contain a data item for which the
tag == _newTag1806. 

n 18.6re) Print "Testing of Assertio ". 
 

get 

 
using 

C) or _goodCACAID1 (CAC) 
Authenticator == strctAuthenticator1800. 

AcquireContext() call returns the 

Cas
cod

"A session cannot be established.  Assertion 18.6 of 
gscBsiGcUpdateValue() cannot be tested". 

6 
1 (CAC) 

• dValue == _newDvalue1806. 

Verificatio

5. (Pre) Establish an authenticated session with the tar
con at iner on the card: 

Make a gscBsiUtilAcquireContext() call to the SPS, 
• hCard == hCard1806 
• AID == _goodGSCAID1 (GS
• strct

 
gscBsiUtilCase 1: If the 

code BSI_OK, then continue with 6. 
 

e 2: If gscBsiUtilAcquireContext() does not return the 
e BSI_OK, then print 

End Test for Assertion 18.6. 
 
6. Make a gscBsiGcUpdateValue() call to the SPS, using 

• hCard == hCard180
• AID == _goodGSCAID1 (GSC) or _goodCACAID
• t  ag == _newTag1806 

 
n Goal: 
 Expected Results:  To verify the

1. The call returns 
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• the return code BSI_BAD_TAG (a BSIException is thrown, 
with BSIException.getErrorCode returning BSI_BAD_TAG) 
the return code BSI_NO_CAR

or 
DSERVICE (a BSIException is 

returning 

2. 

 
Perform this verification by issuing a call to gscBsiGcReadValue(). 

rification and Reporting Scenario

thrown, with BSIException.getErrorCode 
BSI_NO_CARDSERVICE). 

 
No changes are made to the container structure of the 
connected card. 

 
Ve : 

8.6.1 using 

was not 

  

• hCard == hCard1806 

 

s not 

 

the 

 

t 

mined." 
 

 code 
BS N

g

1. Case 1: If the gscBsiGcUpdateValue() call returns the code 
BSI_BAD_TAG, then: 

 
Perform Test for Assertion 9.1

• hCard == hCard1806. 
 
Verify that that a data item with the specified tag 
created: 

  
Make a dValue1800 = gscBsiGcReadValue() call to the SPS, 
using 

• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• tag == _newTag1806. 

Case 1.1: If the gscBsiGcReadValue() call returns 
• the code BSI_OK 

then print 
"gscBsiGcUpdateValue() called with a bad tag ha
been verified because a subsequent call to 
gscBsiGcReadValue() found a data item with the 
specified tag. 
Status: Test 18.6 Failed." 

 
Case 1.2: If the gscBsiGcReadValue() call returns 

• the code BSI_BAD_TAG 
then print 

"gscBsiGcUpdateValue() called with a bad tag has been
bsequent call to verified because a su

gscBsiGcReadValue() did not find a data item with 
specified tag. 
Status: Test 18.6 Passed." 

 
Case 1.3: If the gscBsiGcReadValue() call does not return
the code 

• BSI_OK or BSI_BAD_TAG 
then print  

"gscBsiGcUpdateValue() called with a bad tag has no
been verified because a subsequent call to 

mbiguous. gscBsiGcReadValue() was a
Status: Test 18.6 Undeter

Cas  pdateValue() call returns thee 2: If the gscBsiGcU
I_ O_CARDSERVICE, then print 
" scBsiGcUpdateValue() is not supported. 
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Status: Test 18.6 Not Supported." 
 

Case 
AG or the code BSI_NO_CARDSERVICE, then print 

lled with a bad tag returned an 

 
 
Test for As
 
e method  that has been removed. 

Ins

3: If the gscBsiGcUpdateValue() call does not return the 
code BSI_BAD_T

"gscBsiGcUpdateValue() ca
 incorrect code.

Status: Test 18.6 Failed." 

sertion 18.7 

is tested using a cardTh
 

tantiation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

ance to the GSC-IS service is 

 
  target container on the connected card 
wi

rvice has the 

CAID1 (GSC) or _goodCACAID1 (CAC) 
• 

 
4. (Pre) Pr

gscBsiGcUpdateValue(). 
 

2. (Pre) A card that claims conform
in a reader, connected with handle hCard1807. 

(Pre) There exists a3.
th the following properties:  
• t  UpdateValue() sehe ACR for the gscBsiGc

value BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by the AID value == 

_goodGS
the container contains a data item for which the tag == 
_existingTag1807. 

int "Testing of Assertion 18.7". 
 

5. (Pre) Establish an authenticated session with the target 
conta

 
Make a gscBsiUtilAcquireContext() call to the SPS, using 

•
•

 
Case ontext() call returns the 
code BSI_OK, then continue with 6. 
 
Ca  the 
co

gs
End T

 
6. (Pre) Remove the connected card from the receiver. 
 
7. Make 

• 
• _goodCACAID1 (CAC) 
• 
• wDvalue1807. 

 

iner on the card: 

• hCard == hCard1807 
 AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
 strctAuthenticator == strctAuthenticator1800. 

1: If the gscBsiUtilAcquireC

se 2 I ntext() does not return: f gscBsiUtilAcquireCo
hen print de BSI_OK, t

"A session cannot be established.  Assertion 18.7 of 
cBsiGcUpdateValue() cannot be tested". 
est for Assertion 18.7. 

a gscBsiGcUpdateValue() call to the SPS, using 
hCard == hCard1807 
AID = =  _goodGSCAID1 (GSC) or 

tingTag1807 tag == _exis
dValue == _ne
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Verification Goal: 
 Expected Results:  
l returns 

To verify the
1. The cal

• the return code BSI_CARD_REMOVED (a BSIException is 

E 
 with BSIException.getErrorCode 

 
rifi  and Reporting Scenario

thrown, with BSIException.getErrorCode returning 
BSI_CARD_REMOVED) or the return code BSI_NO_CARDSERVIC
(a BSIException is thrown,
returning BSI_NO_CARDSERVICE). 

Ve cation : 
1. 

d 

 then print 
"gscBsiGcUpdateValue() is not supported. 

siGcReadValue() call does not return the 
hen 

"gscBsiGcUpdateValue() called with the connected card 

Tes
 
The method is tested without fulfilling the applicable ACR. 
 
Instanti i

Case 1: If the gscBsiGcUpdateValue() call returns the code 
BSI_CARD_REMOVED, then print 

"gscBsiGcReadValue() called with the connected card remove
en verifiedhas be . 

Status: Test 18.7 Passed." 
 

Case 2: If the gscBsiGcUpdateValue() call returns the code 
BSI_NO_CARDSERVICE,

Status: Test 18.7 Not Supported." 
 

Case 3: If the gscB
code BSI_CARD_REMOVED or the code BSI_NO_CARDSERVICE, t
print 

removed returned an incorrect code. 
Status: Test 18.7 Failed." 

 
 

t for Assertion 18.8 

at on Scenario: 
 Construct the Starting State for the testing of 1. (Pre)

gs s
 

2. (Pre) A card that claims conformance to the GSC-IS service is 
08. 

d 

BsiGcUpdateValue() service has the 

• t
_

• t

 
4. (Pre) Ensure that there is no authenticated session with the 

ta
 

Make a gscBsiUtilReleaseContext() call to the SPS, using 

) or _goodCACAID1 (CAC). 

cB iGcUpdateValue(). 

in a reader, connected with handle hCard18
 

3. (Pre) There exists a target container on the connected car
with the following properties:  

• the ACR for the gsc
value BSI_ACR_PIN 

• the value of the PIN is _PIN 
he container is represented by the AID value == 
goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
he container contains a data item for which 
• the tag == _existingTag1808 
• the value == existingDvalue1808. 

rget container: 

• hCard == hCard1808 
• AID == _goodGSCAID1 (GSC
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5. (Pre) Print "Testing of Assertion 18.8". 
 
6. Make a gscBsiGcUpdateValue() call to the SPS, using 

• hCard == hCard1808 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• tag == _existingTag1808 
• dValue == _newDvalue1808. 

 
Verification Goal: 
To verify the Expected Results:  

1. The call returns 
 • the return code BSI_ACCESS_DENIED (a BSIException is 
thrown, with BSIException.getErrorCode returning 
BSI_ACCESS_DENIED) or the return code BSI_NO_CARDSERVICE 
(a BSIException is thrown, with BSIException.getErrorCode 
returning BSI_NO_CARDSERVICE). 

 
2. No changes are made to the container structure of the 

 
Perfor
 
Verifica

connected card. 

m this verification by issuing a call to gscBsiGcReadValue(). 

tion and Reporting Scenario:
se 1: If the gscBsiGcUpdateV

 
1. Ca alue() call returns the code 

 

    
eContext() call to the SPS, 

using 
== hCard1808 
 _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

800. 

f the gscBsiUtilAcquireContext() call 

800 = gscBsiGcReadValue() call to the 

odCACAID1 (CAC) 

 
s 

tingDvalue1808 

ling 
d because a 

BSI_ACCESS_DENIED, then: 

Perform Test for Assertion 9.18.8.1 using 
• hCard == hCard1808. 

 
Verify that that the specified data value in the target 
container was not changed: 
 

Establish an authenticated session with the target 
container: 

Make a gscBsiUtilAcquir

• hCard 
• AID ==
• strctAuthenticator == strctAuthenticator1

 
Case 1.1: I
returns the code BSI_OK, then 

 
Make a dValue1
SPS, using 
• hCard == hCard1808 
• AID == _goodGSCAID1 (GSC) or _go
• tag == _existingTag1808. 

Case 1.1.1: If the gscBsiGcReadValue() call return
• the code BSI_OK 
• dValue1800 == _exis

then print 
"gscBsiGcDataUpdate() called without fulfil
the applicable ACR has been verifie
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subsequent call to gscBsiGcReadValue() 
tem had not b

indicated 
een updated. 

se a 

anged. 

 does not 

) called without fulfilling 
e applicable ACR has not been verified because a 

to gscBsiGcReadValue() was 

 

Update cannot be 

 supported. 

 
ateValue() call does not return the 

code BSI_ACCESS_DENIED or the code BSI_NO_CARDSERVICE, then 
pr

s ed without fulfilling the 

 
 
Test for As

ethod is
 
Instantiation

that the specified data i
Status: Test 18.8 Passed." 

 
Case 1.1.2: If the gscBsiGcReadValue() call returns 

• the code BSI_OK 
• dValue1800 /= _existingDvalue1808 

then print  
ate() called without fulfilling "gscBsiGcDataUpd

the applicable ACR has not been verified becau
subsequent call to gscBsiGcReadValue() indicated 
that the data item had been ch
Status: Test 18.8 Failed." 

 
the gscBsiGcReadValue() callCase 1.1.3: If 

return the code 
• BSI_OK 

then print 
"gscBsiGcDataUpdate(
th
subsequent call 

uous. ambig
Status: Test 18.8 Undetermined." 

Case 1.2: If the gscBsiUtilAcquireContext call does not 
return the code BSI_OK, then print 

"A session with the target container could not be 
established.  gscBsiUtilData
verified. 
Status: Test 18.8 Undetermined." 

 
Case 2: If the gscBsiGcUpdateValue() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGcUpdateValue() is not
Status: Test 18.8 Not Supported." 

Case 3: If the gscBsiGcUpd

int 
"g cBsiGcUpdateValue() call
applicable ACR returned an incorrect code. 
Status: Test 18.8 Failed." 

sertion 18.9 
 
The m  tested using a too-large data value. 

 Sce rna io: 
1. (Pre) Cons

gscBsiGcUp

2. (Pre) A card that claims conformance to the GSC-IS service is 
in a re

 
3. (Pre) There exists a target container on the connected card 

with the following properties:  

truct the Starting State for the testing of 
dateValue(). 

 

ader, connected with handle hCard1809. 
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• the A
value BSI_ACR_PIN 

• the val  
• the con i

_goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
• the container contains one data item, which comprises the 

enti
• the tag for this data item is == existingTagFull 
• the value of this data item is == _existingDvalueFull. 

 
4. (Pre) Print 

CR for the gscBsiGcUpdateValue() service has the 

ue of the PIN is _PIN 
ta ner is represented by the AID value == 

re available space of the container  

"Testing of Assertion 18.9". 

ish an authenticated session with the target 
ard: 

 
5. (Pre) Establ

container on
 

Make a gscBsiUtilAcquireContext() call to the SPS, using 
• h
• AID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
• strctAuthenticator == strctAuthenticator1800. 

 
Case 1: If the gscBsiUtilAcquireContext() call returns the 
code BSI_
 
Case 2: If gscBsiUtilAcquireContext() does not return the 
code BSI_

"A session cannot be established.  Assertion 18.9 of 
gscBs

End Test for Assertion 18.9. 
 
6. Make a gscBsiGcUpdateValue() call to the SPS, using 

• hCard =
• AID == 
• tag == 
• dValue == _tooBigDvalue. 

 
Verif ation 

 the c

Card == hCard1809 

OK, then continue with 6. 

OK, then print 

iGcUpdateValue() cannot be tested". 

= hCard1809 
_goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
_existingTagFull 

ic Goal: 
 Expected Results:  
l returns 

To verify the
1. The cal

• the r
thro
BSI_NO_MORE_SPACE) or the return code BSI_NO_CARDSERVICE 
(a BSIException is thrown, with BSIException.getErrorCode 

2. No changes are made to the container structure of the 
co

 
rfor

 
Verifi

eturn code BSI_NO_MORE_SPACE (a BSIException is 
wn, with BSIException.getErrorCode returning 

returning BSI_NO_CARDSERVICE). 
 

nnected card. 

Pe m this verification by issuing a call to gscBsiGcReadValue(). 

cation and Reporting Scenario: 
Case 1: If the gscBsiGcUpdateValue() call returns the code 1. 
BS

 
.18.9.1 using 

• hCard == hCard1809. 

I_NO_MORE_SPACE, then: 

Perform Test for Assertion 9
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Verify that that the specified data value in the target 

  
800 = gscBsiGcReadValue() call to the SPS, 

d1809 
• AID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 

 
: If the gscBsiGcReadValue() call returns 

gDvalueFull 

 
ause a subsequent call to 

m. 

 

t
g a too-large data 
e a subsequent call 

ad 

9 Failed." 
 

rn 
t

t

guous. 

 
Ca
BSI_N

d." 
 

turn the 
code BSI_NO_MORE_SPACE or the code BSI_NO_CARDSERVICE, then 
pr t

d using a too-large data value 

t 18.9 Failed." 

container was not changed: 
  

Make a dValue1
using 

• hCard == hCar

• tag == _existingTagFull. 

Case 1.1
• the code BSI_OK 
• dValue1800 == _existin

then print 
"gscBsiGcUpdateValue() called using a too-large data
value has been verified bec
gscBsiGcReadValue() found the original data ite
Status: Test 18.9 Passed." 

Case 1.2: If the gscBsiGcReadValue() call returns 
• the code BSI_OK 
• dValue1800 /= _existingDvalueFull 

hen print 
"gscBsiGcUpdateValue() called usin
value has not been verified becaus
to gscBsiGcReadValue() found that the data value h
been updated or otherwise changed. 
Status: Test 18.

Ca GcReadValue() call does not retuse 1.3: If the gscBsi
he code 
• BSI_OK 

hen print  
"gscBsiGcUpdateValue() called using a too-large data 
value has not been verified because a subsequent call 
to gscBsiGcReadValue() was ambi
Status: Test 18.9 Undetermined." 

se 2: If the gscBsiGcUpdateValue() call returns the code 
O_CARDSERVICE, then print 

 supported. "gscBsiGcUpdateValue() is not
Status: Test 18.9 Not Supporte

Cas  pdateValue() call does not ree 3: If the gscBsiGcU

in  
"gscBsiGcUpdateValue() calle
returned an incorrect code. 
Status: Tes
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19. gscBsiGetChallenge() 
 
 
Starting State for Each Test: 

1. challenge1900 is an array of bytes. 
 
 
Tes
 
The meth
 
Instantiation Scenario

t for Assertion 19.1 

od is tested using valid parameters. 

: 
1. (P

gs

2. (Pre)
reader, connected with handle hCard1901. 

 
3. (Pre) There exists a target container on the connected card 

with AID value == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

4. (Pre)

re) Construct the Starting State for the testing of 
cBsiGetChallenge(). 

 
 A card that claims conformance to the GSC-IS is in a 

 
 Print "Testing of Assertion 19.1". 

 
5. Make a challenge1900 == gscBsiGetChallenge() call to the SPS, 

using
• hC
• AI

 
rification 

 
ard == hCard1901 
D == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

Ve Goal: 
To verify t

1. The c
• 

return code BSI_NO_CARDSERVICE (a BSIException is thrown, 
eption.getErrorCode returning 

 
2. If the return code is BSI_OK, then challenge1900 == an array 

of bytes containing the random challenge returned from the 
connect

rform thi
 
Verification and Reporting Scenario

he Expected Results:  
all returns 
the return code BSI_OK (no BSIException is thrown) or the 

with BSIExc
BSI_NO_CARDSERVICE). 

ed card. 
 
Pe s verification by inspection. 

: 
1. Case siGetChallenge() call returns the code 

BSI_OK,
Case 
chall

"gscBsiGetChallenge() called with valid parameters has 

n a valid random 

 

 

1: If the gscB
 then manually inspect the array challenge1900. 
1.1: If challenge1900 contains a valid random 
enge, then print 

been verified by inspection. 
Status: Test 19.1 Passed." 
 

Case 1.2: If challenge1900 does not contai
challenge, then print 

"gscBsiGetChallenge() called with valid parameters has not
been verified by inspection. 
Status: Test 19.1 Failed." 
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Ca
BSI_NO_CARDSERVICE, then print 

 supported. 
: Test 19.1 Not Supported." 

 
Case 3: If the gscBsiGetChallenge () call does not return the 
code BSI_OK or the code BSI_NO_CARDSERVICE, then print 

"gscBsiGetChallenge() called with valid parameters returned 
an incorrect code. 
Status: Test 19.1 Failed." 

 
 
Test for Assertion 19.2 
 
The method is tested using a bad handle. 
 
Instantiation Scenario

se 2: If the gscBsiGetChallenge() call returns the code 

"gscBsiGetChallenge() is not
Status

: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiGetChallenge(). 
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard1902. 

 
3. (Pre) There exists a target container on the connected card 

with AID value == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 
 

4. (Pre) Print "Testing of Assertion 19.2". 
 

5. Make a challenge1900 == gscBsiGetChallenge() call to the SPS, 
using 

• hCard /= hCard1902 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

 
Verification Goal: 
To verify the Expected Results:  

1. The call returns 
• the return code BSI_BAD_HANDLE (a BSIException is thrown, 

with BSIException.getErrorCode returning BSI_BAD_HANDLE) 
or the return code BSI_NO_CARDSERVICE (a BSIException is 
thrown, with BSIException.getErrorCode returning 
BSI_NO_CARDSERVICE). 

 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiGetChallenge() call returns the code 
BSI_BAD_HANDLE, then: 

 
Perform Test for Assertion 9.19.2.1 using 

• hCard == hCard1902. 
 
Print 

"gscBsiGetChallenge() called with a bad handle has been 
verified. 
Status: Test 19.2 Passed." 

 
Case 2: If the gscBsiGetChallenge() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGetChallenge() is not supported. 
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Status: Test 19.2 Not Supported." 

Case 3: If the gscBsiGetChallenge() call does not return the 
e code BSI_NO_CARDSERVICE, then print 

a bad handle returned an 
incorrect code. 

 

g a bad AID value. 
 
stan

 

code BSI_BAD_HANDLE or th
"gscBsiGetChallenge() called with 

Status: Test 19.2 Failed."
 

 
Test for Assertion 19.3 
 
The method is tested usin

In tiation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

2. (Pre) A card that claims conformance to the GSC-IS is in a 

3. (Pre) There exists a target container on the connected card 
oodCACAID1 (CAC). 

D value == _badGSCAID (GSC) or _badCACAID (CAC). 
 

5. Make a challenge1900 == gscBsiGetChallenge() call to the SPS, 
using 

hCard1903 
 or _badCACAID (CAC). 

Ver

gscBsiGetChallenge(). 
 

reader, connected with handle hCard1903. 
 

with AID value == _goodGSCAID1 (GSC) or _g
 

4. (Pre) There does not exist a container on the connected card 
with AI

• hCard == 
• AID == _badGSCAID (GSC)

 
ificat oi n Goal: 

he Expected Results:  
all returns 

with BSIException.getE

To verify t
1. The c

• the return code BSI_BAD_AID (a BSIException is thrown, 
rrorCode returning BSI_BAD_AID) or 

the return code BSI_NO_CARDSERVICE (a BSIException is 
thrown, with BSIException.getErrorCode returning 
BSI_NO_CARDSERVICE). 

 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiGetChallenge() call returns the code 

en 

 
Ca
BS

"g
St " 

 

BSI_BAD_AID, then: 
 

Perform Test for Assertion 9.19.3.1 using 
• hCard == hCard1903. 

 
Print 

"gscBsiGetChallenge() called with a bad AID value has be
verified. 
tatus: Test 19.3 Passed." S

se 2: If the gscBsiGetChallenge() call returns the code 
I_NO_CARDSERVICE, then print 

scBsiGetChallenge() is not supported. 
d.atus: Test 19.3 Not Supporte
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Case 3
code BSI_BAD_AID or the code BSI_NO_CARDSERVICE, then print

"gscBsiGetChallenge() called 

: If the gscBsiGetChallenge() call does not return the 
 

with a bad AID value returned 

Test f
 
The method is tested with another application having established a 
ansact

te: Until we encounter implementations that allow multiple 
, I don't think we need to worry about this 

 

Ins

an incorrect code. 
Status: Test 19.3 Failed." 

 
 

or Assertion 19.4 

tr
 

ion lock. 

No
simultaneous applications
sertion. as

 
 
Test for Assertion 19.5 

The method is tested with a removed card. 
 

tantiation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiGetChallenge(). 
 

2. 
reader, connected with handle hCard1905. 

 

 
4. (Pre) Remove the connected card from the reader. 

 
5. (Pre) Print "Testing of Assertion 19.5

(Pre) A card that claims conformance to the GSC-IS is in a 

3. (Pre) There exists a target container on the connected card 
with AID value == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

". 
 

6. Make a challenge1900 == gscBsiGetChallenge() call to the SPS, 

• 
 
Verificatio

using 
 • hCard == hCard1905 
AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

n Goal: 
he Expected Results: 
all returns 

To verify t
1. The c

MOVED (a BSIException is 

CE 
s thrown, with BSIException.getErrorCode 

 
Verification and Reporting Scenario

• the return code BSI_CARD_RE
thrown, with BSIException.getErrorCode returning 
BSI_CARD_REMOVED) or the return code BSI_NO_CARDSERVI
(a BSIException i
returning BSI_NO_CARDSERVICE). 

: 
1. Ca f the gscBsiGetChallenge() call returns the code 

BS
"gscBsiGetChallenge() called with the connected card removed 
ha
St

se 1: I
I_CARD_REMOVED, then print 

s been verified. 
atus: Test 19.5 Passed." 
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Case 2: If the gscBsiGetChallenge() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiGetChallenge() is not supported. 
Status: Test 19.5 Not Supported." 

 
Case 3: If the gscBsiGetChallenge() call does not return the 
code BSI_CARD_REMOVED or the code BSI_NO_CARDSERVICE, then 
pr

ed with the connected card removed 
int 

iGetChallen"gscBs ge() call
returned an incorrect code. 
atus: Test 19.5 Failed."  St
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20. gs
 
 
Starting

cBsiSkiInternalAuthenticate() 

 State for Each Test: 
1. There exists a Vector strctAuthenticator2000 with one element, 

 

IDOrReference1 
ue1. 

e method is tested using valid parameters. 

the BSIAuthenticator object BSIAuthenticator2000.  This object
has fields 

• accessMethodType == BSI_AM_PIN 
DOrReference • keyI == _key

• authValue == _goodAuthVal
 

2. cryptogram2000 is an array of bytes. 
 
 
Test for Assertion 20.1 
 
Th
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiSkiInternalAuthenticate(). 

laims conformance to the GSC-IS is in a 
reader, connected with handle hCard2001. 

 the following properties:  
rvice 

• the value of the PIN is _PIN 

 
2. (Pre) A card that c

 
3. (Pre) There exists a target SKI provider container on the 

connected card with
• the ACR for the gscBsiSkiInternalAuthenticate() se

has the value BSI_ACR_PIN 

• the container is represented by the AID value == 
_goodGSCAID2 (GSC) or _goodCACAID2 (CAC). 

 
4. (Pre) Print "Testing of Assertion 20.1". 

 
5. (Pre) Establish an authenticated session with the target 

to the SPS, using 
• hCard == hCard2001 

strctAuthenticator == strctAuthenticator2000. 
 

ns the 
code BSI_OK, then continue with 6. 

uireContext() does not return the 

End
 

6. Make 
to th

or _goodCACAID2 (CAC) 
• algoID == _goodAlgoID1 

container on the card: 
 

Make a gscBsiUtilAcquireContext() call 

• AID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
• 

Case 1: If the gscBsiUtilAcquireContext() call retur

 
Case 2: If gscBsiUtilAcq

en print code BSI_OK, th
"A session cannot be established.  Assertion 20.1 of 
gscBsiSkiInternalAuthenticate() cannot be tested". 
 Test for Assertion 20.1. 

a cryptogram2000 == gscBsiSkiInternalAuthenticate() call 
e SPS, using 

• hCard == hCard2001 
• AID == _goodGSCAID2 (GSC) 
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• challenge == _goodChallenge. 
 
Verification Goal: 
To verify the Expected Results:  

1. Th

own, 
ing 

 
2. If the return code is BSI_OK, then cryptogram2000 == an array 

 

 
Perform 
 
Verifica

e call returns 
• the return code BSI_OK (no BSIException is thrown) or the 

return code BSI_NO_CARDSERVICE (a BSIException is thr
with BSIException.getErrorCode return

_NO_CARDSERVICE). BSI

of bytes containing the symmetric key cryptogram returned from
the connected card. 

this verification by inspection. 

tion and Reporting Scenario: 
1. Case 1: If the gscBsiSkiInternalAuthenticate() call returns 

the code BSI_OK, then manually inspect the array 
cryptogram2000. 

Case 1.1: If cryptogram2000 contains a valid symmetric key 
cryptogram, then print 

"gscBsiSkiInternalAuthenticate() called with valid 
parameters has been verified by inspection. 
Status: Test 20.1 Passed." 
 

Case 1.2: If cryptogram2000 does not contain a valid 
symmetric key cryptogram, then print 

"gscBsiSkiInternalAuthenticate() called with valid 
parameters has not been verified by inspection. 
Status: Test 20.1 Failed." 

 
Case 2: If the gscBsiSkiInternalAuthenticate() call returns 
the code BSI_NO_CARDSERVICE, then print 

"gscBsiSkiInternalAuthenticate() is not supported. 
Status: Test 20.1 Not Supported." 

 
Case 3: If the gscBsiSkiInternalAuthenticate () call does not 
return the code BSI_OK or the code BSI_NO_CARDSERVICE, then 
print 

"gscBsiSkiInternalAuthenticate() called with valid 
parameters returned an incorrect code. 
Status: Test 20.1 Failed." 

 
 
Test for Assertion 20.2 
 
The method is tested using a bad handle. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiSkiInternalAuthenticate(). 

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

reader, connected with handle hCard2002. 
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3. (Pre) There exists a target SKI provider container on the 
connected card with the following properties:  

• the ACR for the gscBsiSkiInternalAuthenticate() service 
CR_PIN 

SCAID2 (GSC) or _goodCACAID2 (CAC). 
 

4. (P )

has the value BSI_A
• the value of the PIN is _PIN 
• the container is represented by the AID value == 

_goodG

re  Print "Testing of Assertion 20.2". 
 

5. (Pre) Establish an authenticated session with the target 

Make a gscBsiUtilAcquireContext() call to the SPS, using 
Card2002 
odGSCAID2 (GSC) or _goodCACAID2 (CAC) 

enticator2000. 

scBsiUtilAcquireContext() call returns the 

text() does not return the 

t be tested". 

 
6. Make a cryptogram2000 == gscBsiSkiInternalAuthenticate() call 

to h

• c

r

container on the card: 
 

• hCard == h
• AID == _go
• strctAuthenticator == strctAuth

 
Case 1: If the g
code BSI_OK, then continue with 6. 
 
Case 2: If gscBsiUtilAcquireCon
code BSI_OK, then print 

"A session cannot be established.  Assertion 20.2 of 
gscBsiSkiInternalAuthenticate() canno

End Test for Assertion 20.2. 

t e SPS, using 
• hCard /= hCard2002 
• AID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC)  
• algoID == _goodAlgoID1 

hallenge == _goodChallenge. 
 
Ve ification Goal: 
To 

_BAD_HANDLE (a BSIException is thrown, 
) 
s 

t
B

rifica

verify the Expected Results:  
1. The call returns 

• the return code BSI
with BSIException.getErrorCode returning BSI_BAD_HANDLE
o _NO_CARDSERVICE (a BSIException ir the return code BSI
hrown, with BSIException.getErrorCode returning 
SI_NO_CARDSERVICE). 

 
Ve tion and Reporting Scenario: 

se 1: If the gscBsiSkiInternalAuthenticate() call returns 
code BSI_BAD_HANDLE, then: 

1. Ca
th

 

 

ate() called with a bad handle 

 
Ca  turns 
th c

e 

Perform Test for Assertion 9.20.2.1 using 
• hCard == hCard2002. 

Print 
"gscBsiSkiInternalAuthentic
has been verified. 
Status: Test 20.2 Passed." 

se 2: If the gscBsiSkiInternalAuthenticate() call re
e ode BSI_NO_CARDSERVICE, then print 
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"gscBsiSkiInternalAuthenticate() is not supported. 
" 

 gscBsiSkiInternalAuthenticate() call does not 
LE or the code BSI_NO_CARDSERVICE, 

re
Sta

 

s
 
The me

Status: Test 20.2 Not Supported.
 

Case 3: If the
return the code BSI_BAD_HAND
then print 

"gscBsiSkiInternalAuthenticate() called with a bad handle 
turned an incorrect code. 
tus: Test 20.2 Failed." 

 
Te t for Assertion 20.3 

thod is tested using a bad AID value. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
 

 
3. (Pre) There exists a target SKI provider container on the 

co
• ice 

•  

 
4. (Pre) There does not exist a container on the connected card 

with AID value == _badGSCAID (GSC) or _badCACAID (CAC). 

5. 

gscBsiSkiInternalAuthenticate().
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard2003. 

nnected card with the following properties:  
the ACR for the gscBsiSkiInternalAuthenticate() serv
has the value BSI_ACR_PIN 
he value of the PIN is _PINt

• the container is represented by the AID value == 
_goodGSCAID2 (GSC) or _goodCACAID2 (CAC). 

 
(Pre) Print "Testing of Assertion 20.3". 

 
6. (Pre) Establish an authenticated session with the target 

co
 

 
) call returns the 

with 7. 
 

iUtilAcquireContext() does not return the 
n print 

d.  Assertion 20.3 of 
 cannot be tested". 

ertion 20.3. 

) call 

ntainer on the card: 

Make a gscBsiUtilAcquireContext() call to the SPS, using 
• hCard == hCard2003 
• AID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
• strctAuthenticator == strctAuthenticator2000. 

quireContext(Case 1: If the gscBsiUtilAc
code BSI_OK, then continue 

Case 2: If gscBs
code BSI_OK, the

"A session cannot be establishe
gscBsiSkiInternalAuthenticate()

End Test for Ass
 

7. Make a cryptogram2000 == gscBsiSkiInternalAuthenticate(
to the SPS, using 

• hCard == hCard2003 
• AID == _badGSCAID (GSC) or _badCACAID (CAC) 
• algoID == _goodAlgoID1 
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• challenge == _goodChallenge. 
 
Verification Goal: 

if tTo ver
1. The c

 BSIException is thrown, 
AID) or 
n is 

rning 

r

y he Expected Results:  
all returns 

• the return code BSI_BAD_AID (a
with BSIException.getErrorCode returning BSI_BAD_
the return code BSI_NO_CARDSERVICE (a BSIExceptio
thrown, with BSIException.getErrorCode retu
BSI_NO_CARDSERVICE). 

 
Ve ification and Reporting Scenario: 

1. Case 1: If the gscBsiSkiInternalAuthenticate() call return
the code BSI_BAD_AID, th

s 
en: 

 

•
 
Print 

 
Ca
th

"g

ID value 

The
transact n
 
Note: Until
simultaneous applications, I don't think we need to worry about this 

Tes

e meth
 
Instanti i

Perform Test for Assertion 9.20.3.1 using 
 hCard == hCard2003. 

"gscBsiSkiInternalAuthenticate() called with a bad AID 
value has been verified. 
Status: Test 20.3 Passed." 

se 2: If the gscBsiSkiInternalAuthenticate() call returns 
e code BSI_NO_CARDSERVICE, then print 

scBsiSkiInternalAuthenticate() is not supported. 
ed." Status: Test 20.3 Not Support

 
Case 2: If the gscBsiSkiInternalAuthenticate() call does not 
return the code BSI_BAD_AID or the code BSI_NO_CARDSERVICE, 
the  n print 

"gscBsiSkiInternalAuthenticate() called with a bad A
. returned an incorrect code

Status: Test 20.3 Failed." 
 
 
Test for Assertion 20.4 
 

 metho  d is tested with another application having established a 
io  lock. 

 we encounter implementations that allow multiple 

assertion. 
 
 

t for Assertion 20.5 
 
Th od is tested using a bad parameter. 

at on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gs
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard2005. 

cBsiSkiInternalAuthenticate(). 
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3. 

ervice 

 
4. (P

(Pre) There exists a target SKI provider container on the 
connected card with the following properties:  

• the ACR for the gscBsiSkiInternalAuthenticate() s
has the value BSI_ACR_PIN 

• the value of the PIN is _PIN 
• the container is represented by the AID value == 

_goodGSCAID2 (GSC) or _goodCACAID2 (CAC). 

re) Print "Testing of Assertion 20.5". 
 

5. (Pre) Establish an authenticated session with the target 
container on the card: 

lAcquireContext() call to the SPS, using 
• hCard == hCard2005 

goodCACAID2 (CAC) 

ns the 
 6. 

 
 

"A session cannot be established.  Assertion 20.5 of 

 
6. Make a cryptogram2000 == gscBsiSkiInternalAuthenticate() call 

to h

• 
• a

 
rifi

 
Make a gscBsiUti

• AID == _goodGSCAID2 (GSC) or _
• strctAuthenticator == strctAuthenticator2000. 

 
Case 1: If the gscBsiUtilAcquireContext() call retur
code BSI_OK, then continue with

Case 2: If gscBsiUtilAcquireContext() does not return the
code BSI_OK, then print 

gscBsiSkiInternalAuthenticate() cannot be tested". 
End Test for Assertion 20.5. 

 t e SPS, using 
• hCard == hCard2005 

AID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 
lgoID == _goodAlgoID1 

• challenge == _badChallenge. 

cation GoalVe : 
To 

wn, 
AM) 

 BSI_NO_CARDSERVICE (a BSIException is 

 
Verification

verify the Expected Results:  
1. The call returns 

• the return code BSI_BAD_PARAM (a BSIException is thro
with BSIException.getErrorCode returning BSI_BAD_PAR
or the return code
thrown, with BSIException.getErrorCode returning 
BSI_NO_CARDSERVICE). 

 and Reporting Scenario: 
: If the gscBsiSkiInternalAuthenticate() call ret1. Case 1 urns 

th
 

using 

DSERVICE, then print 

e code BSI_BAD_PARAM, then: 

erform Test for Assertion 9.20.5.1 P
• hCard == hCard2005. 

 
Print 

"gscBsiSkiInternalAuthenticate() with a bad challenge 
. parameter has been verified

Status: Test 20.5 Passed." 
 

Case 2: If the gscBsiSkiInternalAuthenticate() call returns 
the code BSI_NO_CAR
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"gscBsiSkiInternalAuthenticate() is not supported. 

 
Ca  henticate() call does not 
return the code BSI_BAD_PARAM or the code BSI_NO_CARDSERVICE, 
then print 

icate() with a bad parameter 
e. 

 
 
Test for As
 
e method cryptographic algorithm identifier. 

Status: Test 20.5 Not Supported." 

se 3: If the gscBsiSkiInternalAut

"gscBsiSkiInternalAuthent
orrect codreturned an inc

Status: Test 20.5 Failed." 

sertion 20.6 

is tested using a bad Th
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiSkiInternalAuthenticate(). 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard2006. 

 
3. (P

conne
• ernalAuthenticate() service 

 
4. (Pre) Print "Testing of Assertion 20.6

 

re) There exists a target SKI provider container on the 
cted card with the following properties:  
the ACR for the gscBsiSkiInt
has the value BSI_ACR_PIN 

• the value of the PIN is _PIN 
• the container is represented by the AID value == 

_goodGSCAID2 (GSC) or _goodCACAID2 (CAC). 

". 

5. 

 

SC) or _goodCACAID2 (CAC) 
• strctAuthenticator == strctAuthenticator2000. 

scBsiUtilAcquireContext() call returns the 

 gscBsiUtilAcquireContext() does not return the 

00 == gscBsiSkiInternalAuthenticate() call 

CACAID2 (CAC) 
dAlgoID2 

 
Verifi

 
(Pre) Establish an authenticated session with the target 
container on the card: 

Make a gscBsiUtilAcquireContext() call to the SPS, using 
• hCard == hCard2006 
• AID == _goodGSCAID2 (G

 
Case 1: If the g
code BSI_OK, then continue with 6. 
 
Case 2: If
code BSI_OK, then print 

"A session cannot be established.  Assertion 20.6 of 
gscBsiSkiInternalAuthenticate() cannot be tested". 

End Test for Assertion 20.6. 
 

6. Make a cryptogram20
to the SPS, using 

• hCard == hCard2006 
• AID == _goodGSCAID2 (GSC) or _good
• algoID == _goo
• challenge == _goodChallenge. 

cation Goal: 
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To verify the Expected Results:  

IException is thrown, 

 is 
urning 

 
Verifica o

1. The call returns 
• the return code BSI_BAD_ALGO_ID (a BS

with BSIException.getErrorCode returning BSI_BAD_ALGO_ID) 
or the return code BSI_NO_CARDSERVICE (a BSIException
thrown, with BSIException.getErrorCode ret
BSI_NO_CARDSERVICE). 

ti n and Reporting Scenario: 
1. Ca  urns 

the c

ng 

uthenticate() with a bad cryptographic 

 
Case 2 ns 
the co

 
Ca
re
BS

"gscBsiSkiInternalAuthenticate() with a bad cryptographic 

 
Test f
 
The meth  
 
stanti i

se 1: If the gscBsiSkiInternalAuthenticate() call ret
ode BSI_BAD_ALGO_ID, then: 

 
Perform Test for Assertion 9.20.6.1 usi

• hCard == hCard2006. 
 
Print 

"gscBsiSkiInternalA
algorithm identifier has been verified. 
St d." atus: Test 20.6 Passe

: If the gscBsiSkiInternalAuthenticate() call ret
de BSI_NO_CARDSERVICE, then print 

ur

"gscBsiSkiInternalAuthenticate() is not supported. 
Status: Test 20.6 Not Supported." 

se 3: If the gscBsiSkiInternalAuthenticate() call does not 
turn the code BSI_BAD_ALGO_ID or the code 
I_NO_CARDSERVICE, then print 

 an incorrect code. algorithm identifier returned
Status: Test 20.6 Failed." 

 

or sA sertion 20.7 

od is tested using a removed card. 

In at on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

e(). 

re e
 

3. (Pre)
conne

• the ACR for the gscBsiSkiInternalAuthenticate() service 

odCACAID2 (CAC). 

4. (P

gscBsiSkiInternalAuthenticat
 

2. (Pr )e  A card that claims conformance to the GSC-IS is in a 
ad r, connected with handle hCard2007. 

 There exists a target SKI provider container on the 
cted card with the following properties:  

has the value BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by the AID value == 

_goodGSCAID2 (GSC) or _go
 

re) i tion 20.7Pr nt "Testing of Asser ". 
 

5. (Pre) Establish an authenticated session with the target 
container on the card: 
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Make a gscBsiUtilAcquireContext() call to the SPS, using 

) or _goodCACAID2 (CAC) 

 
t() call returns the 

kiInternalAuthenticate() cannot be tested". 

 
6. Remove the connected card from the reader. 

00 == gscBsiSkiInternalAuthenticate() call 

• hCard == hCard2007 

• algoID == _goodAlgoID1 
goodChallenge. 

 
Verifi

• hCa
• AID == _goodGSCAID2 (GSC
• strctAuthenticator == strctAuthenticator2000. 

rd == hCard2007 

Case 1: If the gscBsiUtilAcquireContex
code BSI_OK, then continue with 6. 
 
Case 2: If gscBsiUtilAcquireContext() does not return the 
code BSI_OK, then print 

"A session cannot be established.  Assertion 20.7 of 
gscBsiS

End Test for Assertion 20.7. 

 
7. Make a cryptogram20

to the SPS, using 

• AID == _goodGSCAID2 (GSC) or _goodCACAID2 (CAC) 

• challenge == _

cation Goal: 
To verify the Expected Results:  

SIException is 
thrown, with BSIException.getErrorCode returning 

CE 
on.getErrorCode 

 
Verifica o

1. The call returns 
• the return code BSI_CARD_REMOVED (a B

BSI_CARD_REMOVED) or the return code BSI_NO_CARDSERVI
(a BSIException is thrown, with BSIExcepti
returning BSI_NO_CARDSERVICE). 

ti n and Reporting Scenario: 
1. Ca  de 

BSI_C
"gscBsiGetChallenge() called with the connected card removed 

s 
ICE, then print 

 
Case 3 the 
code BSI_CARD_REMOVED or the code BSI_NO_CARDSERVICE, then 
pr

 

 
 
Test for As
 
e meth g the applicable ACR. 

Instantiation Scenario

se 1: If the gscBsiGetChallenge() call returns the co
ARD_REMOVED, then print 

has been verified. 
Status: Test 20.7 Passed." 

 
Case 2: If the gscBsiSkiInternalAuthenticate() call return
the code BSI_NO_CARDSERV

"gscBsiSkiInternalAuthenticate() is not supported. 
Status ported." : Test 20.7 Not Sup

: If the gscBsiGetChallenge() call does not return 

int 
"gscBsiGetChallenge() called with the connected card removed
eturned an incorrect code. r
Status: Test 20.7 Failed." 

sertion 20.8 

Th
 

od is tested without fulfillin

: 
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1. (Pre) Construct the Starting State for the testing of 
gscBsiSkiInternalAuthenticate(). 

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

reader, connected with handle hCard2008. 
 

3. (Pre) There exists a target SKI provider container on the 
 with the following properties:  

kiInternalAuthenticate() service 
PIN 

 
4. (Pre) Ensure that there is no authenticated session with the 

targe

) or _goodCACAID2 (CAC). 

5. (P

connected card
• the ACR for the gscBsiS

e BSI_ACR_has the valu
 • the value of the PIN is _PIN 
• the container is represented by the AID value == 

_goodGSCAID2 (GSC) or _goodCACAID2 (CAC). 

t container: 
 

Make a gscBsiUtilReleaseContext() call to the SPS, using 
• hCard == hCard2008 
• AID == _goodGSCAID2 (GSC

 
re) i tion 20.8Pr nt "Testing of Asser ". 

 
6. Make a cryptogram2000 == gscBsiSkiInternalAuthenticate() call 

to
• 
•  (CAC) 
• 

 
Verifi

 the SPS, using 
hCard == hCard2008 

r _goodCACAID2AID == _goodGSCAID2 (GSC) o
algoID == _goodAlgoID1 

• challenge == _goodChallenge. 

cation Goal: 
To verif

1. Th

SI_NO_CARDSERVICE 
e 

 
rifica

y the Expected Results:  
e call returns 
• the return code BSI_ACCESS_DENIED (a BSIException is 

thrown, with BSIException.getErrorCode returning 
BSI_ACCESS_DENIED) or the return code B
(a BSIException is thrown, with BSIException.getErrorCod
returning BSI_NO_CARDSERVICE). 

Ve tion and Reporting Scenario: 
1. Case 1: If the gscBsiSkiInternalAuthenticate() call returns 

_DENIED, then: 

 using 

lfilling 
erified. 

 
te() call returns 

 

the code BSI_ACCESS
 

Perform Test for Assertion 9.20.8.1
• hCard == hCard2008. 

 
Print 

"gscBsiSkiInternalAuthenticate() called without fu
the applicable ACR has been v
Status: Test 20.8 Passed." 

Case 2: If the gscBsiSkiInternalAuthentica
the code BSI_NO_CARDSERVICE, then print 

"gscBsiSkiInternalAuthenticate() is not supported. 
Status: Test 20.8 Not Supported." 
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Ca  henticate() call does not 
re r
BSI_N

"gscBsiSkiInternalAuthenticate() called without fulfilling 
t code. 

se 3: If the gscBsiSkiInternalAut
tu n the code BSI_ACCESS_DENIED or the code 

O_CARDSERVICE, then print 

the applicable ACR returned an incorrec
Status: Test 20.8 Failed." 
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21. gscBs
 

est

iPkiCompute() 

 
Starting State for Each T : 

or strctAuthenticator2100 with one element, 

• accessMethodType == BSI_AM_PIN 
ce == _keyIDOrReference1 

 
2. result2100 is an array of bytes. 

 
 
st f

 
The me
 
Instantiati

1. There exists a Vect
the BSIAuthenticator object BSIAuthenticator2100.  This object 
has fields 

• keyIDOrReferen
• authValue == _goodAuthValue1. 

Te or Assertion 21.1 

thod is tested using valid parameters. 

on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gs s
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 

 
3. (Pre) There exists a target PKI provider container on the 

co
e 

B
• t

ID value == 
CAC). 

cB iPkiCompute(). 

reader, connected with handle hCard2101. 

nnected card with the following properties:  
• th kiCompute() service has the value ACR for the gscBsiP

SI_ACR_PIN 
he value of the PIN is _PIN 

• the container is represented by the A
_goodGSCAID1 (GSC) or _goodCACAID1 (

 
4. (Pre) Print "Testing of Assertion 21.1". 

 
5. (Pre) Establish an authenticated session with the target 

co a
 

) call to the SPS, using 
 == hCard2101 

 (GSC) or _goodCACAID1 (CAC) 
== strctAuthenticator2100. 

 
he 

cod
 
Cas
cod

ished.  Assertion 21.1 of 

6. Make a result2100 == gscBsiPkiCompute() call to the SPS, using 

AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
algoID == _goodAlgoID2 

nt iner on the card: 

Make a gscBsiUtilAcquireContext(
• hCard
• AID == _goodGSCAID1

enticator • strctAuth

Case 1: If the gscBsiUtilAcquireContext() call returns t
e BSI_OK, then continue with 6. 

e 2: If gscBsiUtilAcquireContext() does not return the 
e BSI_OK, then print 
"A session cannot be establ
gscBsiPkiCompute() cannot be tested". 

End Test for Assertion 21.1. 
 

• h rCa d == hCard2101 
• 
• 
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• message == _goodMessage. 
 
Verification Goal: 
To verify t

1. The call returns 
e 

SIException is thrown, 

2. 
e connected 

 
Perform 
 
Verification and Reporting Scenario

he Expected Results:  

• the return code BSI_OK (no BSIException is thrown) or th
return code BSI_NO_CARDSERVICE (a B
wit
BSI_NO_CARDSERVICE). 

h BSIException.getErrorCode returning 

 
If the return code is BSI_OK, then result2100 == an array of 
bytes containing the signature returned from th
card. 

this verification by inspection. 

: 
1. Case 1: If the gscBsiPkiCompute() call returns the code 

BSI_OK, then manually inspect the array result2100. 
Case 1.1: If result2100 contains a valid signature, then 
print 

"gscBsiPkiCompute() called with valid parameters has been 
verified by inspection. 
Status: Test 21.1 Passed." 
 

Case 1.2: If result2100 does not contain a valid signature, 
then print 

"gscBsiPkiCompute() called with valid parameters has not 
been verified by inspection. 
Status: Test 21.1 Failed." 

 
Case 2: If the gscBsiPkiCompute() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiPkiCompute() is not supported. 
Status: Test 21.1 Not Supported." 

 
Case 3: If the gscBsiPkiCompute() call does not return the 
code BSI_OK or the code BSI_NO_CARDSERVICE, then print 

"gscBsiPkiCompute() called with valid parameters returned an 
incorrect code. 
Status: Test 21.1 Failed." 

 
 
Test for Assertion 21.2 
 
The method is tested using a bad handle. 
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiPkiCompute(). 

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

reader, connected with handle hCard2102. 
 

3. (Pre) There exists a target PKI provider container on the 
connected card with the following properties:  
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• the ACR for the gscBsiPkiCompute() service has the value 
BSI_ACR_PIN 

• the value of the PIN is _PIN 
• the container is represented by the AID value == 

 
4. 

_goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

(Pre) Print "Testing of Assertion 21.2". 
 

5. (Pre) Establish an authenticated session with the target 
co a

 
Make a gscBsiUtilAcquireContext() call to the SPS, using 

 or _goodCACAID1 (CAC) 
• strctAuthenticator == strctAuthenticator2100. 

scBsiUtilAcquireContext() call returns the 

iUtilAcquireContext() does not return the 

of 
() cannot be tested". 

 
6. Make a result2100 == gscBsiPkiCompute() call to the SPS, using 

• 
 
Verifica o

nt iner on the card: 

• hCard == hCard2102 
• AID == _goodGSCAID1 (GSC)

 
Case 1: If the g
code BSI_OK, then continue with 6. 
 
Case 2: If gscBs
code BSI_OK, then print 

"A session cannot be established.  Assertion 21.2 
gscBsiPkiCompute

End Test for Assertion 21.2. 

• hCard /= hCard2102 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
 • algoID == _goodAlgoID2 
message == _goodMessage. 

ti n Goal: 
 he Expected Results:  
all returns 

To verify t
1. The c

Exception is thrown, 
ning BSI_BAD_HANDLE) 

n is 

). 
 
Verifica

• the return code BSI_BAD_HANDLE (a BSI
with BSIException.getErrorCode retur
or the return code BSI_NO_CARDSERVICE (a BSIExceptio
thrown, with BSIException.getErrorCode returning 
BSI_NO_CARDSERVICE

tion n o a d Reporting Scenari : 
1. Case 1

BSI_BA

 
Ca ) call returns the code 

 

: If the gscBsiPkiCompute() call returns the code 
D_HANDLE, then: 

 
Perform Test for Assertion 9.21.2.1 using 

• hCard == hCard2102. 
 
Print 

"gscBsiPkiCompute() called with a bad handle has been 
verified. 
Status: Test 21.2 Passed." 

se 2: If the gscBsiPkiCompute(
BSI_NO_CARDSERVICE, then print 

gs  not supported. " cBsiPkiCompute() is
Status: Test 21.2 Not Supported." 

 -139-



Ca  te() call does not return the 
code BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, then print 

"gscBsiPkiCompute() called with a bad handle returned an 
ode. 

" 

 
Test for As
 
The method 

s

se 3: If the gscBsiPkiCompu

incorrect c
Status: Test 21.2 Failed.

 

sertion 21.3 

is tested using a bad AID value. 
 
In tantiation Scenario: 

(Pre) Construct the Starting State for the testing of 
gscBsiPkiCompute(). 

1. 

 to the GSC-IS is in a 
103. 

 

e 

• 
CACAID1 (CAC). 

 
4. (P

wi
 

5. (Pre)

 
2. (Pre) A card that claims conformance

reader, connected with handle hCard2
 

3. (Pre) There exists a target PKI provider container on the
connected card with the following properties:  

• the ACR for the gscBsiPkiCompute() service has the valu
BSI_ACR_PIN 

• the value of the PIN is _PIN 
the container is represented by the AID value == 
_goodGSCAID1 (GSC) or _good

re) There does not exist a container on the connected card 
th the AID value == _badGSCAID (GSC) or _badCACAID (CAC). 

 Print "Testing of Assertion 21.3". 
 

6. (Pre) Establish an authenticated session with the target 

 
to the SPS, using 

_goodCACAID1 (CAC) 

 

eContext() does not return the 
code BSI_OK, then print 

not be established.  Assertion 21.3 of 
te() cannot be tested". 

= gscBsiPkiCompute() call to the SPS, using 

lgoID2 

 
rifi

container on the card: 

Make a gscBsiUtilAcquireContext() call 
• hCard == hCard2103 
• AID == _goodGSCAID1 (GSC) or 
• strctAuthenticator == strctAuthenticator2100. 

Case 1: If the gscBsiUtilAcquireContext() call returns the 
code BSI_OK, then continue with 7. 
 
Case 2: If gscBsiUtilAcquir

"A session can
gscBsiPkiCompu

End Test for Assertion 21.3. 
 

7. Make a result2100 =
• hCard == hCard2103 
• AID == _badGSCAID (GSC) or _badCACAID (CAC) 
• algoID == _goodA
• message == _goodMessage. 

cation GoalVe : 
To verify the Expected Results:  

1. The call returns 
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• the return code BSI_BAD_AID (a BSIException is thrown,
with BSIException.getErrorCode returning B

 
SI_BAD_AID) or 

 
Verificatio

the return code BSI_NO_CARDSERVICE (a BSIException is 
thrown, with BSIException.getErrorCode returning 
BSI_NO_CARDSERVICE). 

n and Reporting Scenario: 
1: If the gscBsiPkiCompute() call returns t1. Case he code 

n 
v
S

Ca
BS

. 

 
Ca
code BSI_BAD_AID or the code BSI_NO_CARDSERVICE, then print 

 value returned an 

 
 
Test for s
 
e meth  lication having established a 

ations that allow multiple 
simultaneous applications, I don't think we need to worry about this 
assertion. 
 
 
Test for As

eter. 

Ins

BSI_BAD_AID, then: 
 

Perform Test for Assertion 9.21.3.1 using 
• hCard == hCard2103. 

 
Print 

"g led with a bad AID value has beescBsiPkiCompute() cal
erified. 
tatus: Test 21.3 Passed." 

 
se 2: If the gscBsiPkiCompute() call returns the code 
I_NO_CARDSERVICE, then print 
gscBsiPkiCompute() is not supported"
Status: Test 21.3 Not Supported." 

se 3: If the gscBsiPkiCompute() call does not return the 

th a bad AID"gscBsiPkiCompute() called wi
incorrect code. 
Status: Test 21.3 Failed." 

 A sertion 21.4 

Th od is tested with another app
transaction lock. 
 
Not r implemente: Until we encounte

sertion 21.5 
 
The method is tested using a bad param
 

tantiation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gs
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader, connected with handle hCard2105. 

 
3. (Pre)

connected card with the following properties:  
• pute() service has the value 

cBsiPkiCompute(). 

 There exists a target PKI provider container on the 

the ACR for the gscBsiPkiCom
BSI_ACR_PIN 

• the value of the PIN is _PIN 
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• the container is represented by the AID value == 
D1 (CAC). 

4. 

_goodGSCAID1 (GSC) or _goodCACAI
 

(Pre) Print "Testing of Assertion 21.5". 
 

5. (P
container on the card: 

 
Make a gscBsiUtilAcquireContext() call to the SPS, using 

odGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• strctAuthenticator == strctAuthenticator2100. 

n continue with 6. 

n the 
code BSI_OK, then print 

 
End Test for Assertion 21.5. 

 
6. Make a result2100 == gscBsiPkiCompute() call to the SPS, using 

• 

 
rificatio

re) Establish an authenticated session with the target 

• hCard == hCard2105 
• AID == _go

 
Case 1: If the gscBsiUtilAcquireContext() call returns the 
code BSI_OK, the
 
Case 2: If gscBsiUtilAcquireContext() does not retur

"A session cannot be established.  Assertion 21.5 of 
gscBsiPkiCompute() cannot be tested".

• hCard == hCard2105 
AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 

• algoID == _goodAlgoID1 
• message == _badMessage. 

n GoalVe : 
To 

 
ning BSI_BAD_PARAM) 
E (a BSIException is 

 
Veri ica

verify the Expected Results:  
1. The call returns 

• the return code BSI_BAD_PARAM (a BSIException is thrown,
with BSIException.getErrorCode retur
or the return code BSI_NO_CARDSERVIC
thrown, with BSIException.getErrorCode returning 
BSI_NO_CARDSERVICE). 

f tion and Reporting Scenario: 
se 1 I ute() call returns the code 1. Ca

BSI_BA
 

Perf

 

 
Ca ns the code 
BS

 
Ca  turn the 
code BSI_BAD_PARAM or the code BSI_NO_CARDSERVICE, then print 

: f the gscBsiPkiComp
D_PARAM, then: 

orm Test for Assertion 9.21.5.1 using 
• hCard == hCard2105. 

 
rint P
"gscBsiPkiCompute() called with a bad parameter has been
verified. 
Status: Test 21.5 Passed." 

) call returse 2: If the gscBsiPkiCompute(
I_NO_CARDSERVICE, then print 
"gscBsiPkiCompute() is not supported. 

Supported." Status: Test 21.5 Not 

se 3: If the gscBsiPkiCompute() call does not re
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"gscBsiPkiCompute() called with a bad parameter returned an 

" 

 
Test for As
 
The method is tested using a bad cryptographic algorithm identifier. 
 
stantiatio

incorrect code. 
Status: Test 21.5 Failed.

 

sertion 21.6 

n ScenarioIn : 
1. (Pre) Construct the Starting State for the testing of 

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

re
 

3. (Pre) There exists a target PKI provider container on the 
connected card with the following properties:  

•  

 
4. 

gscBsiPkiCompute(). 

ader, connected with handle hCard2106. 

• the ACR for the gscBsiPkiCompute() service has the value 
BSI_ACR_PIN 
the value of the PIN is _PIN

• the container is represented by the AID value == 
_goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

(Pre) Print "Testing of Assertion 21.6". 
 

5. (Pre) Establish an authenticated session with the target 

 

SC) or _goodCACAID1 (CAC) 

scBsiUtilAcquireContext() call returns the 

f 

 Test for Assertion 21.6. 

2106 

container on the card: 

Make a gscBsiUtilAcquireContext() call to the SPS, using 
• hCard == hCard2106 
• AID == _goodGSCAID1 (G
• strctAuthenticator == strctAuthenticator2100. 

 
Case 1: If the g
code BSI_OK, then continue with 7. 
 
Case 2: If gscBsiUtilAcquireContext() does not return the 
code BSI_OK, then print 

"A session cannot be established.  Assertion 21.6 o
gscBsiPkiCompute() cannot be tested". 

End
 

6. Make a result2100 == gscBsiPkiCompute() call to the SPS, using 
• hCard == hCard
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• algoID == _goodAlgoID1 
• message == _goodMessage. 

 
Verification Goal: 
To verify the Expected Results:  

1. The call returns 
wn, 
ID) 

• the return code BSI_BAD_ALGO_ID (a BSIException is thro
with BSIException.getErrorCode returning BSI_BAD_ALGO_
or the return code BSI_NO_CARDSERVICE (a BSIException is 
thrown, with BSIException.getErrorCode returning 
BSI_NO_CARDSERVICE). 

 -143-



 
Verification and Reporting Scenario: 

1. Ca  all returns the code 
BS B

 
Per

r has been verified. 

 
Case 2
BSI_NO

"gsc

 
Ca  does not return the 
co
pr

al

Tes
 
The meth  
 
stanti i

se 1: If the gscBsiPkiCompute() c
I_ AD_ALGO_ID, then: 

form Test for Assertion 9.21.6.1 using 
• hCard == hCard2106. 

 
Print 

"gscBsiPkiCompute() called with a bad cryptographic 
algorithm identifie
Status: Test 21.6 Passed." 

: If the gscBsiPkiCompute() call returns the code 
_CARDSERVICE, then print 
BsiPkiCompute() is not supported. 

Status: Test 21.6 Not Supported." 

 3: If the gscBsiPkiCompute() callse
de BSI_BAD_ALGO_ID or the code BSI_NO_CARDSERVICE, then 
int 
"gscBsiPkiCompute() called with a bad cryptographic 
gorithm identifier returned an incorrect code. 

Status: Test 21.6 Failed." 
 
 

t for sA sertion 21.7 

od is tested with a removed card. 

In at on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

re e
 

3. (Pre)
conne

• the ACR for the gscBsiPkiCompute() service has the value 

C) or _goodCACAID1 (CAC). 

4. (P

gscBsiPkiCompute(). 
 

2. (Pr )e  A card that claims conformance to the GSC-IS is in a 
ad r, connected with handle hCard2107. 

 There exists a target PKI provider container on the 
cted card with the following properties:  

BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by the AID value == 

_goodGSCAID1 (GS
 

re) i tion 21.7Pr nt "Testing of Asser ". 
 

5. (Pre) Establish an authenticated session with the target 
co

 
Make a gscBsiUtilAcquireContext() call to the SPS, using 

 
() call returns the 

ntainer on the card: 

• hCard == hCard2107 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• strctAuthenticator == strctAuthenticator2100. 

Case 1: If the gscBsiUtilAcquireCo
code BSI_OK, then continue with 6. 

ntext
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Case 2: If gscBsiUtilAcquireContext() does not return the
code BSI_OK, then print 

 

 be tested". 
 

nnected card from the reader. 

7. Make a result2100 == gscBsiPkiCompute() call to the SPS, using 

• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
dAlgoID2 

 
rification Goal

"A session cannot be established.  Assertion 21.7 of 
siPkiCompugscB te() cannot

End Test for Assertion 21.7.
 

6. (Pre) Remove the co
 

• hCard == hCard2107 

• algoID == _goo
• message == _goodMessage. 

Ve : 
To 

1. 
• the return code BSI_CARD_REMOVED (a BSIException is 

O_CARDSERVICE 
 

 
Verifica o

verify the Expected Results:  
The call returns 

thrown, with BSIException.getErrorCode returning 
BSI_CARD_REMOVED) or the return code BSI_N
(a BSIException is thrown, with BSIException.getErrorCode
returning BSI_NO_CARDSERVICE). 

ti n and Reporting Scenario: 
e 1: If the gscBsiPkiCompute() call returns the code
ARD_REMOVED, then print 

1. Cas   
BSI_C

nected card removed 

 
Compute() call returns the code 

BS

Status
 

Case 3 the 
co
pr

connected card removed 

 
 
Test for

e
 
Instanti i

"gscBsiPkiCompute() called with the con
has been verified. 
Status: Test 21.7 Passed." 

Case 2: If the gscBsiPki
I_NO_CARDSERVICE, then print 
"gscBsiPkiCompute() is not supported. 

: Test 21.7 Not Supported." 

: If the gscBsiPkiCompute() call does not return 
de BSI_CARD_REMOVED or the code BSI_NO_CARDSERVICE, then 
int 
gscBsiPkiCompute() called with the "
returned an incorrect code. 
Status: Test 21.7 Failed." 

 Assertion 21.8 
 
Th  method is tested without fulfilling the applicable ACR. 

at on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gs s

hat claims conformance to the GSC-IS is in a 
e hCard2108. 

 a target PKI provider container on the 
connected card with the following properties:  

cB iPkiCompute(). 
 

2. (Pre) A card t
reader, connected with handl

 
3. (Pre) There exists

 -145-



• the ACR for the gscBsiPkiCompute() service has the value 
BSI_ACR_PIN 
he value of the PIN is _PIN 
he container is represented by the AID value == 
_goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

• t
• t

thenticated session with the 

 

CAID1 (CAC). 
 

4. (Pre) Print "Testing of Assertion 21.8

 
7. (Pre) Ensure that there is no au

target container: 

Make a gscBsiUtilReleaseContext() call to the SPS, using 
• hCard == hCard2108 

GSC) or _goodCA• AID == _goodGSCAID1 (

". 
 

5. Make a result2100 == gscBsiPkiCompute() call to the SPS, using 
• 

 
Verifica

hCard == hCard2108 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• algoID == _goodAlgoID2 
• message == _goodMessage. 

tion Goal: 
e Expected Results:  To ver

1. 

ERVICE 
rrorCode 

ing Scenario

ify th
The call returns 

• the return code BSI_ACCESS_DENIED (a BSIException is 
thrown, with BSIException.getErrorCode returning 
BSI_ACCESS_DENIED) or the return code BSI_NO_CARDS
(a BSIException is thrown, with BSIException.getE

ICE). returning BSI_NO_CARDSERV
 
Verification and Report : 

siPkiCompute() call returns the code 

Card2108. 

St
 

Ca  the 
code BSI_ACCESS_DENIED or the code BSI_NO_CARDSERVICE, then 
print

the applicable ACR 

1. Case 1: If the gscB
BSI_ACCESS_DENIED, then: 

 
Perform Test for Assertion 9.21.8.1 using 

• hCard == h
 
Print 

"gscBsiPkiCompute() without fulfilling the applicable ACR 
has been verified. 
Status: Test 21.8 Passed." 

 
Case 2: If the gscBsiPkiCompute() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiPkiCompute() is not supported. 
atus: Test 21.8 Not Supported." 

se 3: If the gscBsiPkiCompute() call does not return 

 
"gscBsiPkiCompute() without fulfilling 
returned an incorrect code. 
Status: Test 21.8 Failed." 
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22. gscBsiPk
 
 
arting 

iGetCertificate() 

St State for Each Test: 
1. There exists a Vector strctAuthenticator2200 with one element, 

the BSIAuthenticator object BSIAuthenticator2200.  This object 
has fields 

eyIDOrReference1 
• 

 
2. certificate2200 is an array of bytes. 

s
 
The method is tested using valid parameters. 
 
Instanti i

• accessMethodType == BSI_AM_PIN 
• keyIDOrReference == _k

authValue == _goodAuthValue1. 

 
 
Te t for Assertion 22.1 

at on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBs

formance to the GSC-IS service is 
handle hCard2201. 

 
3. (Pre) There exists a target PKI provider container on the 

conne
• t

• t
d by the AID value == 

 
4. 

iPkiGetCertificate(). 
 

2. (Pre) A card that claims con
ected with in a reader, conn

cted card with the following properties:  
he ACR for the gscBsiPkiGetCertificate() service has the 
value BSI_ACR_PIN 
he value of the PIN is _PIN 

• the container is represente
_goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

(Pre) Print "Testing of Assertion 22.1". 
 

5. (Pre) Establish an authenticated session with the target 
co

 
ng 

dCACAID1 (CAC) 
thenticator2200. 

e 

blished.  Assertion 22.1 of 
gscBsiPkiGetCertificate() cannot be tested". 

ertion 22.1. 

l to 

2201 
CAID1 (GSC) or _goodCACAID1 (CAC). 

 

ntainer on the card: 

Make a gscBsiUtilAcquireContext() call to the SPS, usi
• hCard == hCard2201 

 _goo• AID == _goodGSCAID1 (GSC) or
• strctAuthenticator == strctAu

 
Case 1: If the gscBsiUtilAcquireContext() call returns th
code BSI_OK, then continue with 6. 
 
Case 2: If gscBsiUtilAcquireContext() does not return the 
code BSI_OK, then print 

"A session cannot be esta

End Test for Ass
 

6. Make a certificate2200 == gscBsiPkiGetCertificate() cal
the SPS, using 

• hCard == hCard
• AID == _goodGS
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Verification Goal: 
To verify the Expected Results:  

1. The call returns 
he 

IException is thrown, 
with BSIException.getErrorCode returning 

 
2. If the return code is BSI_OK, then certificate2200 == an array 

of bytes containing the certificate returned from the 
co e

 
Perform thi

r

• the return code BSI_OK (no BSIException is thrown) or t
return code BSI_NO_CARDSERVICE (a BS

BSI_NO_CARDSERVICE). 

nn cted card. 

s verification by inspection. 
 
Ve ification and Reporting Scenario: 

1. Case 1: If the gscBsiPkiGetCertificate() call returns the code
BSI_OK, then manual

 
ly inspect the array certificate2200. 

 
the

"gscBsiPkiGetCertificate() called with valid parameters 

meters 
nspection. 
 

ertificate() call returns the code 
nt 

 
Case 
the c

"gscBsiPkiGetCertificate() called with valid parameters 

 

st for 
 
The method is tested using a bad handle. 
 
Instanti

 
Case 200 contains a valid certificate, 1.1: If certificate2

n print 

has been verified by inspection. 
Status: Test 22.1 Passed." 
 

te2200 does not contain a valid Case 1.2: If certifica
certificate, then print 

e() called with valid para"gscBsiPkiGetCertificat
has not been verified by i
Status: Test 22.1 Failed."

 
Case 2: If the gscBsiPkiGetC

E, then priBSI_NO_CARDSERVIC
"gscBsiPkiGetCertificate() is not supported. 
Status: Test 22.1 Not Supported." 

3: If the gscBsiPkiGetCertificate () call does not return 
ode BSI_OK or the code BSI_NO_CARDSERVICE, then print 

returned an incorrect code. 
 Status: Test 22.1 Failed."

 
Te Assertion 22.2 

ation Scenario: 
 Construct the Starting State for the testing of 1. (Pre)

gscBs

2. (Pre) A card that claims conformance to the GSC-IS service is 

 
3. (Pre) There exists a target PKI provider container on the 

connected card with the following properties:  
• the ACR for the gscBsiPkiGetCertificate() service has the 

value BSI_ACR_PIN 

iPkiGetCertificate(). 
 

in a reader, connected with handle hCard2202. 
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• the value of the PIN is _PIN 
• the container is represented by the AID value == 

_goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 
 

4. (Pre) Print "Testing of Assertion 22.2". 
 

5. (Pre) Establish an authenticated session with the target 
container on the card: 

 
Make a gscBsiUtilAcquireContext() call to the SPS, using 

• hCard == hCard2202 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• strctAuthenticator == strctAuthenticator2200. 

 
Case 1: If the gscBsiUtilAcquireContext() call returns the 
code BSI_OK, then continue with 6. 
 
Case 2: If gscBsiUtilAcquireContext() does not return the 
code BSI_OK, then print 

"A session cannot be established.  Assertion 22.2 of 
gscBsiPkiGetCertificate() cannot be tested". 

End Test for Assertion 22.2. 
 

6. Make a certificate2200 == gscBsiPkiGetCertificate() call to 
the SPS, using 

• hCard /= hCard2202 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

 
Verification Goal: 
To verify the Expected Results:  

1. The call returns 
• the return code BSI_BAD_HANDLE (a BSIException is thrown, 

with BSIException.getErrorCode returning BSI_BAD_HANDLE) 
or the return code BSI_NO_CARDSERVICE (a BSIException is 
thrown, with BSIException.getErrorCode returning 
BSI_NO_CARDSERVICE). 

 
Verification and Reporting Scenario: 

1. Case 1: If the gscBsiPkiGetCertificate() call returns the code 
BSI_BAD_HANDLE, then: 

 
Perform Test for Assertion 9.22.2.1 using 

• hCard == hCard2202. 
 
Print 

"gscBsiPkiGetCertificate() called with a bad handle has 
been verified. 
Status: Test 22.2 Passed." 

 
Case 2: If the gscBsiPkiGetCertificate() call returns the code 
BSI_NO_CARDSERVICE, then print 

"gscBsiPkiGetCertificate() is not supported. 
Status: Test 22.2 Not Supported." 

 
Case 3: If the gscBsiPkiGetCertificate() call does not return 
the code BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, then 
print 
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"gscBsiPkiGetCertificate() called with a bad handle returned 
an incorrect code. 
Status: Test 22.2 Failed." 

 
Tes
 
The method is tested with another application having established a 
transact n
 
te: Unt l hat allow multiple 
m eed to worry about this 
s

 

t for Assertion 22.3 

io  lock. 

No
si

i  we encounter implementations t
ultaneous applications, I don't think we n
ertion. as

 
 
st for Assertion 22.4 Te

 
e method is tested using a bad AID value. Th

 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiPkiGetCertificate(). 

 
2. (Pre) A card that claims conformance to the GSC-IS service is 

in a reader, connected with handle hCard2204. 
 

3. (Pre) There exists a target PKI provider container on the 
con en cted card with the following properties:  

• the ACR for the gscBsiPkiGetCertificate() service has the 
value BSI_ACR_PIN 

• the value of the PIN is _PIN 
• the container is represented by the AID value == 

_goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 
 

4. (Pre) There does not exist a container on the connected card 
. 

 
with the AID value == _badGSCAID (GSC) or _badCACAID (CAC)

5. (Pre) Print "Testing of Assertion 22.4". 
 

6. (P
contai

 
Make a gscBsiUtilAcquireContext() call to the SPS, using 

henticator2200. 
 

 
eturn the 

 22.4. 
 

re) t ated session with the target Es ablish an authentic
ner on the card: 

• hCard == hCard2204 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• strctAuthenticator == strctAut

Case 1: If the gscBsiUtilAcquireContext() call returns the 
code BSI_OK, then continue with 7. 

ontext() does not rCase 2: If gscBsiUtilAcquireC
code BSI_OK, then print 

"A session cannot be established.  Assertion 22.4 of 
gscBsiPkiGetCertificate() cannot be tested". 

ndE  Test for Assertion
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7. Make a certificate2200 == gscBsiPkiGetCertificate() call to 

 or _badCACAID (CAC). 
 
Verificatio

the SPS, using 
• hCard == hCard2204 

CAID (GSC)• AID == _badGS

n Goal: 
he Expected Results:  
all returns 

To verify t
1. The c

• the return code BSI_BAD_AID (a BSIException is thrown, 

 

with BSIException.getErrorCode returning BSI_BAD_AID) or 
the return code BSI_NO_CARDSERVICE (a BSIException is 
thrown, with BSIException.getErrorCode returning 
BSI_NO_CARDSERVICE).

 
rification and Reporting ScenarioVe : 
1. Case 1: If the gscBsiPkiGetCertificate() call returns the code 

 

as 

 
Ca  code 
BSI

"gscBsiPkiGetCertificate() is not supported. 
St

AID value 

 
 
Test for
 
e metho  card. 

BSI_BAD_AID, then: 

Perform Test for Assertion 9.22.4.1 using 
• hCard == hCard2204. 

 
Print 

"gscBsiPkiGetCertificate() called with a bad AID value h
been verified. 
atus: Test 22.4 Passed." St

se 2: If the gscBsiPkiGetCertificate() call returns the
_NO_CARDSERVICE, then print 

d." atus: Test 22.4 Not Supporte
 

Case 3: If the gscBsiPkiGetCertificate() call does not return 
the code BSI_BAD_AID or the code BSI_NO_CARDSERVICE, then 
print 

ith a bad "gscBsiPkiGetCertificate() called w
returned an incorrect code. 
Status: Test 22.4 Failed." 

 Assertion 22.5 

Th d is tested with a removed
 
Instantiation Scenario: 

1. (Pre) Construct the Starting State for the testing of 
gscBsiPkiGetCertificate(). 

 
2. (Pre) A card that claims conformance to the GSC-IS service is 

 
3. (Pre) There exists a target PKI provider container on the 

in a reader, connected with handle hCard2205. 

connected card with the following properties:  
• the ACR for the gscBsiPkiGetCertificate() service has the 

value BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by the AID value == 

_goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 
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4. (Pre) Print "Testing of Assertion 22.5". 

 
5. (Pre) Establish an authenticated session with the target 

conta
 

to the SPS, using 

 
 

 
Case 2 he 
code

 
6. (P

 
7. Make a certificate2200 == gscBsiPkiGetCertificate() call to 

th

 
Verifi

iner on the card: 

Make a gscBsiUtilAcquireContext() call 
• hCard == hCard2205 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC) 
• strctAuthenticator == strctAuthenticator2200. 

Case 1: If the gscBsiUtilAcquireContext() call returns the
code BSI_OK, then continue with 6. 

: If gscBsiUtilAcquireContext() does not retur
 BSI_OK, then print 

n t

"A session cannot be established.  Assertion 22.5 of 
gscBsiPkiGetCertificate() cannot be tested". 

nd Test for Assertion 22.5. E

re) Remove the connected card from the reader. 

e SPS, using 
• hCard == hCard2205 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

cat oi n Goal: 
To verif t

1. The c
n code BSI_CARD_REMOVED (a BSIException is 

ion.getErrorCode returning 
he return code BSI_NO_CARDSERVICE 

 
Verificatio

y he Expected Results:  
 all returns 
• the retur

thrown, with BSIExcept
OVED) or tBSI_CARD_REM

(a BSIException is thrown, with BSIException.getErrorCode 
returning BSI_NO_CARDSERVICE). 

n and Reporting Scenario: 
1: If the gscBsiPkiGetCertificate() call returns t1. Case he code 

BSI_CARD_REMOVED, then print 
lled with the connected card 

removed has been verified. 
Status: Test 22.5 Passed." 

Ca  returns the code 
BS

s is not supported. 

 
Case 
the code BSI_CARD_REMOVED or the code BSI_NO_CARDSERVICE, then 
print

 

st for Assertion 22.6 

"gscBsiPkiGetCertificate() ca

 
se 2: If the gscBsiPkiGetCertificate() call
I_NO A t _C RDSERVICE, then prin

cBsiPkiGetCertificate() "g
Status: Test 22.5 Not Supported." 

3: If the gscBsiPkiGetCertificate() call does not return 

 
"gscBsiPkiGetCertificate() called with the connected card 
removed returned an incorrect code. 
Status: Test 22.5 Failed." 

 
Te
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The me
 
Instan

thod is tested without fulfilling the applicable ACR. 

tiation Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiPkiGetCertificate(). 

2. (Pre) A card that claims conformance to the GSC-IS service is 
in a reader, connected with handle hCard2206. 

d with the following properties:  
• the ACR for the gscBsiPkiGetCertificate() service has the 

_goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

here is no authenticated session with the 

Make a gscBsiUtilReleaseContext() call to the SPS, using 

). 
 

 

 
3. (Pre) There exists a target PKI provider container on the 

connected car

value BSI_ACR_PIN 
• the value of the PIN is _PIN 
• the container is represented by the AID value == 

 
4. (Pre) Ensure that t

target container: 
 

• hCard == hCard2206 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC

5. (Pre) Print "Testing of Assertion 22.6". 

the SPS, using 

 
6. Make a certificate2200 == gscBsiPkiGetCertificate() call to 

CAC). 
 
Verificatio

• hCard == hCard2206 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (

n Goal: 
To verif t

1. Th c
• is 

rning 
 
e 

 
r

y he Expected Results:  
e all returns 

the return code BSI_ACCESS_DENIED (a BSIException 
thrown, with BSIException.getErrorCode retu
BSI_ACCESS_DENIED) or the return code BSI_NO_CARDSERVICE
(a BSIException is thrown, with BSIException.getErrorCod
returning BSI_NO_CARDSERVICE). 

Ve ification and Reporting Scenario: 
1. Case 1: If the gscBsiPkiGetCertificate() call returns the 

BSI_ACCESS_DENIED, then: 
code 

 

 
Print 

"

 
Ca e 
BS

) is not supported. 
Status: Test 22.6 Not Supported." 

Perform Test for Assertion 9.22.6.1 using 
•   hCard == hCard2206.

gscBsiPkiGetCertificate() without fulfilling the 
applicable ACR has been verified. 
Status: Test 22.6 Passed." 

se 2: If the gscBsiPkiGetCertificate() call returns the cod
I_NO_CARDSERVICE, then print 
"gscBsiPkiGetCertificate(
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Case urn 
the code BSI_ACCESS_DENIED or the code BSI_NO_CARDSERVICE, 
then print 

le 
an incorrect code. 

ed." 

3: If the gscBsiPkiGetCertificate() call does not ret

"gscBsiPkiGetCertificate() without fulfilling the applicab
ACR returned 
Status: Test 22.6 Fail
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23. gscBs
 
Starting t

iGetCryptoProperties() 

 s ate for each Test: 
1. There exists a CryptoProperties object cryptoProps2300 with 

field
• C

− BSIAcr getChallengeACR2300, with fields 
o int getChallengeACRType2300 

0 

o int internalAuthenticateACRID2300 
− BSIAcr pkiComputeACR2300, with fields 

o int pkiComputeACRType2300 

eference2300 

o int[] deleteKeyIDOrReference2300 

r readTagListACR2300, with fields 
o int readTagListACRType2300 

readTagListKeyIDOrReference2300 

00 

300 
• 

 
 

Test f
 
e meth . 

Instan

s  
RYPTOacr strctCRYPTOacr2300, with fields 

o int[] getChallengeKeyIDOrReference2300 
o int getChallengeAuthNb2300 
o int getChallengeACRID2300 

− BSIAcr internalAuthenticateACR2300, with fields 
o int internalAuthenticateACRType2300 
o int[] internalAuthenticateKeyIDOrReference230
o int internalAuthenticateAuthNb2300 

o int[] pkiComputeKeyIDOrReference2300 
o int pkiComputeAuthNb2300 
o int pkiComputeACRID2300 

− BSIAcr createACR2300, with fields 
0 o int createACRType230

o int[] createKeyIDOrR
o int createAuthNb2300 
o int createACRID2300 

− BSIAcr deleteACR2300, with fields 
o int deleteACRType2300 

o int deleteAuthNb2300 
o int deleteACRID2300 

− BSIAc

o int[] 
o int readTagListAuthNb2300 
o int readTagListACRID2300 

− BSIAcr readValueACR2300, with fields 
o int readValueACRType2300 
o int[] readValueKeyIDOrReference2300 
o int readValueAuthNb2300 
o int readValueACRID23

− BSIAcr updateValueACR2300, with fields 
o int updateValueACRType2300 
o int[] updateValueKeyIDOrReference2300 
o int updateValueAuthNb2300 
o int updateValueACRID2

int keyLen2300. 

or Assertion 23.1 

Th
 

od is tested using valid parameters

tiation Scenario: 
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1. (P
gs

 
2. (Pre) A card that claims conformance to the GSC-IS is in a 

ith handle hCard2301. 

• the ACR for each of the gscBsiGetChallenge(), 
rnalAuthenticate(), gscBsiPkiCompute(), 

 gscBsiGcReadValue(), and 
gscBsiGcDataUpdate() services has 

array == 

 ACR 

y the AID value == 

 
4. (Pre)

re) Construct the Starting State for the testing of 
CryptoProperties(). cBsiGet

reader, connected w
 

3. (Pre) There exists a target PKI provider module on the 
connected card with the following properties: 

gscBsiSkiInte
gscBsiGcDataCreate(), gscBsiGcDataDelete(), 
gscBsiGcReadTagList(),

− access method type == BSI_ACR_PIN 
− the content of the keyID or reference 

_keyIDOrReference1 
− number of access methods logically combined in the

== 1 
− ACRID == 0 

• the container is represented b
_goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

 Print "Testing of Assertion 23.1". 
 

5. Make a cryptoProps2300 == gscBsiGetCryptoProperties() call to 
the SPS, using 

• hCard == hCard2301 
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

 
Verification Goal: 
To 

e 
n, 

etErrorCode returning 

 

ectly set to indicate access 
perations. 

 
Verifica o

verify the Expected Results:  
1. The call returns 

• the return code BSI_OK (no BSIException is thrown) or th
return code BSI_NO_CARDSERVICE (a BSIException is throw
with BSIException.g
BSI_NO_CARDSERVICE). 

2. If the return code is BSI_OK, then the variables of 
strctCRYPTOacr2300 are corr
control conditions for all o

ti n and Reporting Scenario: 
1: If the gscBsiGetCryptoProperties() call returns the 
BSI_OK, then: 
e 1.1: If 
− each of getChallengeACRType23

1. Case 
code 

Cas
00, 

Type2300, 

deleteACRType2300, readTagListACRType2300, 
readValueACRType2300, and updateValueACRType2300 == 

f 

pkiComputeKeyIDOrReference2300, 

internalAuthenticateACR
pkiComputeACRType2300, createACRType2300, 

BSI_ACR_PIN 
a  nd

− the content of each o
getChallengeKeyIDOrReference2300, 
internalAuthenticateKeyIDOrReference2300, 

 -156-



createKeyIDOrReference2300, 
eteKeyIDOrReference2300, del

readTagListKeyIDOrRefere
readValueKeyIDOrReference2300, and 

nce2300, 

updateKeyIDOrReference2300 == _keyIDOrReference1 
and 

0, pkiComputeAuthNB2300, 

00, pkiComputeACRID2300, 
eACRID2300, 

readTagListACRID2300, readValueACRID2300, and 
updateValueACRID2300 == 0 

then print 
"gscBsiGetCryptoProperties() called with valid parameters 
has been verified. 
Status: Test 23.1 Passed." 
 

Case 1.2: If  
− any of getChallengeACRType2300, 

internalAuthenticateACRType2300, createACRType2300, 
pkiComputeACRType2300, deleteACRType2300, 
readTagListACRType2300, readValueACRType2300, and 
updateValueACRType2300 /= BSI_ACR_PIN 

or 
− the content of any of 

getChallengeKeyIDOrReference2300, 
internalAuthenticateKeyIDOrReference2300, 
pkiComputeKeyIDOrReference2300, 
createKeyIDOrReference2300, 
deleteKeyIDOrReference2300, 
readTagListKeyIDOrReference2300, 
readValueKeyIDOrReference2300, and 
updateKeyIDOrReference2300 /= _keyIDOrReference1 

or 
− any of getChallengeAuthNB2300, 

internalAuthenticateAuthNB2300, pkiComputeAuthNB2300, 
createAuthNB2300, deleteAuthNB2300, 
readTagListAuthNB2300, readValueAuthNB2300, and 
updateValueAuthNB2300 /= 1 

or 
− any of getChallengeACRID2300, 

internalAuthenticateACRID2300, createACRID2300, 
pkiComputeACRID2300, deleteACRID2300, 
readTagListACRID2300, readValueACRID2300, and 
updateValueACRID2300 /= 0 

then print 
"gscBsiGetCryptoProperties() called with valid parameters 
has not been verified. 
Status: Test 23.1 Failed." 

 

− each of getChallengeAuthNB2300, 
internalAuthenticateAuthNB230
createAuthNB2300, deleteAuthNB2300, 
readTagListAuthNB2300, readValueAuthNB2300, and 
updateValueAuthNB2300 == 1 

and 
− each of getChallengeACRID2300, 

CRID23internalAuthenticateA
createACRID2300, delet
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Case 2: If the gscBsiGetCryptoProperties() call returns the 

ties() is not supported. 
Status: Test 23.1 Not Supported." 

 
Ca  does not 
return the code BSI_OK or the code BSI_NO_CARDSERVICE, then 
print 

"gscBsiGetCryptoProperties() called with valid parameters 
returne
Status:

 
 
Test for Asserti
 
The method is te
 
Instantiatio

code BSI_NO_CARDSERVICE, then print 
"gscBsiGetCryptoProper

se 3: If the gscBsiGetCryptoProperties() call 

d an incorrect code. 
 Test 23.1 Failed." 

on 23.2 

sted using a bad handle. 

n Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiGetC
 

2. (Pre) A card that claims conformance to the GSC-IS is in a 
reader

 
3. (Pre) There exists a target PKI provider module on the 

connected card with the following properties: 
• the ACR for each of the gscBsiGetChallenge(), 

gscBsiSkiInternalAuthenticate(), gscBsiPkiCompute(), 
gscBsiGcDataCreate(), gscBsiGcDataDelete(), 
gscBsiGcReadTagList(), gscBsiGcReadValue(), and 
gscBsiGcDataUpdate() services has 
− access method type == BSI_ACR_PIN 
− the content of the keyID or reference array == 

− number of access methods logically combined in the ACR 

• the container is represented by the AID value == 
_goo

 
4. (Pre) Print "Testing of Assertion 23.2

ryptoProperties(). 

, co 2302. nnected with handle hCard

_keyIDOrReference1 

== 1 
− ACRID == 0 

dGSCAID1 (GSC) or _goodCACAID1 (CAC). 

". 
 

5. Make a containerProps2300 == gscBsiGetCryptoProperties() call 
to the SPS

• hCard
• AID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

 
Ver ica o

, using 
 /= hCard2302 

if ti n Goal: 
To verify the Expected Results:  

e BSI_BAD_HANDLE (a BSIException is thrown, 
urning BSI_BAD_HANDLE 
ICE (a BSIException is 

BSIException.getErrorCode returning 
RVICE). 

 

1. The call returns 
• the return cod

with BSIException.getErrorCode ret
or the return code BSI_NO_CARDSERV
thrown, with 
BSI_NO_CARDSE
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Verification and Reporting Scenario: 
1. Case 1: If the gscBsiGetCryptoProperties() call returns the 

code BSI_BAD_HANDLE, then: 

ng 
• hCard == hCard2302. 

 
Print 

handle has 

S
 

Case s the 
code B

"gs
Status

 
Case 3: If the gscBsiGetCryptoProperties() call does not 
return the code BSI_BAD_HANDLE or the code BSI_NO_CARDSERVICE, 
th  

e 
ret

 
 
Tes
 
The method is tested using a bad AID value. 
 

 
Perform Test for Assertion 9.23.2.1 usi

"gscBsiGetCryptoProperties() called with a bad 
been verified. 
tatus: Test 23.2 Passed." 

2: If the gscBsiGetCryptoProperties() call return
SI_NO_CARDSERVICE, then print 
cBsiGetCryptoProperties() is not supported. 

: Test 23.2 Not Supported." 

en print 
"gscBsiGetCryptoProperties() called with a bad handl

urned an incorrect code. 
Status: Test 23.2 Failed." 

t for Assertion 23.3 

Instantiation Scenario: 
t the Starting State for the testing of 

 
 

2. (P )
reade

 
3. (Pre) There exists a target PKI provider module on the 

connected card with the following properties: 

, 

ces has 

 of the keyID or reference array == 

 combined in the ACR 

− 
• the 

_go
 

4. (Pre) There does not exist a container on the connected card 
with the AID value == _badGSCAID (GSC) or _badCACAID (CAC). 

 
5. (Pre) Pr

1. (Pre) Construc
gscBsiGetCryptoProperties().

re  A card that claims conformance to the GSC-IS is in a 
r, connected with handle hCard2303. 

• the ACR for each of the gscBsiGetChallenge(), 
gscBsiSkiInternalAuthenticate(), gscBsiPkiCompute()
gscBsiGcDataCreate(), gscBsiGcDataDelete(), 
gscBsiGcReadTagList(), gscBsiGcReadValue(), and 
gscBsiGcDataUpdate() servi
− access method type == BSI_ACR_PIN 

tent− the con
_keyIDOrReference1 

− number of access methods logically
== 1 
ACRID == 0 
container is represented by the AID value == 
odGSCAID1 (GSC) or _goodCACAID1 (CAC). 

int "Testing of Assertion 23.3". 
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6. Make a containerProps2300 == gscBsiGetCryptoProperties() call 

to the S
• hCar
• AID == _badGSCAID (GSC) or _badCACAID (CAC). 

 
Verification Goal

PS, using 
d == hCard2303 

: 
To verify th

1. The call
• the return code BSI_BAD_AID (a BSIException is thrown, 

with BSIException.getErrorCode returning BSI_BAD_AID) or 
the return code BSI_NO_CARDSERVICE (a BSIException is 

rrorCode returning 
 

 
Verification and Reporting Scenario

e Expected Results:  
 returns 

wn, with BSIException.getEthro
BSI_NO_CARDSERVICE).

: 
1. Case 1: If the gscBsiGetCryptoProperties() call returns the 

code BSI_BAD_AID, then: 
 

 
Pr

yptoProperties() called with a bad AID value 

St t
 

Case 2: If the gscBsiGetCryptoProperties() call returns the 
code BSI

"gscBsiGetCryptoProperties() is not supported. 
Status ed." 

 
Case 3: If the gscBsiGetCryptoProperties() call does not 
return the code BSI_BAD_AID or the code BSI_NO_CARDSERVICE, 
then pri

"gscBsiGetCryptoProperties() called with a bad AID value 
return
Status

 
 
Test for Assertion 23.4
 
The method is 
transaction lo
 
Note: Until we encounter implementations that allow multiple 
simultaneous applications, I don't think we need to worry about this 
assertion. 
 
 
Test for Asser
 
The method is tested with a removed card. 
 
Instantiati

Perform Test for Assertion 9.23.3.1 using 
• hCard == hCard2302. 

int 
"gscBsiGetCr
ha  s been verified. 
a us: Test 23.3 Passed." 

_NO_CARDSERVICE, then print 

: Test 23.3 Not Support

nt 

ed an incorrect code. 
: Test 23.3 Failed." 

 

tested with another application having established a 
ck. 

tion 23.5 

on Scenario: 
1. (Pre) Construct the Starting State for the testing of 

gscBsiGetCryptoProperties(). 
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2. (Pre) A card that claims conformance with the GSC-IS is in a 

re
 

3. (Pre) There exists a target PKI provider module on the 

BsiGcReadValue(), and 
ices has 

access method type == BSI_ACR_PIN 
t of the keyID or reference array == 
eference1 

gically combined in the ACR 

 

4. (Pre) Remove the connected card from the reader. 
 

5. (Pre) Print "Testing of Assertion 23.5

ader, connected with handle hCard2305. 

connected card with the following properties: 
• the ACR for each of the gscBsiGetChallenge(), 

gscBsiSkiInternalAuthenticate(), gscBsiPkiCompute(), 
gscBsiGcDataCreate(), gscBsiGcDataDelete(), 
gscBsiGcReadTagList(), gsc
gscBsiGcDataUpdate() serv
− 
− the conten

_keyIDOrR
− number of access methods lo

== 1 
− ACRID == 0

• the container is represented by the AID value == 
_goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

 

". 

 call 

• A
 
Verificatio

 
6. Make a containerProps2300 == gscBsiGetCryptoProperties()

to ht e SPS, using 
• hCard == hCard2305 

ID == _goodGSCAID1 (GSC) or _goodCACAID1 (CAC). 

n Goal: 
h ETo verify t

1. The ca
• the return code BSI_CARD_REMOVED (a BSIException is 

thrown, with BSIException.getErrorCode returning 
B
(a BSIException is thrown, with BSIException.getErrorCode 
returning BSI_NO_CARDSERVICE). 

 
Verificatio

e xpected Results:  
ll returns 

SI_CARD_REMOVED) or the return code BSI_NO_CARDSERVICE 

n and Reporting Scenario: 
1: If the gscBsiGetCryptoProperties() call returns the 1. Case 

 
Ca   the 
cod  

"gscBsiGetCryptoProperties() is not supported. 
ported." 

ret r
BSI_N

"gs
rem
Sta ." 

code BSI_CARD_REMOVED, then print 
"gscBsiGetCryptoProperties() called with the connected card 
removed has been verified. 
Status: Test 23.5 Passed." 

se 2: If the gscBsiGetCryptoProperties() call returns
e BSI_NO_CARDSERVICE, then print 

Status: Test 23.5 Not Sup
 

Cas  e 3: If the gscBsiGetCryptoProperties() call does not 
u n the code BSI_CARD_REMOVED or the code 
O_CARDSERVICE, then print 
cBsiGetCryptoProperties() called with the connected card 
oved returned an incorrect code. 
tus: Test 23.5 Failed
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Appendix A 

 
 
 
_badAuthValue == {'B','A','D',' ','A','U','T','H'} 

_ba
 
_badCACAIDL
 
_badCardCom
 

_ba

adGSCAID == "A0000001163333" 
 
adGSCAIDL

_badMessage == null 
 
_badMessage

adRe
 
_badRe
 
xistingDvalueFull == {F16,F16,F16,F16,F16,F16,F16,F16,F16,F16} 

_exist
 
_exist
 
_existin

xistingDvalue1310 == {0,0,0,2} 

,0,0,3} 

lue1404 == {0,0,0,6} 

xistingDvalue1405 == {0,0,0,7} 

,0,0,8} 

_

,0,0,A16} 
 

 
List of Symbolic Constants

 
_badAuthValueLen == 8 
 

dCACA  ID == "A0000000793333" 

en == 14 

mand == {1} 

_badChallenge == null 
 

dChallengeLen == 0 
 
_b

_b
 

en == 14 

Len == 0 
 
_b aderName == "Bad Reader Name" 

aderNameLen == 15 

_e
 

ingDvalueFullLen == 10 

ingDvalueLen == 4 

gDvalue1309 == {0,0,0,1} 
 
_e
 
xistingDvalue1401 == {0_e

 
_existingDvalue1402 == {0,0,0,4} 
 
_existingDvalue1403 == {0,0,0,5} 
 
_existingDva
 
_e
 
xistingDvalue1406 == {0_e

 
existingDvalue1407 == {0,0,0,9} 
 
_existingDvalue1408 == {0
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_existingDvalue1701 == {0,0,0,B16} 

xistingDvalue1702 == {0,0,0,C } 

xist

_ex
 
_existin v
 
_existingDv
 
_existingDv
 
_existingDva
 
_existingDva
 
_existingDvalue1802 == {0,0,1,2} 
 
_existin v
 
_ex
 
_existingDvalue1805 == {0,0,1,5} 

x
 
_existingDvalue1807 == {0,0,1,7} 
 
_existin v
 

_ex
 
_existingTa
 
_existingTa
 
_existingTag1401 == 4 

 
_existin
 
_existin

xist
 
_exist
 
xist

_exist
 
_existingTag1701 == 12 

 
_e
 

16

ingDvalue1703 == {0,0,0,D16} _e
 

istingDvalue1704 == {0,0,0,E16} 

gD alue1706 == {0,0,0,F16} 

alue1707 == {0,0,0,G16} 

alue1709 == {0,0,0,H16} 

lue1710 == {0,0,1,0} 

lue1801 == {0,0,1,1} 

gD alue1803 == {0,0,1,3} 

istingDvalue1804 == {0,0,1,4} 

 
_e istingDvalue1806 == {0,0,1,6} 

gD alue1808 == {0,0,1,8} 

_existingDvalue1809 == {0,0,1,9} 
 

istingTagFull == 1 

g1309 == 2 

g1310 == 3 

 
_existingTag1402 == 5 

gTag1403 == 6 

gTag1404 == 7 
 
_e ingTag1405 == 8 

ingTag1406 == 9 

_e
 

ingTag

ingTag1408 == 11 

1407 == 10 
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_existin
 
_existingTag1703 == 14 
 
_existingTag1704 == 15 
 
_existingTag1706 == 16 
 
_existingTag1707 == 17 
 
_existingTag1709 == 18 
 
_existingTag1710 == 19 
 
_existingTag1801 == 20 
 
_existingTag1802 == 21 
 
_existingTag1803 == 22 
 
_existingTag1804 == 23 
 
_existingTag1805 == 24 
 
_existingTag1806 == 25 
 
_existingTag1807 == 26 
 
_existingTag1808 == 27 
 
_existingTag1809 == 28 
 
_goodAlgoID1 == DES3-ECB == 8116
 
_goodAlgoID2 == RSA_NO_PAD == A316
 
_goodAuthValue1 == {'1','2','3','4','5','6','7','8'} 
 
_goodAuthValue1Len == 8 
 
_goodAuthValue2 == {'8','7','6','5','4','3','2','1'} 
 
_goodAuthValue2Len == 8 
 
_goodCACAID1 == "A0000000792222" 
 
_goodCACAID1Len == 14 
 
_goodCACAID2 == "A0000000791111" 
 
_goodCACAID2Len == 14 
 
_goodCardCommand == {0,0,A16,4,0,3,0,0,0,2,3,F16,0,0} 
 
_goodCardCommandLen == 14 
 

gTag1702 == 13 
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_goodCardResponse == {{6,2,8,3}, {6,2,8,4}, {6,A16,8,1}, {6,A16,8,2}, 
{6,A16,8,6}, {6,A16,8,7}, {9,0,0,0}} 

 
_goodChallenge == {'g','o','o','d', 

' ','c','h','a','l','l','e','n','g','e'} 
 
_goodGSCAID1 == "A0000001162222" 
 
_goodGSCAID1Len == 14 
 
_goodGSCAID2 == "A0000001161111" 
 
_goodGSCAID2Len == 14 
 
_goodMessage == {'g','o','o','d',' ','m','e','s','s','a','g','e'} 
 
_invalidAlgoID == -1 
 
_invalidTag == 0 
 
_keyIDOrReference1 == 1 
 
_keyIDOrReference2 == 1 
 
_newDvalueLen == 4 
 
_newDvalue1301 == {1,0,0,1} 
 
_newDvalue1302 == {1,0,0,2} 
 
_newDvalue1303 == {1,0,0,3} 
 
_newDvalue1304 == {1,0,0,4} 
 
_newDvalue1305 == {1,0,0,5} 
 
_newDvalue1306 == {1,0,0,6} 
 
_newDvalue1307 == {1,0,0,7} 
 
_newDvalue1308 == {1,0,0,8} 
 
_newDvalue1309 == {1,0,0,9} 
 
_newDvalue1310 == {1,0,0,A16} 
 
_newDvalue1801 == {1,0,0,B16} 
 
_newDvalue1802 == {1,0,0,C16} 
 
_newDvalue1803 == {1,0,0,D16} 
 
_newDvalue1804 == {1,0,0,E16} 
 
_newDvalue1805 == {1,0,0,F16} 
 
_newDvalue1806 == {1,0,1,0} 
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_newDvalue1807 == {1,0
 
ewDvalue1808 == {1,0

_newTag1302 == 102 

_newTag1708 == 112 
 
_newTag1806 == 113 

'5','6','7','8'} 
 

9,A16,B16,C16,D16,E16,F16} 

constants are not used in the Java 
the C test scenarios, and are 
m are, in turn, needed to 
n, in Appendix B, of cards 

,1,1} 

,1,2} _n
 
_newDvalue1809 == {1,0,1,3} 
 
_newTag1301 == 101 
 

 
_newTag1303 == 103 
 
_newTag1305 == 104 
 
_newTag1306 == 105 
 
_newTag1307 == 106 
 
_newTag1308 == 107 
 
_newTag1309 == 108 
 
_newTag1404 == 109 
 
_newTag1406 == 110 
 
_newTag1705 == 111 
 

 
_newTag1807 == 114 
 
_PIN == {'1','2','3','4',

_tooBigDvalue == {1,2,3,4,5,6,7,8,
 
 
te: Some of the above symbolic No

test scenarios.  They are used in 
cluded here because some of thein

completely define the specificatio
quired for BSI testing.re
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Appendix B 

 

 
1-all, 2.1, 2.2, 2.3, 2.4, 2.5(C 

5-all, 16-all, 17-all, 18-all, 19-
all: 

 GSC-IS 
• has a container for which 

 readTagListACR, readValueACR, and 

yID or reference array == 

ods logically combined in the ACR 

− ACRID == 0 
− AID == _goodCACAID1 (CAC) or _goodGSCAID1 (GSC) 

 data item of length _newDvalueLen 
− 

9, 4, _existingDvalue1309} 
0, 4, _existingDvalue1310} 
1, 4, _existingDvalue1401} 

o {_existingTag1402, 4, _existingDvalue1402} 
o {_existingTag1403, 4, _existingDvalue1403} 

5, 4, _existingDvalue1405} 
6, 4, _existingDvalue1406} 
7, 4, _existingDvalue1407} 

stingTag1408, 4, _existingDvalue1408} 
stingTag1701, 4, _existingDvalue1701} 

stingTag1703, 4, _existingDvalue1703} 
stingTag1704, 4, _existingDvalue1704} 
stingTag1706, 4, _existingDvalue1706} 
stingTag1707, 4, _existingDvalue1707} 
stingTag1709, 4, _existingDvalue1709} 

stingTag1801, 4, _existingDvalue1801} 
stingTag1802, 4, _existingDvalue1802} 
stingTag1803, 4, _existingDvalue1803} 
stingTag1804, 4, _existingDvalue1804} 
stingTag1805, 4, _existingDvalue1805} 

stingTag1807, 4, _existingDvalue1807} 
stingTag1808, 4, _existingDvalue1808) 
stingTag1809, 4, _existingDvalue1809} 
ntainer for which 
ACR is PIN Protected 
 
dCACAID2 (CAC) or _goodGSCAID2 (GSC) 
s one data item: 

List of Cards Required for Testing of BSI Implementations 
 

Card 1. Can be used for tests 
binding), 3-all, 4-all, 5-all, 7-all, 8-all, 11-all, 12-
all, 13-all, 14-all, 1

• claims conformance to the

− createACR, deleteACR,
updateValueACR are PIN Protected 

− PIN == _PIN 
− the content of the ke

_keyIDOrReference1 
− number of access meth

== 1 

− can accommodate a new
there exist the following data items (TLV): 

o {_existingTag130
o {_existingTag131
o {_existingTag140

o {_existingTag1404, 4, _existingDvalue1404} 
o {_existingTag140
o {_existingTag140
o {_existingTag140
o {_exi
o {_exi
o {_existingTag1702, 4, _existingDvalue1702} 
o {_exi
o {_exi
o {_exi
o {_exi
o {_exi
o {_existingTag1710, 4, _existingDvalue1710} 
o {_exi
o {_exi
o {_exi
o {_exi
o {_exi
o {_existingTag1806, 4, _existingDvalue1806} 
o {_exi
o {_exi
o {_exi

• has a second co
− updateValue
− PIN == _PIN
− AID == _goo
− there exist
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o {_existingTagFull, 10, _existingDvalueFull} 
ises the entire container 

• neither container has a data item for which tag == 
 
 
 
 
 
 

 
 
 
 

 
− 

 container for which 
− AID == _badCACAID (CAC) or _badGSCAID (GSC) 

Card 2. Can be used for test 2.5 (Java binding), 2.6 (C 
binding): 

for tests 20-all, 21-all, 22-all, 23-all: 
nce to the GSC-IS 
der container for which 
CR, dataDeleteACR, readTagListACR, 
R, dataUpdateACR, pkiComputeACR, 
henticateACR, and getChallengeACR are PIN 

CAC) or _goodGSCAID1 (GSC) 
iner for which 

nd readValueACR 

 (GSC) 

ACAID (CAC) or _badGSCAID (GSC) 

             which compr

− _newTag1301
− _newTag1302
− _newTag1303
− _newTag1305
− _newTag1306
− _newTag1307
− _newTag1308 
− _newTag1309
− _newTag1404
− _newTag1406
− _newTag1705
− _newTag1708 
− _newTag1806

_newTag1807 
• does not have a

 

• bad card 
 

Card 3. Can be used 
• claims conforma
• has a PKI provi

− dataCreateA
readValueAC
internalAut
Protected 

− PIN == _PIN 
− AID == _goodCACAID1 (

• has an SKI provider conta
− pkiComputeACR, internalAuthenticateACR, a

are PIN Protected 
− PIN == _PIN 
− AID == _goodCACAID2 (CAC) or _goodGSCAID2

• does not have a container for which 
− AID == _badC
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Substantive changes from the February 5 version of this document 
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